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ABSTRACT 
 Ever since the inception of internet network security has 

been the prime important area of research for computer 

scientists. Network secur i ty  using Honeypot p resen ts  a 

system that pretends to have one or more network 

vulnerabilities that  a blackhat is looking for. Actually it 

does not have those vulnerabilities; it  does so just to 

deceive the intruder by stealthily monitoring the network. 

Honeypots are emerging technology and have got lot of 

attention of late. I n  t h i s  r e s e a r c h  w o r k ,  o ur system 

uses the advantages of Honeypot for implementing a n  

intrusion d e t ec t ion  sys t e m.  There are two major part of 

our research work. First is data accumulator and second is 

data analyzer. For data accumulation, w e  h a v e  used 

honeypot. We have a l s o  used open source tool Honeyd 

which is available free of cost. Honeyd is a powerful tool 

which can simulate even complex networks very easily.  

Second part is data analyzer which analyzes data captured 

by the Honeyd. This part of the system  is basically a java 

based Intrusion detection system which can work along 

honeyd system. This is a basic pattern based IDS which 

uses snort rule base to detect intrusion. It is a feature rich 

data analyzer which can detect intrusion. Function of the 

system is quite simple it reads the data logged by the 

honeypot system and looks for intrusion pattern of rule 

base into the packets. This analyzer can work in both 

offline and online mode; in online mode it reads data 

directly from the network interface card while in offline 

mode it reads data from binary files (tcpdump) which also 

gives it an advantage that it can analyze data from other 

resources as well. 

1.   INTRODUCTION 
Now a days the idea of connecting the world together through 

the internet, came the danger of “internet terrorism”, hacking. 

Tools such as anti-viruses, firewalls, intrusion detection 

systems and soon have been developed in order to protect us 

from the computers’ greatest enemy, the hackers. We are 

design Intrusion Detection System (IDS). Basically, there are 

two  main types of intrusion detection systems: signature-

based (SBS) and anomaly-based (ABS). SBS systems (e.g. 

Snort) rely on pattern recognition techniques where they 

maintain the database of signatures of previously known 

attacks and compare them with analyzed data. An alarm is 

raised when the signatures are matched. On the other hand 

ABS systems (e.g. PAYL) build a statistical model describing 

the normal network traffic, and any abnormal behavior that 

deviates from the model is identified. Classifier is a way to 

categories the anomalies and normal data.   

2.  MEHODOLOGY  
Honeyd can be classified under the category of low-

interaction Honeypots designed for detection, and 

occasionally deception. Honeyd is software that we install on 

a machine on your network, with the purpose of detecting 

unauthorized activity within our organization. It does so by 

either monitoring all the unused IPs in our network, or 

emulating a network topology that we define. In both cases, it 

will emulate effective IP addresses. Honeyd allows a single 

host to claim as many as 65536 IP addresses. Any attempted 

connection to an unused IP address is assumed to be 

unauthorized or malicious activity. After all, if there is no 

system using that IP, why is someone or something attempting 

to connect to it? For example, if our network has a class C 

address, it is unlikely that every one of those 254 IP addresses 

is being used. Any connection attempted to one of those 

unused IP addresses is most likely a probe, a scan, or a worm 

hitting our network. Honeyd is not based on any advanced 

algorithms, hence it is easy to set up and maintain, and 

requires minimal resources on our machine. Honeyd can 

detect (and log) any activity on any UDP or TCP port, as well 

as some ICMP activity [6].  

3.  EXPERIMENTAL WORKS 

Honeyd is a classifier that places a very important role in 

network environment to detect unauthorized access. Honeyd 

is a trap which attracts users to through a virtual environment. 

In this research work we have capture and analyzed data 

packets in the network environment using rule based (snort). 

The Pseudo process of analyzing the packets in the network 

environment as shown below. 

Algorithm: Pseudo code of analyzing data packets 

Input 

1. RuleBase (R) = {r1, r2, r3.........rn} 

    where n is number of rules, 

     ri is ith rule. 

2.  HttpUrl ( HU) is a string = hu1 hu2 hu3........huk 

     where k is lenght of string 

Output 

      if HttpUrl is malicious then 

         flag = true 

   otherwise 

            flag = false 

 Analysing (R, HU) 

1.  N <- length of R 

2.  K <-   length of HU 

3.  i  <- 1 

4.  While (i<=N) 

5.       if R is sub string of HU 

6.          then 

7.                  flag <- true; 

8.                  return falg 

9.         else 
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10.          flag <-  false; 

11.   end if 

12.  i <- i+1 

13.   end while 

14.   return flag <- false 

3.1 Design and Implementation 
The project setup a virtual network using low interaction 

Honeypot daemon Honeyd. The project has been tested for a 

complex network; one simple network having some primary 

features is shown below – 

 

3.2 Component of Honeypot 
Our proposed system has two main components 

I. Data Accumulator 

II. Data analyzer 

Overall design of the system is shown below 

3.2.1. Data Accumulator 
This component of the system has primary function of 

accumulating data. To do so we have set up a Honeyd system 

this lures attackers by faking one or more web servers. These 

web servers are nothing but simple scripts which fake the 

behavior of web servers when attacker finds the presence of 

these entities, they are likely to connect to the server and 

when this communication is going on Honeyd stealthily logs 

all the activity of the attacker. Though setting up Honeyd 

system is a trivial job, Honeyd provides lot of option which 

provides the whole system quite some depth. By using these 

options, we can give the simulated network a good realistic 

behaviour. Basic logging capability of Honeyd is restricted to 

text based logging only. We need to modify it to log in binary 

form as well, since our data analyzer reads data in binary 

form. 

The project sets up a virtual network using low interaction 

Honeypot daemon Honeyd. The project has been tested for a 

complex network; one simple network having some primary 

features is shown below – 
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3.2.2. Data analyzer 
Second and most important part of our system is a data 

analyzer. This part of the system is basically a java based 

Intrusion detection system which can work along Honeyd 

system. This is a basic pattern based IDS which uses snort 

rule base and some other rules to detect intrusion. It is a 

feature rich data analyzer which can detect intrusion. Function 

of the system is quite simple it reads the data logged by the 

Honeypot system and looks for intrusion pattern of rule base 

into the packets. This analyzer can work in both offline and 

online mode, In online mode it reads data directly from the 

network interface card while in offline mode it reads data 

from binary files (tcpdump) which also gives it an advantage 

that it can analyze data from other resources as well. 

Component of data analyzer  

I. Data Capturing Engine 

II. Report Generator 

III. Graph Generator 

 

 

I. Data Capturing Engine 

This module of the system is responsible for capturing and 

analyzing the packet received. We have a java wrapper class 

jnetpcap for capturing and decoding the packets. The basic 

function of this module is very simple capture data from the 

active network interface and look into it for suspicious 

activity. To achieve this, we have two java classes namely 

Sniffer and PacketCapture. Sniffer class is responsible GUI 

component and mouse event management, it initializes the 

graphical component and takes the appropriate action like 

some mouse event occurs, for example pressing some button 

in the interface or selecting some menu option from the 

interface menu. In other words Sniffer class provides the user 

interface for our tool. In addition to this, it also does the most 

important task of filtering out the suspicious traffic. For every 

packet that the system come across it examines the details of 

the packet if something suspicious is found in it system marks 

it and keeps it aside. To come to the conclusion that the 

packet is suspicious, it uses a rule base which defines what 

patterns in a packet can be said suspicious. When a packet 

matches a pattern defined in the rule base the system marks 

the packet in user interface, generates the alert and logs the 

data in raw form. The GUI interface of the system is given 

below:

 
PacketCapture 

PacketCapture class is responsible for reading the packet both 

in online and offline mode,It is also responsible for dumping 

the packet in raw form and printing the packet into the user 

interface. To capture packet, it first open up the appropriate 

network interface then sets up appropriate filter expression 

and then it waits for the packets. For dumping the packet into 

the user interface, this module also does a bit of decoding. 

Functional demonstration of the PacketCapture is shown 

below: 
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II. Report Generator 

The highlight of our system is its logging capability, since it 

logs the data both in text and binary format. Report generator 

class is responsible for creating a text based log for suspicious 

activity only. Since, Honeyd already generates text based log 

for all the communicating data, this system does bother to 

create log for all the packets. A sample log is shown below: 

 
III. Graph Generator 

This system is also capable of generating graph, this feature of 

the system greatly enhance the analyzing power of overall 

system. 

3.3   Results and Discussion 
This experiment discussed results into two section: first is 

data accumulator and second is data gathering.  

I.  Data Accumulator  

We have been able to set up an advanced simulated network 

using Honeyd, earlier we have discussed how we can set up 

Honeyd, let us now see how it acquires data. We have 

successfully run the system which emulates various fake 

applications such as FTP and Telnet, we are also able to scan 

those IPs using nmap (Finger printing tool). Here is some 

screen shots showing the fake environment created by system: 
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(i) Getting PING reply from virtual system: 

 

(ii) FTP session with virtual system 

 
(iii)  A Telnet session with virtual system 
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II. Data Gathered 

Honeyd is an efficient and simple tool to gather data; as 

Honeyd basically works at network level and understands 

major protocol udp, tcp and icmp, all other packets pertaining 

to other protocols are simply logged in and discarded. The 

Honeyd framework supports several ways of logging network 

activity. It can create connection logs that report attempted 

and completed connections for all protocols. As we have run 

many fake application can on virtual host, information can be 

gathered from the services themselves. If we gather data using 

Honeyd by exposing the virtual network for a longer period of 

time. We can gather some really useful data for research. 

4. CONCLUSION 
Honeypots are very effective network security tool but it lacks 

supporting tools. We have tried to develop a tool which runs 

along the Honeypot to analyze data. Adding a tool like this 

greatly enhance the capability of the system. We have tested 

our tool on publicly available intrusion data which shows that 

only certain kind of attacks form the most of these attacks. If 

we make a system robust enough to tackle these attacks we 

will be able to prevent above 90 % of attacks. 

Accuracy of the system depends on the ruleset. Better the 

ruleset more will be the accuracy. We have used the ruleset of 

the snort and some other open source. If we include more such 

ruleset it will increase the accuracy of the system. We have 

not spent much time into this matter as our primary goal was 

to enhance the capability of the Honeypot.  

We have been able to develop a Honeypot system which 

analyzes data dynamically. It has all the advantage of 

Honeypot system plus it has an enhanced analyzing power. A 

GUI based system makes it capable to analyze any specific 

packet in depth. Its logging capability is also noteworthy as it 

can log data in both format binary and text. It also separates 

the suspicious data from clean data which makes data more 

refined for research purpose. This eventually saves valuable 

time. We have concentrated on HTTP traffic but its capability 

can be enhanced by adding more and more protocols. 
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