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ABSTRACT

Present era shows a rapid growth in the progress of
digitization and creation of digital multimedia content. Image
and Video makes up the majority component in digital
multimedia content. The potential solution for protection and
prohibiting copyright infringement of multimedia is only
using digital watermarks. The characteristic of robustness, i.e.,
sustainable capability to withstand against various attacks,
influences the applications and its performance in protection
of copyright and authentication. This paper reviews
importance of watermarking, design requirements for various
applications, and focus on classification of video
watermarking algorithms for copyright protection.
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1. INTRODUCTION

With the advent of digital computers and digital signal
processing in the late 1960s, the unsolved and tedious
analogue processing is simplified. The benefits of usage of
digital signals are higher than that of their corresponding
analogue signals. Digitization of signals results in less
bandwidth usage with minimal electromagnetic interference.
Digital signals can be encrypted for security and higher data
rate transmission is possible. Digital system has fast
processing speeds with less power consumption than
compared to analog system with the growth of VLSI. Hence,
digitization has contributed for the development of
information exchange through common information systems
platform such as World Wide Web (WWW) or Internet.

The interconnection of various networks, viz., Internet has
contributed to exchange of digital information with an ease.
This led to copying, distributing and exchanging of
information globally within a short time. The ease of
regenerating digital information in its faithful original form is
likely to promote violation of copyright, information
misappropriation and resulting in fraud. It is a great challenge
that, the knowledge of digital intellectual property must be
made available in internet. At the same time, it should also
guarantee tenure of the intellectual rights by its owner and
others must be able to access the information freely. Lot of
research is being carried out in this field. Copyright protection
of information in security systems can be attained by three
interlinked methods- (a) Cryptography, (b) Steganography,
and (c) Watermarking.

Cryptography [1] is an art or science of developing various
algorithms and techniques that are used to convert plain text
to cipher text which is not readable to unauthorised users.
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However, encryption algorithms cannot completely solve the
problem, as once it is decrypted at the receiver end,
intellectual property rights are not protected and copyright
information may be modified by various intentional attacks.
Another issue is that, a licensed user may obtain the data and
may illegally redistribute the data. It may ruin the revenue of
the owner.

Steganography [2] can be treated as a science or art of data
hiding in another object where the existence of the embedded
secret message is not distinguished. The object can be a text,
an audio, an image, or a video.

Watermarking [3] helps to identify the true owner of the
digital information. This technology is one of the possible
methods to protect digital information.

Contrasting to steganography, the embedded information that
is used in digital watermarking is usually related to the cover
media, and the size of secret (embedded) information is small
compared to cover media. Digital watermarking techniques
mainly focus on imperceptibility of the embedded
information, while attaining excellent robustness to various
attacks on watermarked image / video.

2. PHASES OF WATERMARKING
SYSTEM

All Watermarking is the procedure of embedding the owner's
identification or information (to detect tamper) within digital
image, audio, video, and texts, by considering various features
of the digital media like the limitations of the human
perception, histogram shifting, etc. The overview of different
phases of watermarking system is shown in Figure 1. A
watermark is designed and embedded to exist in the host
media permanently. The watermark can be a sequence of
pseudo random number, copyright logos / messages,
ownership identifiers marks, gray or binary images or any
other digital information formats. After watermarking is
performed on an original digital media data, it can be
distributed in internet and may undergo certain manipulations
like unintentional or intentional attacks, so as to degrade the
watermark to disappear. Ideally, the watermark must remain
intact or safely detectable after the digital data has undergone
some attacks. Only when there is a question of ownership or
as a proof of intellectual property rights, the embedded
information from the host is extracted. There are two different
types of watermarking systems by considering the embedded
watermark at the detection or extraction stage.

e  Known watermark
e Unknown unique watermark

At the detection or extraction of watermarking stage, the
presence of previously known watermark or the watermark
itself is retrieved.
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Fig 1: Different phases of watermarking system

Reference of watermark may be used to retrieve the embedded
watermark from the watermarked image / video resulting as
non-blind watermarking algorithms [4, 5]. Without the
knowing the watermark, if it is retrieved, then it is known as
blind watermarking algorithm [6, 7]. As there is no prior
information about the embedding information, retrieving is
more difficult in blind watermarking.

The effective watermarking techniques require several
properties in designing a watermarking system. Watermarking
algorithms [8] can be classified as fragile, semi-fragile, and
robust based the sustainability against attacks.

The basic requirements of watermarking algorithms are
summarised as follows.

i Imperceptibility

Imperceptibility or invisibility is the perceptual similarity
between the watermarked cover data and the original one. The
quantitative measurement of the perceptual quality of the
watermarked images or frames is measured by using quality
metric called the Peak Signal-to-Noise Ratio (PSNR) or
Structural Similarity (SSIM) index [10].

Let P1(i,j) and P2(i,j) be the gray level of the pixels at the
ithrow and jthcolumn of two images of size N x M,
respectively. The PSNR is defined in Eq. (1).
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The SSIM index between two images P1 and P2 is defined in
Eq. (2

SSIM(P1,P2) = (2p, p,+ C1)(2Pp1p2 +C2) @)

(kp, 2+1p, 2 +C1) (PP, 2+pp, 2 +C2)

where, u, p, and p? denote average, variance, and covariance,
respectively, and C, and C, are constants.

ii. Robustness

The watermark that is embedded into the cover media is
supposed to be detected although it would have been distorted
with intentional or unintentional attacks. Robustness is a
property that, it must survive even after the modifications are
done to the original content using common signal processing
operations like, lossy compression, filtering, translation,
rotation operations, etc. Normalized Cross Correlation (NCC)
or Bit Error Rate (BER) of embedded watermark and
retrieved watermark is another performance measure of
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watermarking algorithm, which may use to verify the
robustness of the algorithm.

iii. Information or Payload Capacity

Information or payload capacity is the amount of information
that can be inserted into the original cover media without
corrupting the visual quality and can be retrieved without an
error. Important feature regarding watermark payload is
watermark granularity.

iv. Complexity

Implementation of watermarking algorithms must be at a
reasonable cost of computation and is expected to be done in
real time. The watermarking performance, i.e., the rapidity of
embedding and extraction processes is attracting the system
designers.

V. Security

The watermarking technique’s security is stated in the same
way as the security provided in encryption techniques. The
algorithm for embedding and extraction of watermark may not
help an unauthorized intruder to detect or destroy the
watermark. The complete security lies in the choice of a secret
key.

From the aspect of algorithm designing, the most important
requirements are (a) imperceptibility or transparency, (b)
robustness to image processing attacks either intentional or
unintentional, and (c) information capacity or payload
capacity. All the three are crucial but they conflict with each
other. Hence, an application specific trade-off must be
compromised to achieve good watermarking system.

3. DESIGN ISSUES OF VIDEO
WATERMARKING

Design of video watermarking algorithms introduces certain
issues which are not considered while designing the image
watermarking algorithms. Unlike image watermarking, video
presents a unique challenge to the designer. The following are
the problems that must be addressed:

i Embedding of watermark is done in several domains:
spatial, frequency, and time domain. Imperceptibility
of the watermark is an important characteristic to be
considered.

ii. Video has higher degree of perceptual redundancy and
irrelevancy that can be utilized by both attacker and
designer.

iii. Unlike image, video has many compression and
encryption standards. It must be handled separately as
per the CODEC (e.g. MPEG2, MPEG4, H.263). For
real time video streaming the watermarking algorithm
must be adapted to the video type. For example,
MPEG4 watermarking methods handle objects while
MPEG2 schemes typically operate in the DCT
domain.

iv. Video Watermarks should sustain common video
editing operations like frame resizing, frame
swapping, frame dropping, cropping, geometric
modifications of frames, frame rate changes, format
conversions, as well as attacks on individual.

V. Algorithms must embed large amounts of information
as watermark (more than 60 bits per second).

Vi. The streaming problems must be tackled carefully as
the watermarking and streaming is addressed together
and compatible while transmitting in Internet.
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Fig 2: Classification of Video Watermarking Algorithms

4. CLASSIFICATION OF VIDEO
WATERMARKING ALGORITHMS

The important feature of a watermark is that, its strength
should be low enough that, it is insensitive to human vision
and at the same time it should be high enough that it is
extremely difficult to attempt to remove or alter the
watermark from the cover video without degrading the
original quality of the cover video [9]. This robustness of the
watermark embedding algorithm is needed.

The important issues in the design of video watermarking
algorithm is to identify the location in the cover video,
strength of the watermark, and what is to be embedded. The
watermark is embedded to every frame, at the same position
of a video sequence independently. As long as the same scene,
i.e., the background remains stationary the watermark remains
stationary. But when the scene changes, i.e., the frame has
dynamics with some moving objects, the watermark appears
as a noise pattern distorting the quality of the frame and in
turn video [10].

To optimize the watermarking embedding technology for
reasonably high picture quality,

i. It is necessary rather imperative in the digital
broadcasting environment that it should not create any
artefacts in the motion video.

ii. The strength of the watermark to make absolutely
invisible can be high at activity regions (like edges
and textures), and weak at regions with little activity
(like uniform backgrounds).

The digital watermarking schemes designed for video
watermarking are classified as shown in Figure 2.
Classification of video watermarking algorithms can be done
in three ways. One way is to classify the algorithms according
to the type of the cover video, i.e., based on the carrier, taking
sensitivity of the motion video, and another way is to classify

the algorithms according to the type of embedding domain of
the carrier video.

4.1 Classification of video watermarking
algorithms based on the type of cover

Classification of video watermarking algorithms can be done
in three different ways.

4.1.1 Video watermarking algorithms in

uncompressed domain

The watermarking algorithms of this category embed the
watermark directly into the original or raw uncompressed
video sequences prior to any compression applied on it. After
the watermark is embedded, the video sequence is encoded for
transmission or storage. The advantage in designing these
techniques is simple but the disadvantage is that, it may not
maintain the same bit rate as of original video data stream and
also the algorithm must sustain the watermark even after
compression [11, 12]. The watermarking algorithms which are
designed in spatial domain rely on synchronization between
embedding module and the extracting module. A spatial
domain technique modifies a pixel according to the associated
watermark bit at a specific location. However, due to spatial
desynchronization caused by various video processing may
vary the pixel location and results in low performance of the
watermarking scheme. The common video processing's are
changing aspect ratio, spatial resolution as per movie
standards, etc. The pixel position can also vary due to jitter
when video is broadcasted in wireless environments. Another
important aspect of video processing is change in frame rate
which causes temporal desynchronization. Suppose a different
secret key is used for every frame, the change in frame rate
would cause temporal desynchronization. Hence, most of the
video watermarking algorithms in uncompressed domain are
designed in transform domains [13] rather than in spatial
domain. Hence, the selection of the transform domain is done
in such a way that, it is less affected by the spatial or temporal
desynchronization.
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4.1.2 Video watermarking algorithms in

compressed domain

The watermarking algorithms of this category [14-20] embeds
the watermark into the compressed domain of the cover video.
The advantage of this category is that it has lower
computational complexity compared to other types, but the
disadvantage is that the size of the watermark data is restricted
and the transcoding, which causes new challenges as it
performs more complex operations on the video which may
eliminate the embedded watermark.

In [14], a robust video watermarking technique was proposed
which has shown robustness against video transcoding [15,
16] and certain frame based attacks. The algorithm uses QIM
technique with adaptive step size. This step size is calculated
using HVS, a motion threshold, and visually important
regions. Many watermarking algorithms based on MPEG
technology are proposed in the literature. The digital
broadcasting technology is based on an international standard
MPEG-2. In [17], a video watermarking scheme based on
MPEG-2 compression for copyright protection is proposed.
The embedding process applies watermark into DC
coefficients of DPCM (Differential Pulse Code Modulation)
process. For the extraction process entropy decoding is
sufficient. This scheme is simple to use and also sustains
temporal synchronization attacks.

In [18], a digital video watermarking scheme along with error
correcting code for MPEG2 video was proposed. However,
addition of redundant error correction bits has increased the
complexity. In [19], the algorithm uses the differential energy
watermarking (DEW) for MPEG. The DEW algorithm
embeds bits in selective regions of low frequency DCT.
However, improved DEW algorithms are based on Watson
visual model to improve the performance. The compressed
video information is generally stored as blocks of DCT
coefficients (e.g., in MPEG2 and MPEG4) and also in its
motion vectors. Any geometric manipulations on usual block
based watermarking techniques are susceptible to geometric
attacks. Therefore, this problem is addressed in [20] and a
robust localized feature-based algorithm with Harris-Affine
detector is proposed which is invariant to affine distortions in
compressed video.

Compressed domain watermarking algorithms faces certain
drawbacks as well. Most of the algorithms proposed in
literature till date are attacked by format conversion, change
in compression rate and also do not withstand for A/D and
D/A conversions which can be neglected while designing
uncompressed watermarking algorithms.

4.1.3 Video watermarking algorithms in the video

encoder

There are various video compression standards available in
the market, like MPEG or H.263. Video watermarking of this
category embeds and detects watermark at the encoder and
decoder stages of compression. The advantage of this type is
that, the data bit rate of video stream is not increased and
simple methods are used for embedding watermark in
transform domain. The disadvantage is that, the motion
vectors or coefficients available in the transform domain for
embedding are less and thereby, the payload capacity of the
algorithm is less [21, 22].
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4.2 Classification of video watermarking

algorithms based on the domain

The classification of video watermarking techniques is done
using different domains. They are spatial domain and
transform domain. Another approach is hybrid methods which
combine both the spatial and transform domain and are
proposed by recent researchers.

4.2.1 Spatial domain video watermarking

In spatial domain techniques, the pixels of the frames are
modified by simple addition or replacement of bits in the
selected region according to the watermark. The features of
the domain are its simplicity in design and implementation,
less time complexity where no transformation of the cover
video is needed and hence, real time implementation is
possible.

Quite a lot of methods of watermarking in spatial domains are
proposed [23-26]. In [23], Wu et al. have proposed an
embedding technique by considering the difference between
two adjacent pixels and quantizing it according to the
watermark bit for achieving perceptual invisibility. In [24],
the scheme proposes a blind extraction method which
compares the spatial and transforms domain video
watermarking techniques using combined spread spectrum
and QIM. Experimentally, it is been observed that spatial
domain method described above have suffered from
brightening attack. In [25], Hartung and Girod have proposed
a spread spectrum watermarking which has high resistance to
narrow-band interference and eavesdropping. Kalker has
proposed Just Another Watermarking System (JAWS) which
is a 2D spread spectrum model [26]. JAWS is a scheme that it
exploits shift invariance for achieving high payload and
reliability in detection. However, this method is not resistant
to scaling and rotation attacks.

Most of the spatial domain techniques are not resistant to
simple image cropping, i.e., watermark is easily removed by
image cropping.

4.2.2 Transform domain watermarks

In this domain, the embedding of watermark is done in the
transform domain of the original video. For example, DFT,
DCT, DWT, etc., are most popular domains used for video
watermarking. The transform domain watermarking is similar
to the spatial domain watermarking except for that, instead of
pixels the values of selected frequencies is varied. For any
scaling or compression technique applied on the host signal,
the higher frequencies are lost. Hence, lower or mid band
frequencies are used for embedding. After the inverse
transform is applied, the watermark is seen to spread over the
entire host signal, i.e., the changes due to embedding are
distributed to all the pixels in the domain. Hence, these
algorithms can easily sustain cropping effects. There is always
a trade-off between perceptibility and robustness.

Cappellini et al., [27] have proposed an algorithm for still
images, then it has been extended to still frames of raw video.
A good sustainability was achieved against common image
processing attacks and experimentation was carried out with
MPEG2 coding/decoding at different bit rates. In [28], a new
scheme for video watermarking was proposed which embeds
both the watermark and a template in 3D DFT of the video.
This template was found useful against certain attacks like
frame-rate changes, modification of aspect-ratio, and rescaling
of frames.
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The video watermarking algorithms which use DCT are very
prominent in literature. Many digital video watermarking
algorithms embed the watermark into DCT domain as most of
the video compression standards are based on DCT transforms
and these algorithms show good sustainability against
compression. DCT was considered in many watermarking
algorithms [29, 30] where some added the DCT coefficients
of watermark to the DCT coefficients of host video and / or
some algorithms modified video DCT coefficients according
to watermark or features of the HVS can be integrated into the
embedding process.

Present research is concentrated in DWT domain. A multi
resolution approximation can be obtained with perfect
reconstruction using DWT. Most of the algorithms [31-33]
divide the video into time frames and perform discrete
wavelet transform on those frames. The proposed methods
utilized various features like texture, edges, motion, etc. for
finding the embedding strength and a spread spectrum or
quantization techniques are incorporating for embedding the
watermark into the feature or non-feature blocks.

A very few papers have reported the use of multiwavelet
transform for video watermarking. The multiwavelet
transform proposed by Vasily Strela in [34] shows that
construction of a multiwavelet is a nontrivial design
problem. It is a natural generalization of scalar wavelets with
additional characteristics like orthogonality, short support,
vanishing moments, and symmetry simultaneous. These
characteristics are properly utilized to design robust
watermarking algorithms [35-39].

4.2.3 Hybrid domain watermarking

Hybrid domain video watermarking can be differentiated from
hybrid domain image watermarking algorithms. The
combination of audio and video can be considered to develop
a hybrid domain video watermarking algorithm for better
performance and robustness [40-43]. In [40], Chan et al. have
proposed an audio-video watermarking algorithm where error
correction code is developed from the watermark and is
embedded into the audio channel of the video. This provides
error detection and correction capability. These hybrid
techniques also provide video synchronization which
enhances the security against cropping and rotation attacks. In
[43], Qiu et al. have proposed using a combination of DCT
transform and motion vectors to provide copyright protection
in addition to authentication. However, the complexity of the
hybrid domain techniques is increased to achieve better
performance.

4.3 Classification of video watermarking

algorithms based on motion sensitivity

Many factors have to be considered to differentiate video
from an image. There are several peculiarities that contribute
in the design of an video watermarking algorithm. Early
algorithms were just an extension of image watermarking
which used frame by frame analysis to embed the watermark
robustly. But due to following reasons, video watermarking
algorithms have shifted towards Group Of Pictures (GOP) and
scene based algorithms. Some aspects are-

i. The content viewed in the video is dynamic. The
human attention cannot be focused on each and every
area of the video played simultaneously. Generally,
the foreground object attracts and more focus is on
foreground than background.

ii. The same watermark placed in each frame may lead
to difficulty of maintaining statistical and perceptual
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invisibility. ~ Nevertheless  applying  different
watermarks in each frame also presents a invisibility
problem where there is little or no motion area in the
video. These regions can be statistically compared and
averaged to remove the watermark [44].

iii. There are more possible attacks than compared to still
images like both hostile and non-hostile processing
where frame averaging, frame dropping, frame
swapping, transcoding, frame rate changes, lossy
compression, re-sampling, video editing, etc. have to
be considered [45].

iv. As the cover video has lot of embedding capacity
more information can be embedded without
compromising on its quality.

Hence, a scene analysis is done to choose motion objects or
scenes where the HVS is less sensitive to achieve perceptual
invisibility. The other way, the common compression
algorithms remove the motionless area of the video to achieve
higher compression rates, therefore, the embedding of the
watermark is done in the motion area to resist various attacks.
The various schemes proposed in the literature are [44, 46-
52].

5. CONCLUSION AND FUTURE
DIRECTIONS

In the present scenario, a very wide range of watermarking
algorithms has been proposed. The research on current robust
watermarking techniques concludes that the choice of location
either in spatial domain or frequency domain where the
watermark is embedded is a primary requirement. Further, it
must use the human visual system to optimise the location and
strength of embedding. The signal embedding techniques
employed are either adaptive or non-adaptive and moreover,
redundancy must be involved. Inclusions of error detection
and correction methods are also expected. The watermark
detection or extraction methods in blind retrieval are more
challenging.
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