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ABSTRACT

Time Synchronization aims towards synchronizing the local
time for some or all nodes in the network is a necessity for
many applications. Time synchronization help to find the
computer clock difference and real time difference of
transmission of message in wireless sensor network. We
proposed a new technique based on time synchronization in
wireless sensor network. This technique is derived by message
exchange of level discovery phase in time synchronization
protocol. We explain the basic level discovery phase technique
to understand the time of data transmission in between sensor
nodes and to make improvement in new and large area of sensor
network.
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1. INTRODUCTION

A Wireless Sensor Network (WSN) [1] is the network of sensor
nodes that can sense the environment and communicate the
information in wireless medium. WSN is the collection of
sensor nodes with limited resources that collaborate in order to
achieve a common goal. WSN is the distributed and self
organized network. WSN is the viable solutions for a wide
variety of real-world challenges. WSN must track the threats
and attacks from intruder [2] because these areas are sometimes
physically accessible to intruder who would like to acquire the
physical location of sensor node by providing wrong command
to the sensor network [3].
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Fig.1: Wireless Sensor Network

Wireless Sensor Network can be stationary or mobile. In
stationary wireless sensor network (SWSN), the sensor nodes
are stationary or static, which means the sensor nodes are
deployed randomly and after deployment the position of nodes
do not change. In Mobile wireless sensor network (MWSN)
sensor nodes can move, and after deployment they can interact
with the physical environment by controlling own movement,
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and can appear at different location at different time. WSNs are
composed of embedded systems that are capable of:
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« Interact with environment through various sensor
nodes.

%+  Processing information.

< Communicate information wirelessly in the network

or with their neighbors.

Wireless sensor network can capture only one or few replicated
nodes those having the same identity with the captured node and
finally deploy number of replica throughout the network. Node
replication attack harms the wireless sensor network by many
ways, these are given below:

< It harm to the network because the replicated node
also have the same identity as the sensor node.

<+ It creates various attacks by extracting all the secrets
from sensor nodes.

< It corrupts the operation by providing false
information.

«+ It can stop the processing of network.

% Difficult to detect replicated node and hence
authentication is difficult.

2. RELATED WORK

In present’s time, many protocols are proposed by researchers
for Secure Pair Wise Synchronization (SPS) [4] protocol for
sender-receiver [5, 6] based protocol and node replication
attack. Secure pair wise synchronization (SPS) protocol is
considered as sender receiver based protocol [7].
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In sender-receiver based protocol, sender gets synchronized
with receiver, and if they get synchronized they start
communication with each other and check the time delay and
clock difference between two nodes of sending and receiving
response. The message delay [6] between sender and receiver is
measure the total time taken, from receiver request to receiving
a response to receiver.

3. PROBLEM IDENTIFIED

Researchers have proposed number of protocols for time
synchronization. These protocols are associated with security in
Wireless Sensor Network. Some protocols are suitable for the
message delay and some protocols are suitable for the computer
clock difference and real time difference, but not a single
solution can find the message delay as well as computer clock
difference and real time difference in wireless sensor network.

Time synchronization protocol in wireless sensor network [8] is
used to detect pulse delay attack. In this paper, the pulse attack
through a comparison of the message delay d, with maximum
speed message delay d*. If the calculate delay is greater than the



maximum delay, it means there is any replicated node in the
sensor network who is interrupting the transmission between
nodes in WSN.

In Detection and mitigation of node replication attack
in WSN [9] is used to detect both pulse delay attack and node
replication. This paper is only finding the message delay in the
sensor network but it is not able to find the computer clock
difference and real-time difference of message transmission in
between two sensor node of wireless sensor network.

In [10], the sensor nodes are aware about their
physical position in wireless sensor network. This paper
introduces a localization technique based on angle-of -arrival
between sensor nodes in a particular area of wireless sensor
network. Fig.2. represent the basic localization technique to
understand the angle-of-arrival of sensor nodes and to make
progress in a new and large open area of sensor network
localization.
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Fig.2: Localization in WSN

4. PROPOSED WORK

Many techniques are used to protect the wireless sensor network
from replicated node, these techniques are aware about their
time of arrival in wireless sensor network. In any wireless
sensor network, as the time increases the input power supply to
the node is decreases which cause change in frequency of the
operation. Due to this effect different nodes have different
frequency of operation from time to time; by this approach local
time varies from node to node.

By the above factor we can understand that the each node
having different local time, but how far the local clock time
difference can affect the operation of any process is an
important question. To answer this question, we use the time
synchronization protocol for the sensor nodes. This
synchronization contains two phase: a level discovery phase and
a synchronization phase [11, 12][13-15].

The level discovery phase is the process of building a network
topology, and each node is assigned in a level. The arrangement
of node in level form is represented in below figure.
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Fig 3: Level discovery phase in time synchronization

In the above figure, the first step is to select the root node as the
master node. The master node can be connected to sensor node
as its reference, such as GPS, it is assigned to level 0. Then the
root node broadcast the level discovery packets, which contains
their own level, identities and all the neighboring nodes, it is
assigned as level 1. Nodes, which have received these level
discovery packets, continue to send packets, which have their
own level information. By this all nodes in the network are
assigned in a level.

The synchronization phase is the process of synchronizing all of
sensor nodes in the network. In the synchronization phase all the
nodes in the network have been assigned a level, the root node
send the time synchronization packets. Node of level n
synchronizes to a node of level n-1through the two way
communication. The node of level n sends the packet with its
local sent timeT1. The node of level n-1 receives the packets
with its local time T2, which can be calculated by following
equation,

Where d is the propagation delay

And A is the relative clock difference between two nodes [16,
17]

T2=T1+d+A @ [18, 19]
Then, after a random time, node of level n-1 respond back to the
node of level n through an acknowledgement packet of time T3,
which include the value of T1, T2, T3 and its level information.
Node of level n will receive this packet at time T4, which
represent in figure.2 and it help to calculate the value of d and
A, which can be calculated by below equation and synchronizes
itself to node of level n-1. At the end of synchronization phase,
all the node in the network became synchronized.

Leveln-1 T2 T3

Leveln T1 T4

Fig 4: Message exchange of level discovery phase in time
synchronization protocol.



A= (T2-T1) - (T4-T3)12 )
d= (T2-T1) + (T4-T3)/2 ©)

By the above two equation we can calculate the

propagation delay d and relative clock difference between two
nodes A.

Fig 5: Clock Synchronization for SRS

Timing-sync protocol for sender-receiver synchronization [20]
that exploits the two way message exchange mechanism to
achieve the synchronization between two nodes in figure (5).
Figure (5) represents N two way message exchanges between
two nodes, node A and node B, which are assumed two exhibit
the clock phase offset differencep™B). The time
stamps T T@ T®  1® are made during the i message
1,1 741 20 31
exchange measured by the local clocks of node A and node B.

The time stamp for TZ(_?), T‘}(_‘?) can be expressed given below:

Tz(,lig):Tf,?) + (b(AB) +d(AB)1Xj(AB) @
Tgi\):T§?)+¢(BA)+d(BA)+Xi(BA) (5)

Where d@B) and Xi(*B) are the fixed and random
portion of timing delay in message transmission between nodes
A and B respectively and time differences are defined as:

Ui 2 T and )
. A m(A) (B
via -1 )

Where Ui and Vi are the average delay observation in
one round of message exchange. Two nodes A and B exchange
only one time of message exchange (N=1), without statistical

model for the variable delay components ngB) and XEBA) in
equation (4) and (5). The simple estimate for B is proposed
as:

U1-vi1
pAm = 220 ®

The original form of TPSN does not estimate the
clock skew; therefore frequent application of TPSN is needed to
keep the clock offset between two nodes. The clock offset
between two nodes keeps increasing due to the difference in the
clock parameters of each round of message exchange.
Therefore, applying a clock skew correction mechanism
increases the synchronization accuracy and long-term reliability
of synchronization.

5. CONCLUSION AND FUTURE WORK

This paper proposed novel method for time synchronization in
wireless sensor network. This approach is more comprehensive
understanding and solution space of localization and time
synchronization in sensor network. It does not depend on the
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transmission range. It helps in improving the synchronization
accuracy, reducing synchronization power consumption, and
improving the scalability and robustness by determining the
propagation delay and clock difference between two nodes in
wireless sensor network. This is helpful to achieving message
delay estimation by using acknowledgement and determines the
exact timing of message transmission between nodes in wireless
sensor network.

In future researchers may focus on the implementation of the
sender and receiver algorithm for data transmission in wireless
sensor network and also try to make it better, secure, energy
efficient and cost efficient.
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