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ABSTRACT 

Now a day’s use of an internet in public masses is growing. 

So large amount of data is stored in computers and transmitted 

over networks. Data security is main issue now days. 

Steganography is one of data hiding technique. In this paper 

we use a multilevel technique in audio steganography. By 

using multilevel technique we use three methods instead of 

one. Multilevel technique has advantage that its decoding is 

difficult and we can send three messages using single cover 

object. Here we calculate the peak signal to noise ratio 

(PSNR) and mean square error (MSE) by using multilevel 

technique. 
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1. INTRODUCTION 
Steganography is an information hiding technique in which 

we hide the existence of secret message. Here we   embed the 

secret data into cover file. Embedding is a technique to fix 

firmly in surrounding mass, e.g. to embed nail into wood [12]. 

Audio steganography:  

If we embed secret data into digital audio file that technique is 

called audio steganography. Here we change binary Sequence 

of digital audio file for embedding secret message. Audio file 

can be WAV, AU, or MP3 sound files [11].  Audio 

steganography is more difficult than other methods of 

steganography. Audio steganography is more challenging than 

others because audio files are larger than images or text and 

characteristics of human auditory system (HAS) like large 

power, dynamic range of hearing and large range of audible 

frequency[10]. HAS can perceive sound over a range of 

power greater than 109 to 1 and range of frequency greater 

than 103 to 1[10].  

Multilevel technique: 

Multilevel technique is based on combining two or more 

steganographic methods such a way that one method is a 

carrier for other method [2]. In multilevel technique layered 

approach is used. It is beneficial because of its difficult 

decoding or we can hide more than one message in a single 

audio file. 

Least significant bit coding (LSB): 

This is the simple and fast method of audio steganography [1]. 

Here we replace the least significant bits of digital audio files 

with the message bits. It is very easy to combine with other 

techniques and provide very high channel capacity [2]. But it 

has disadvantage that it has low robustness against attacks.  

Parity bit coding: 

In parity bit coding method secret message is hiding into the 

sample regions parity bit [1]. Firstly breaks down the signal 

into separate regions of samples and encode each bit from 

secret message in a sample regions parity bit. If the parity bit 

of sample region does not match with secret message bit then 

process flips the least significant bit of the samples in the 

region [1]. It provides more choice to the sender for encoding 

the secret message [2]. It has disadvantage that it is also not 

robust.  

Spread spectrum method (SS): 

Spread spectrum method spreads the secret message bits 

across the digital audio signals frequency spectrum. It uses a 

code that is independent of actual signal [1]. Spread spectrum 

is of two versions. 

 Direct sequence(DSSS) 

 Frequency hopping(FSSS) 

2. PROPOSED METHOD 
Here three secret messages can be sent using a single audio 

file as a cover. Stego file of one level works as a carrier for 

other next level. Here we combine least significant bit coding 

(LSB), Parity bit coding, spread spectrum coding (SS). In 

spread spectrum (SS) we use frequency hopping spread 

spectrum (FHSS). 

Here at the first level secret message (S1) is embedded in 

carrier file (C1) using least significant bit coding (LSB). 

Firstly we read the audio file and convert it into digital form 

and then read the secret message and convert it into digital 

form and the hide the message bits into least significant bits of 

audio file. The decoy file (C2) is produced after first level, 

which act as a cover file for second level. Then we embed 

secret message (S2) in decoy file (C2) using parity bit coding. 

Here we read the secret message (S2) and hide the bits of 

secret message into parity bit of decoy file (C2). The decoy 

file (C3) is produced after second level. Now it acts as a cover 

file for level three. Now we embed message (S3) in decoy file 

(C3) using frequency hopping spread spectrum coding 

(FHSS). Here we read the secret message (S3) and spread the 

message bits into decoy file (C3). Three levels of 

steganography can be identified as layer 1, layer 2 and layer 3. 

At layer 1 LSB modification technique and at layer 2 parity 

encoding technique and at layer 3 Spread Spectrum technique 

has been used. 
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Fig 1: flow chart of Multi-Level Technique 

3. RESULTS 
This paper proposes the audio steganography using multilevel 

technique. By using multilevel technique we combine least 

significant bit (LSB) coding, Parity bit coding, spread 

spectrum coding (SS). In Fig. 2, 3, 4, we can test the 

performance of by comparing both original audio file with the 

embedded audio file at all first second or third level 

respectively. The figure2, 3, 4 shows that there is a no 

difference between original audio file at all three levels and 

embedded audio file.  

In this, results of all the intermediate steps of the proposed 

methods are highlighted. Implementation is done on 

MATLAB Experimental results show the efficiency of the 

proposed approach. 

 

 

Fig 2: graph of audio file before and after steganography 

at level 1 

 

 
 

Fig 3: Graph of audio file before and after steganography 

at level 2 

 
 

Fig 4: graph of audio file before and after steganography 

at level 3 
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So figure 4 shows that there is no distortion even after 

embedding third message in third level. The stego audio can 

be compared by using PSNR and MSE graphs. 

Peak Signal to Noise Ratio (PSNR): 

It measures the quality of audio signal. PSNR compare the 

original audio signal with stego signal [1]. PSNR is measured 

in decibels (db). 

PSNR=       
       

   

              
   

           … (1) 

Here x (n) represent cover audio file and y (n) is stego audio 

signal. 

 

Fig 5: improved value of PSNR 

Here figure 5 shows that peak signal to noise ratio (PSNR) of 

least significant bit coding (LSB), Parity bit coding, spread 

spectrum coding (SS) is poor than the proposed technique 

(proposed technique is multilevel technique in which we 

combine the LSB, parity, SS coding methods).  

Mean square error (MSE): 

It measures the distortion in the audio signal. It defines the 

square of error between original audio signal and stego audio 

signal [1]. 

MSE=                     
              … (2) 

Here x(n) represents cover audio file and y(n) represents stego 

audio file. 

Here figure 6 shows that mean square error of least significant 

bit (LSB), parity bit coding, spread spectrum coding (SS), is 

higher than the proposed technique (multilevel technique).  

 
 

Fig 6: Improved value of MSE  

4. CONCLUSION AND FUTURE SCOPE 
In this paper three traditional methods are combined using 

multilevel technique. By using multilevel technique we can 

send three messages through single audio file or it also makes 

difficult decoding of output audio file. This paper also shows 

that peak signal to noise ratio (PSNR), mean square error 

(MSE) of combined technique is better rather than that when 

we use the least significant bit coding (LSB), parity bit 

coding, spread spectrum coding (SS). 

Further we can extend this approach by combining any four 

techniques or more. By combining more techniques we can 

increase capacity and the system becomes more secure 

towards detection. 
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