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ABSTRACT 
Today’s in modern world security is the main issue while 

communication. Internet is main source for communication 

but also it is not as much secure as it assume. For secure 

transmission of data many algorithms have been developed. 

Steganography and encryption/decryption algorithms are used 

for confidentiality. Some times to improve the security both 

the algorithms are combined. There is always a trade to 

develop an algorithm which provides high security in less 

time than the existing one. This paper proposed a new 

structure called HCCA (High Confidentiality Cryptography 

Algorithm) which is a combination of encryption/decryption 

and steganography algorithm. The key feature of this 

algorithm is that it is highly secure, time efficient and required 

small cover file. 
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1. INTRODUCTION 
With the rapid development in computer technology, security 

of secret data is main concern. Many researches have been 

done on this. When someone talks about security, it is talking 

about authentication, integrity and confidentiality. This paper 

is focusing on confidentiality. Confidentiality means storing 

or transmitting secret data from one end to another such that 

only authenticated person can access the actual information or 

data. If unauthorized person try to gain this data it should be a 

waste for him. Two types of algorithms are used to provide 

confidentiality, first Encryption/ Decryption algorithm and 

second steganography algorithm. 

Encryption/Decryption algorithm is an algorithm which 

shuffles the data in such a way that no one can understand the 

actual meaning of data. This shuffling is done on the basis of 

key, only the person who have the key will reshuffle and get 

the actual data. Encryption/Decryption algorithm can be 

categorized on the basis of key: Symmetric key algorithm and 

Asymmetric key algorithm. In Symmetric key algorithm, 

encryption and decryption both the algorithm share the same 

key. In asymmetric key algorithm pair of key is generated, 

one key is used to encrypt and another is used to decrypt. 

There are many Encryption/ Decryption algorithms that are 

developed to provide confidentiality but to check best 

algorithm some parameters are used to measure them such as 

timing to check its time efficiency, Avalanche effect to check 

the strength of algorithm, key size to check its security against 

various attack, memory requirement etc. 

On the other hand, steganography algorithm is used to hide 

the secret information behind multimedia file like text file, 

image file, audio file or video file. In encryption/decryption 

algorithm, unauthorized person can get access to the data but 

they can’t understand the true meaning of data, it is garbage 

for them but here unauthorized person or intruders cannot 

guess the presence of secret data. 

Again there are many steganography algorithms, but there are 

some parameters which is used to find the best algorithm i.e. 

cover file size and PSNR (peak signal to noise ratio) to 

calculate the distortion. If the algorithm uses less size of cover 

file and havin high PSNR value consider better algorithm than 

other. 

In this paper, authors have proposed two new algorithms; one 

is encryption/decryption and second is steganography 

algorithm and combine them and called it HCCA (High 

Confidentiality Cryptography Algorithm). Authors have 

presented their implementation results and compare it with 

latest research on this domain and find that their proposed 

algorithm HCCA is highly secure, time efficient, uses less 

cover file in size and high PSNR value. 

2. PROPOSED WORK 
The proposed work is a combination of symmetric key 

encryption/decryption algorithm which shuffles the data in 

such a way that no intruder can understand the true meaning 

of secret data and second steganography algorithm which then 

hide the ciphertext (output of encryption algorithm) behind 

the image file. 

2.1 Proposed HCCA Encryption / 

Decryption Algorithm 
It is a block cipher symmetric key algorithm which shares the 

same copy of key at both the end (sender end and receiver 

end). It uses a key of size 128 bits which is used to generate 

two more keys which are used for encryption and decryption 

process. Also this algorithm divides the plaintext or secret 

data into blocks of 128 bits and then performs encryption or 

decryption process on it. Proposed HCCA 

encryption/decryption takes three rounds and all the three 

rounds use different keys. 

2.1.1 Proposed HCCA Encryption 

Algorithm 
Steps of proposed HCCA encryption algorithm are as follows: 

1. Key Generation: HCCA algorithm uses three keys, 

the process of generating three keys are as follows: 

a. Take 128 bits from user. 

b. Perform XOR operation of entire key bits from 

its right bit and the resultant output is key2. 

This operation is named Modified XOR in 

Figure 2. 

c. Repeat step 2 once more to generate key3, 

taking key 2 as an input. 
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2. Encryption Block: Encryption block of a proposed 

HCCA encryption is shown in Figure 2. Steps to 

encrypt a secret data are as follows: 

d. First complete secret data is divided into a 

block of 128 bits. If the last block is contain 

less bits than pad 0 bits till it becomes equal to 

128. 

e. Take first 128 bit block and perform XOR 

operation with key1. 

f. Repeat the step b for key2 and key 3. 

g. The outcome of step c is cipher text of first 128 

bit. 

h. Repeat step a to step d for all the 128 bit 

plaintext. 

 

 
Figure1. Key Generation of proposed HCCA 

Encryption/Decryption Algorithm. 

 

 
Figure 2. Proposed HCCA Encryption Block. 

 

 

 

 

 

2.1.2 Proposed HCCA Decryption 

Algorithm  
Proposed HCCA decryption algorithm is reverse of proposed 
HCCA encryption algorithm. Steps of decrypting the cipher 

text are as follows: 

1. Key Generation: Key generation of decryption 

algorithm is same as in encryption algorithm. 

2. Decryption Block: Decryption of proposed HCCA 

algorithm is shown in Figure 3. Steps of decryption 

block are as follows: 

a. First cipher text is divided into numbers of 

blocks where each block contains 128 bits. 

b. For each block, repeat the following steps 

i) XOR the cipher text with key 3 then 

the result is further xor with key 2 

and then with key 1. 

ii) The outcome of step i is Plaintext of 

first 128 bits cipher text. 

c. If all the blocks are completed then exit. 

 

 
Figure 3. Proposed HCCA Decryption Block. 

 

2.1.3 Proposed HCCA Steganography 

Algorithm 
There are many steganography algorithms, but there is always 

a competition to develop an algorithm which uses small cover 

file in size and also having high PSNR value. But both the 

parameter are inversely proportional to each other. Keeping 

all these in mind, here authors have proposed a new technique 

which improves the PSNR value without increasing cover file 

size. Here cover file size is constant. Proposed HCCA 

Steganography Algorithm uses traditional LSB method but 

with some modification. This modification improves the 

PSNR value. This algorithm uses image as cover file with a 

limitation that the size of image should be eight by three times 

of number of characters in cipher text. It hides each bit of 

cipher text behind each component (R, G, B) of each pixel 

using LSB method. 

Proposed HCCA Steganography algorithm is divided into 

three steps. 
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1. Traditional LSB Method: In this step, Ciphertext is 

hide behind the image cover file using LSB method. 

This method hide entire bits of cipher text behind 

each red, green and blue component of each pixel 

using LSB method. 

for example if cipher text is 1011 and four pixels 

value are 10101010, 11001100, 11100010, 

11000111 then after applying LSB method 1011 is 

hide behind four pixels like 

10101011, 11001010, 11100011, 11000111 

2. Analysis: In this step, Analysis of entire pixel is 

done. four sets have been prepared 00, 01, 10 and 

11. Now, all pixels whose sixth and seventh bits are 

00 will comes under 00 set, similarly those pixels 

whose sixth and seventh bits are 01, or 10 or 11 will 

comes under set 01 or 10 or 11 respectively.  

Now changes in each set have been analyze like out 

of total pixels of that set how many pixels have 

changed. 

For example: In previous example set having bits 01 

at sixth and seventh position out of three pixels two 

pixels have changed and pixel is unchanged. 

3. Decision: In this step decision has taken, if the 

changed pixels are more than unchanged pixels than 

invert all the pixel of that set otherwise keep them 

as it is. 

For example: In previous example out of three, two 

pixels are changed after inverting the pixels will be 

10101010, 11001011, 11100010, and 11000111. It 

means only one pixels is changed out of three. 

Repeat these steps for all the sets. 

3. PERFORMANCE ANALYSIS 
This section gives the performance analysis of proposed 

algorithm and compares it with existing algorithms. Authors 

have proposed two algorithms and also compare them 

separately. There are many different parameters which are 

used to analyze an algorithm. Authors uses three parameters 

Timing analysis, Avalanche effect and key analysis to show 

the strength of proposed HCCA encryption algorithm and 

PSNR value to show the strength of steganography algorithm. 

 

3.1 Encryption/Decryption Analysis  
To show the strength of proposed HCCA encryption 

algorithm timing analysis, avalanche effect and key analysis 

has been done and compare it with research paper [1] and [2]. 

3.1.1 Timing Analysis 
The main parameter to analyze any algorithm is its speed. It is 

important for any algorithm to be time efficient especially 

when it also used for real time situation. Table 1 shows the 

comparison of timing with different size of files.  

Figure 4 and Figure 5 shows the graphical representation of 

Table 1 and Table 2. It is clearly seen from the graphical 

representation that proposed algorithm is highly time efficient. 

The experimental result is tasted on fifty sample files and 

average of them is presented here. Now because proposed 

algorithm is time efficient hence it can be used for real time 

communication so that data can be transmitted secretly 

without much delay. 

 

3.1.2 Avalanche Effect 
Avalanche effect is another parameter to analyze the strength 

of algorithm. According to avalanche effect a change of single 

bit in a key will change 50% changes on cipher text but this is 

ideal condition, an algorithm closed to avalanche effect is 

considered more secure. Table 3 shows experimental results 

after calculating avalanche effect of proposed and existing 

algorithm. 

Table 1: Comparison of Encryption Time of Proposed 

Algorithm on Various File Size in seconds 

File Size in 

KB  

Algorithm 

 

Execution Time in Second 

Proposed 

HCCA 

Algorithm 

Steganography 

using DES[1] 

Dynamic 

Encryption 

[2] 

 

1 KB 0.018 0.027 0.075 

6 KB 0.908 1.575 2.172 

 

 

3.1.3 Key Analysis 
Proposed algorithm uses 128 bits key and generate two more 

keys which are used to encrypt and decrypt of secret data. 

According to brute force attack combination required to break 

the key it needs 2128 combination. It is near to impossible to 

calculate this value even from supercomputer. Hence it can be 

say that it is highly secure against brute force attack. 
 

Table 2: Comparison of Decryption Time of Proposed 

HCCA Algorithm on Various File Size 

File 

Size in 

KB  

Algorithm 

 

Execution Time in Second 

Proposed HCCA 

Algorithm 

Steganography 

using DES[1] 

Dynamic 

Encryption 

[2] 

 

1 KB 0.011 0.031 0.087 

6 KB 0.889 1.582 2.175 
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Figure 3: Encryption time of the proposed HCCA 

algorithm 

 

 

 
 

Figure 4: Decryption time of the proposed HCCA 

algorithm 

 
Table 3 Avalanche Effect of Proposed HCCA 

Algorithm 

File Size in 

KB  

Proposed 

HCCA  

Algorithm 

Steganography 

using DES[1] 

Dynamic 

Encryption 

[2] 

 

Key-1 

(ABCD) 

49.63% 49.41% 48.01% 
Key-2 

(ABCE) 

 

3.2 Proposed HCCA Steganography 

Algorithm 
To analyze the proposed HCCA steganography algorithm 

PSNR value and cover file size is analyzed. 

 

3.2.1 PSNR value 

 PSNR is the peak signal to noise ratio. It is used to calculate 

the deviation of stego image with the original image. If the 

PSNR value of an algorithm is high, it means deviation of 

stego image with respect to original image is less. If the 

deviation of the stego-image with the original image is less it 

means it means it is hard to detect the presence of secret 

hiding but if deviation is more it mean easy to detect the 

presence of secret hiding.  

Authors have compared the PSNR values of proposed 

algorithm Table 4. 

Graphical representation of Table 4 is shown in Figure 5. It is 

clearly seen from here that proposed HCCA algorithm have 

high PSNR value than other existing algorithms. 

Table 3: Comparison of PSNR values between Paper [1] 

and Paper [2] 

 

Algorithm 

PSNR 

Value 

Proposed 

HCCA 

Algorithm 

Steganography 

using DES[1] 

Dynamic 

Encryption 

[2] 

 

55.63 52.644 37.71 

 

 

 
 

Figure 5: Comparison of PSNR values between 

Proposed HCCA, Paper[1] and Paper[2] 

 
Cover File Size: It is a parameter that is used to calculate the 

efficiency of steganography algorithm. It is necessary to keep 

the size of cover file should be less. If the cover file size is 

large than the transmission time will also increases. Here, 

each pixel contains three bits. Each component (R, G, B) of 

each pixel hide one bit. Hence the cover file size required to 

hide the secret data should eight/three of the original size of 

secret data. 

4. CONCLUSION 
This paper presents new algorithms to provide high security 

over transmitted data. Authors have combined its two 

proposed algorithm in such a way that after combining both, a 

user will get high confidentiality, authentication and integrity. 

Implementation results show that proposed HCCA encryption 

algorithm and steganography algorithm is time efficient, 

highly secure and having less distortion. HCCA can be used 

for real time communication and also it is suitable for AD-

HOC network because of its time efficiency, it consumes less 

battery. 
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