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ABSTRACT 

With its on demand services model, cloud computing is 

making its way in every field and healthcare is no exception 

to it. Healthcare is readily moving its way to adaptation of 

cloud computing. This shift is to enjoy clouds services of 

minimized cost, effective use of resources and maximized 

availability of services. However, like other fields healthcare 

is hesitant to embrace the cloud computing environment due 

to concerns of data privacy, availability and data integrity. 

This paper provides a brief overview of opportunities and 

threats of cloud computing (CC) in healthcare industry. The 

major aim of this review paper is to find out the current and 

future opportunities and threats faced by the cloud services 

providers in healthcare. 
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1. INTRODUCTION 
Last few decades observed a huge paradigm shift in the field 

of information technology. Organizations shift from manual 

systems to computerized information systems. Many fields 

made this shift and healthcare is no exception. Today, the 

chief focus of healthcare service is to minimize operational 

cost and effective utilization of latest technologies as well as 

to enhance the healthcare services especially [1–3]. Health 

information Technology (HIT) “is a set of technologies that 

are used to convey and manage health information for use by 

all the groups which have interest in health as well as in 

health care” [4].   

“The cloud is a large collection of interconnected computers 

that provides on-demand, self-service, broad network access, 

resource pooling, rapid elasticity, and measured service” [5]. 

Cloud Computing (CC) has many benefits over traditional 

information systems. Firstly it enables users’ for accessing 

their own data as well as services through Cloud Computing 

(CC) at any time wherever they are. Due to this opportunity, 

cloud computing store and maintain databases in the effective 

way. Pay-as-use is the most important benefit of cloud 

computing. It enables users to pay only for what they have to 

use [40]. One of the major advantages is that services on 

cloud are updated regularly by the service provider. This 

makes user unworried about the updating of services or 

applications [19].  

The advantages of pay as use, automatic updating, no need of 

establishing own infrastructure and efficient maintenance of 

databases makes CC widely used in healthcare organizations. 

Instead of managing as well as maintaining of complex Health 

Information Technology (HIT) systems, it is shifting its 

burden by getting services from the Cloud service providers 

[7, 8]. According to the [6] “it is expected that about 80% of 

the today’s organizations will be shifted on cloud till 2020”. 

In spite of these advantageous benefits organizations using 

cloud computing services are facing a lot of challenges and 

risks. The main challenge is extensive security necessities by 

the healthcare cloud services providers. Privacy is also one of 

the major issues of cloud computing in e-Health [10- 12].  

In what follows, in section two is the background of current 

Healthcare Information Technology (HIT) systems. E-Health 

Cloud Challenges are present in third section. In fourth 

section, we discuss opportunities and threats faced by the 

current cloud service providers. In the end conclusions as well 

as future work is described.  

2. BACKGROUND 
All The data or information is of the chief concerns for the 

organizations especially in healthcare as it needs to be 

available and secure from unauthorized access. The patient’s 

data was stored on manual files and kept them in safes under 

physical locks in the near past. Data was secured by taking 

measures of physical security. After the advancement in 

computer field, organizations shifted from traditional manual 

systems to computer based data storage systems. These 

computer based information system stored data on hard 

drives, tape drives and backup were regularly taken for 

recovery of data in case of emergency. Data was secure and 

efficient as well as effective to manage and retrieve by using 

these automated healthcare information systems. This 

paradigm shift forced health organizations to rely totally on 

computer based information systems [14].  

  Every organization develops infrastructure of computer 

based information systems according to its own requirements. 

In healthcare these systems are called health information 

technology (HIT). These standalone HIT systems has changed 

the organizations totally by providing complete and integrated 

solutions for an organization [13]. Due to HIT, reactive and 

passive systems are transforming into proactive as well as 

interactive systems in sense of quality of healthcare services 

[15–18]. In HIT data is stored on server machines. Major 

issue of HIT is that every organization has to establish its own 

infrastructure which requires installation, maintenance, 

operation costs. Moreover, data is stored on single centralized 

site which raised the issues of availability, increased 

communication cost, single source bottleneck etc [41]. So, 

organizations shifted on distributed databases to overcome 

issues of HIT. With distribution comes the concept of cloud 

computing which is cheap, easy to use and easy to up or down 

grade. However, this emerging technology has many issues 
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which need to be taken care of like privacy, availability, 

legitimate access, integrity etc.  

3. CHALLENGES OF E-HEALTH 

CLOUD 
No doubt, e-Health Cloud delivers a lot of benefits in the 

industry of health care, but unfortunately it receive a number 

of challenges in HIT as well as in cloud computing. 

Processing and storing of sensitive medical data of patients is 

a major challenge. The following section describes the issues 

[20, 21–32] and challenges of e-Heath Cloud and their 

proposed solutions.   

3.1 Data/Service Reliability 
Cloud service providers need to ensure excellent reliability of 

services over the cloud especially in healthcare industry. 

Healthcare need data in the right form as well as cloud 

services. Illegitimate changes in data and errors in data are not 

acceptable. So cloud must provide data and services without 

any error. 

3.2 Data Management  
E-health cloud needs to provide storage of millions of 

patients. Medical specialist accesses this sensitive data from 

different location at the same time. There are different views 

of data like HD graphics, 3D and audio and video data. In 

order to manage this data efficiently and provide it when 

desired, fault tolerant systems/services need to be assured.   

3.3 Flexibility   
According to the needs of different healthcare providers, e-

Health Cloud Service provider   should be capable to   serve 

accordingly. The services provided by cloud should also be 

very flexible so that services can be configured according to 

user requirements. Additionally, adding new services as need 

should be accommodated.  

3.4 Availability  
The most important requirement for any healthcare providers 

is the consistent availability of the services from e-Health 

Cloud. Healthcare providers cannot continue their functions 

without availability of services and patient’s sensitive data. 

This is why these services should be consistently available 

without any disturbances.  The main reasons for failure of 

Cloud services may include network failure, software and 

hardware failure, or security attacks and natural disasters [33]. 

E-Health Cloud should be proactive and ensure continuity of 

service in effective and efficient way. If backend up gradation 

is required then services for the healthcare should not be 

interrupted.  

3.5 Security  
Could Service providers store data, of patients from different 

healthcare organizations? There is need of strong access 

control and authorization mechanism to secure this huge and 

sensitive data. The security standards should be implemented 

so that sensitive data can only be accessible to right 

organization. E-healthcare service providers can only be 

shifted on cloud if they are guaranteed of their desired 

security. So, policies and standard as organizations wants 

should be properly implemented by the cloud services 

provider [34].  

3.6 Privacy 
Many healthcare organizations are hesitant to shift to cloud 

computing services due to privacy concerns [35].  For e-

Healthcare systems, Privacy is one of the major alarms 

because of sensitivity of patient’s data [36, 37]. Due to 

sensitivity of patient records cloud is facing serious privacy 

issues. Recently United States of America (USA) Intelligence 

agencies recorded the sensitive information of German 

chancellor. Now organizations are worried about privacy 

issues.   

4. DISCUSSIONS  
No doubt, e-Health  Cloud  is providing  opportunities to  

healthcare  industry  but unfortunately it  is  still  facing some 

of the  serious  challenges.  Privacy and security are the major 

issues faced by the healthcare organizations. Cloud services 

providers are trying their best to provide services on minimal 

cost and in effective and efficient way [38]. Important benefits 

provided by the E-Health cloud include  

1.  Cost minimization due to acquiring on demand services 

by cloud instead of establishing their own infrastructure.   

2.  Sharing of Medical records of patients with other 

organizations and specialists around the world.  

3.  Minimized maintenance and administration cost of 

operations   

 4.  Maximized health information in sense of availability 

as well as flexibility   

From all above benefits, cloud computing looks best option 

for healthcare industry to adopt, but security and privacy are 

the two main hurdles for future. Although current service 

providers claim to provide demanded security and privacy, yet 

implementation of security policies as needed by healthcare is 

a task much complex to implement.  To prevent patient’s data 

from unauthorized access is the major concern for healthcare 

industry.  Other than security and privacy hierarchy of 

Authorization and access control are also complex tasks. 

Unluckily, there are lack of guidelines and standards to tackle 

these needed issues and at the moment cloud computing is 

unable to provide services at their best [39].   

Opportunities  Challenges 
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5. CONCLUSION AND FUTURE WORK  
This paper presents review on the opportunities and 

challenges faced by cloud service providers in healthcare 

industry. Health information Technology (HIT) needs to 

minimize their huge cost which is spent on implementation 

and maintenance of HIT. But they also need to handle risk of 

unavailability of services, loss of data and data security. No 

doubt cloud computing is very viable solution for e-healthcare 

problem but then they need to focus on data security, privacy, 

data ownership, trust and legitimate access of patients 

sensitive data.  

Since healthcare industry is too large and requires services in 

effective and ideal manner. Current researches and proposed 

solutions are not enough to handle these problems, so 

researchers need to devise new techniques to manage these 

issues of healthcare. With the advent of new techniques in 

cloud computing, improved quality of services can be provide 

at minimized cost, maximized availability of services and 

with better patient care. 
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