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ABSTRACT 

Security is the fundamental requirement for an information 

society in the distributed network environment. A watermark 

is a secret message that is embedded into a cover message. 

Digital watermarks are used to verify the authenticity of the 

carrier signal for the identity of the owners. In order to 

provide data integrity, confidentiality and authentication 

various techniques are available like cryptography, 

steganography and watermarking. To protect the patient 

information in telemedicine, watermarking is mainly used. 

Patient information is embedded within the cover medical 

image. Digital Imaging & Communications in Medicine is an 

universal standard of communication for secured medical 

images. In the proposed technique, to provide authentication 

the hash value will be generated using SHA and the Huffman 

compression algorithm(R-S vector) will be used to shrink the 

size of an image. With the patient information the medical 

image is protected through Public key cryptography in a 

secure manner. Compared to the previous system, the 

proposed technique is more efficient. The original image is 

completely restored without any loss at the receiver side. The 

patient information is hidden (protected) from the hackers 

during transmission.  

General Terms 

Medical Image Security. 

Keywords 

Watermarking, Medical images, Digital Imaging and 

Communications in Medicine Public key cryptography the 

proposed method. 

1. INTRODUCTION 

1.1     Related Works of watermarking for 

medical images 
Data hiding embeds the data in a cover text. It is also known 

as information hiding. Data hiding techniques consists of 

cryptography, steganography and watermarking. To provide 

data integrity, confidentiality and authentication these 

techniques are used [2]. Cryptography is the study of 

information security [4].It changes the plain text or a word in 

to cipher text in a form of a code.  Steganography is the art of 

hiding the information in other information. For hiding the 

secret information several steganographic techniques are 

available. Watermarking has more advantages than 

steganography. It makes the information imperceptible and 

more robust. Watermarking in medical image is used for 

storage, transmission and telediagonsis[3][12]. 

 

Watermark embeds the confidential data in the text, image, 

audio and video. Watermark is the visible image imprinted on 

the paper and added digitally to the image. It may be company 

logo, name of the person or copyright symbol. It ensures 

copyright protection [8][20]. Watermark is visible only for the 

owner and the people who know the key information [21][22]. 

Comparing to analog format digital images are more secure 

[16]17].One of the most important techniques in 

watermarking is digital image watermarking. Digital image 

embeds and transfers the data in to host image. In other words 

digital watermarking can be viewed as information hiding or 

steganography [3][23]. 

Woo et al [13] introduced wavelet transform for medical 

images. It consists of physician signature and the information 

of the patient. This information is inserted into wavelet 

transform. kobayashi et al[14] upgrade the security of medical 

images. With the integrity and authenticity stronger link is 

provided between image and information. DICOM images are 

used for development is an added advantage. Kannamal et al 

[18] proposed medical images with the fragile watermarking 

algorithms. Selective bit plane is used and the performance is 

analyzed. The algorithm is differentiated with DWT and ICA 

(Independent component Analysis) methods. With the limited 

scope Zain et al [9] proposed reversible watermarking 

techniques. Zhou et al [11] presents a method for encrypting 

digital signatures. This method has better authentication and 

integrity. Coatrieux et al [7] suggested watermarking 

algorithm for medical images. In most of the papers embedded 

information is in the non-ROI region. Eggers et al [6] 

proposed the symmetric methods with the combination of 

public detectors. In this technique the watermark is removed 

simultaneously or it made as unreadable. The private keys 

ensure the security.  

Hartung and Girod[15] proposed the asymmetric watermark 

with the spread spectrum of watermarking. Private Key is 

used for watermark embedded process. Watermark is verified 

using public key and the redundancy made with the private 

key. With the Legendre sequences the method is proposed by 

schyndel et al [5]. Legendre sequences combines with the 

Fourier transform. Legendre sequences are used as a private 

key to embed the watermark image. The sequence length is 

made as a public key. This method has N-2 Legendre 

sequences. Some malicious attacks are preferred in this 

technique.  
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1.2 Related Works of Existing with the 

Proposed Scheme 
The integer wavelet transform is used with medical images for 

data hiding [24].The disadvantage of this fact is it is suitable 

only for gray scale images not for color images. Our proposed 

system overcomes this problem. Mohamed et al [1] suggested 

that Patient id, hash value and the compression process are 

concatenated to form a watermark and it is encrypted using 

AES encryption technique. The Same key is used for both 

encryption and decryption. So it is less secure. In the proposed 

system the watermarked image is encrypted using public key 

cryptography and RSA algorithms to enhance the security 

during transmission.RSA algorithm are one of the widely used 

public key algorithms. In RSA algorithm the image is 

encrypted using receiver public key and decrypted using the 

private key. The public key is known to everyone and the 

private key is kept secret. To protect medical images LSB 

watermarking methods are used for encryption [25].Due to 

LSB (Least Significant Bit) the hidden information is 

identified easily. 

2. PROPOSED SYSTEM 

2.1 Asymmetric Watermarking 
This type of cryptography consists of private key and public 

key. What is encrypted by one key can be decrypted by the 

other one. Public key made publicly available. Public key is 

used for encrypting the watermark while the private key is 

used for decrypting the watermark [10]. If the authenticity of 

the public key is trusted then we can know the author of the 

model and who embedded the watermark. Public key cannot 

be used as the private key [19]. If the key is chosen it is 

difficult to compute the private key starting from the 

knowledge of public key. The process involved in PKI 

technique consists of the following steps. 

 

i. In the PKI technique, everyone has the key pair of 

public key and private key. 

ii.  The two users, one is sender and another one is the 

receiver. Sender provides the copy of the public key 

to receiver. 

iii. Receiver’s trust the sender’s public key and use it to 

encrypt the data in the medical images hiding 

information. 

iv. Receiver sends encrypted data hidden medical 

images to sender. 

v. Sender decrypts the information in the hidden copy 

of medical images. Private Key is used. 

2.2 DICOM image and R-S Vector 

Compression 
Digital Imaging and Communications in the Medicine is the 

universal standard communication for secured health check 

images. Digital images are obtained from x-ray, digital 

radiography, ultrasound and the hospital information system. 

The original images are completely restored with the digital 

images. DICOM file consists of header and the image data. 

The header associated with the patient name, dimensions of 

the image and type of the scan. The data elements consist of 

patient information and hospital information. When the 

DICOM file has to be authenticated the pixel values must be 

extracted. Transformation is used to pick up the real pixel 

values. 

 

Figure 1.DICOM images 

Figure 1 shows the DICOM image. This image is compressed 

using R-S vector. Hash value, R-S vector are embedded in the 

image matrix and it is written again according to the DICOM 

standard. For authentication of DICOM, the image file is 

extracted then the R-S vector, hash value are extracted. The 

R–S-Vector consists of a stream of bits (zeros and ones). 

Symbols 4 and 8 are used in the compression process. Each 

group of pixels has a single value: 1 for R (Regular group), 0 

for S (Singular group) and -1 for U (Unused group).  

2.3 Creating Hash value 
 Hash value mainly used for message integrity and password 

validity. Hash value of the image is determined using SHA 

hash function.SHA produces image integrity and patient 

authentication more advanced than MD5.The SHA hash 

value, patient id and the compressed R-S vector are 

concatenated to form watermark and it is encrypted using 

RSA algorithm be justified, not ragged. 

2.4 Embedding Process 
In the embedding process the watermark is inserted into 

medical image. Figure 2 shows the watermark embedding 

process. Then the watermark image is encrypted. The 

watermark embedding consists of following steps. 

i.  The image is partitioned into groups. Each group has 

four pixels with a single value. The     state of the 

group is identified for R-S vector. 

ii. Determine and compress the R-S vector. 

iii. Calculate the SHA value of the image. Add the SHA 

value to the compressed R-S vector and patient id to 

form a watermark. 

iv. Encrypt the watermark using public key. 

v. In embedding process the algorithm achieves image 

integrity and authentication. 
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                      Figure 2.Embedding Process 

2.4.1 Encryption using RSA  
The watermark information is encrypted using RSA 

algorithms to enhance the security during transmission. In 

RSA algorithm the image is encrypted using receiver public 

key and decrypt the encrypted message using the receiver 

private key. The public key is made available to everyone and 

the private key is the secret key remains confidential.RSA 

algorithm protects the watermarked images from tampering 

and eventually applies compression to reduce the size of 

encrypted watermarked image. The process consists of the 

following steps. In RSA algorithm the key is generated as 

follows. 

i. Random prime numbers are selected such as a 

ii.  and b. 

iii. Check a!=b 

iv. Evaluate Modulus n=axb 

v. Evaluate z=(a-1)x(b-1) 

vi. Select public exponent e,1<e<z 

vii. Evaluate private exponent (dxe)modz=1 

viii. {n,e}is the public key, d is the private key. 

ix. C=memod n(m-message,c-encrypted message) 

                     Therefore encrypted form is described as 

number m,0<m<n-1.e and n are the public keys which is 

to be transmitted. 

 2.5 Extraction Process 
 In Extraction process the image is retrieved and the process 

consists of the following steps: 

i. Extract the encrypted watermark. 

ii. Decrypt the watermark image using receiver private 

key .It remains confidential. 

iii. Extract the hash value, patient id and R-S vector of 

the watermark image, and then calculate the hash 

value with extracted original image. 

iv. If the hash values are equal the image is authenticated 

else image is discarded. The process for extracting 

the watermark is shown in figure 3. 

v. Watermark extraction that applies one or more pre-

process and the extracted watermark is same as the 

original watermark. 

vi. The SHA hash value of the extracted non-

watermarked image is calculated and it is compared 

with the decrypted SHA hash value. 

vii. If the hash values are different the image is no longer 

authenticated. If the image is authenticated encrypted 

process is coordinated by legal user in the medicinal 

system because the user has private key. 

 

Figure3. Extraction Process 

2.5.2 Decryption Using RSA  
Decryption involves the reverse process of encryption. In case 

of RSA algorithm, the image is decrypted using receiver’s 

private key. Private Key d is used to decrypt messages. m is 

the original message. 

cdmod n=m 

Finally the watermark image is formed.  This watermarked 

image provides security and authentication. The reversible 

watermark cannot be retrieved by an unauthorized person. 

This provides the major security in the Human Management 

System. 
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3. EXPERIMENTAL RESULTS  
The experimental results of the proposed technique for 

authentication of medical images based on watermarking 

technique are discussed in this section. An application is 

programmed using C#.NET language to implement this 

technique. For authentication and integrity, RSA is a potential 

method for medical images. The performance parameters that 

are represented to measure the performance of the proposed 

technique are: Signal to Noise Ratio (SNR), Peak Signal to 

Noise Ratio (PSNR), Mean Square Error (MSE), and Bit Error 

Rate (BER).The original images before embedding the 

watermark and the authenticated image after embedding the 

watermark is displayed in Fig 4. 

Experimental results shows that PSNR has high range values 

and it is consistent and the MSE has a least values therefore 

the quality of the images is not affected.BER is equal to zero 

for all the four DICOM images.SNR also has large values. 

The values predicted in Table 1. 
 

Table 1.Output results of DICOM grayscale and color medical 

images 
 

S 

No 
Original image Watermarked 

image 

PSNR MSE BER SNR 

1. 

  

53.21 0.585  0 38.20 

2. 

  

50.82 0.745 0 42.38 

3. 

  

50.94 0.751 0 42.50 

4. 

 
 

51.56 0.778 0 43.12 

 

 

 

Table 2.Output results of grayscale and color test images 

 

S 

No 

Original image Watermarked 

image 

PSNR MSE BER SNR 

1. 

  

64.96 0.273 0 73.39 

2. 

  

83.73 0.806 0 92.17 

3. 

 
 

71.12 0.390 0 79.56 

4. 

  

65.79 0.286 0 74.23 

 

The results prove that the proposed technique is totally 

revertible, and the original images can be retrieved at the 

receiver side without any distortion because of the R–S-

Vector is extracted without errors. In table 1 and table 2 gray 

scale images and color medical images are compared with test 

images of color and grayscale. PSNR and SNR has higher 

values.In[1] the grayscale and color medical images is similar 

to the test images of grayscale and color watermark image.In 

the proposed technique the grayscale and color medical image 

is different from the test images.Therefore by using symmetric 

encryption the performance measurements are consistent. 

Eventhough the Public key Encryption has its own secret key 

and it is secure they are not consistent in the performance 

measurements. 

 

4. CONCLUSION 
 Based on the DICOM images the watermarking technique is 

proposed. This technique is tested with color and grayscale 

medical images as well as test images . The hash value based 

on SHA is determined from the image. With the patient id, 

hash value and the compressed R-S vector watermark is 

formed and encrypted using public key cryptography.RSA is a 

secure public key encryption algorithm provides information 

security. The quality measures such as PSNR, SNR, MSE and 

BER estimates the security of algorithms. Concluded results 
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shows that BER equals 0, SNR and PSNR has a high 

consistent values.MSE have a low bit rate for all grayscale 

and color images. As in future work symmetric key 

cryptography with SHA hash value can be in performed in 

transform domain for enhancing the security. 
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