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3. BIOMETRIC TECHNOLOGY

ABSTRACT A biometric system provides automatic recognition of an

Internet is one of the most popular communication channels
but it is insecure. Since it is an open and insecure medium,
malicious medium can intercept the program or data. In the
present scenario, fast growth in online application results in
data security problem. In order to get secure internet, users
need secure communication method for sending secret
messages and data through internet. In this paper, we have
developed an efficient way to provide a secure internet using
Iris Recognition and Cryptography. The Iris Recognition
system consists of an automatic segmentation that is based on
Hough Transform. The Hamming Distance is employed for
classification of Iris template. Thus this paper can be
implemented in any real time application.
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1. INTRODUCTION

The objective is to implement iris recognition in Internet for
security of Data or secrets. Cryptography is used for multiple
secrets to hide in one image. Encryption is a well-known
method for data security. It transforms secret information into
an encrypted form, which looks like a random message. This
transformation procedure is called encryption process and the
result is called cipher text. A computational device is required

to perform decryption of the cipher text. Therefore, the cost or
efficiency of the hardware, complex algorithms and
mathematical computations increase to encrypt and decrypt
the data. Thus, it can be said that the cost increases and the
efficiency reduces. Also, mathematical computations increase
to encrypt and decrypt the data. This paper uses the concept of
cryptography and biometric authentication. The main
objective of this paper is:-

e  To provide security in any real time application.

e  To provide more than one secret at a time.

e  To provide more security by adding Iris
Recognition.

2. INTERNET SECURITY

Internet Security is a subset of actions aimed at securing
information based on computers and in transit between them.
Security of internet has been a major issue from last few
years.

individual based on some sort of unique feature or
characteristic possessed by the individual. Biometric systems
have been developed based on fingerprints, facial features,
voice, hand geometry, handwriting, the retina and the iris.
Biometric systems work by first capturing a sample of the
feature, such as recording a digital sound signal for voice
recognition, or taking a digital color image for face
recognition. The sample is then transformed using some sort
of mathematical function into a biometric template. The
biometric template will provide a normalized, efficient and
highly discriminating representation of the feature, which can
then be objectively compared with other templates in order to
determine identity. Most biometric systems allow two modes
of operation. An enrolment mode for adding templates to a
database, and an identification mode, where a template is
created for an individual and then a match is searched for in
the database of pre-enrolled templates. The Best biometric is
characterized by use of a feature that is; highly unique — so
that the chance of any two people having the same
characteristic will be minimal, stable — so that the feature does
not change over time, and be easily captured — in order to
provide convenience to the user, and prevent
misrepresentation of the feature.

3.1 The Human lIris

The iris is a thin circular diaphragm, which lies between the
cornea and the lens of the human eye. A front-on view of the
iris is shown in Figure 1. The iris is perforated close to its
centre by a circular aperture known as the pupil. The function
of the iris is to control the amount of light entering through
the pupil, and this is done by the sphincter and the dilator
muscles, which adjust the size of the pupil. The average
diameter of the iris is 12 mm, and the pupil size can vary from
10% to 80% of the iris diameter. The iris consists of a number
of layers, the lowest is the epithelium layer, which contains
dense pigmentation cells. The stromal layer lies above the
epithelium layer, and contains blood vessels, pigment cells
and the two iris muscles. The density of stromal pigmentation
determines the color of the iris. The externally visible surface
of the multi-layered iris contains two zones, which often
differ in color. An outer ciliary zone and an inner papillary
zone, and these two zones are divided by the collarette —

which appears as a zigzag pattern.
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Figure 1: Front view of Human Eye

The iris consists of a number of layers, the lowest is the
epithelium layer, which contains dense pigmentation cells.
The stromal layer lies above the epithelium layer, and
contains blood vessels, pigment cells and the two iris muscles.
The density of stromal pigmentation determines the color of
the iris.

3.2 Iris Recognition

An iris-recognition algorithm first has to identify the
approximately concentric circular outer boundaries of the iris
and the pupil in a photo of an eye. The set of pixels covering
only the iris is then transformed into a bit pattern that
preserves the information that is essential for a statistically
meaningful comparison between two iris images. To
authenticate via identification or verification, a template
created by imaging the iris is compared to a stored value
template in a database. If the Hamming Distance is below the
decision threshold, a positive identification has effectively
been made (HD<=0.32). An iris scan is similar to taking a
photograph and can be performed from about 10 cm to a few
meters away. There is no need for the person to be identified
to touch any equipment that has recently been touched by a
stranger, thereby eliminating an objection that has been raised
in some cultures against fingerprint scanners, where a finger
has to touch a surface, or retinal scanning, where the eye can
be brought very close to a lens (like looking into a microscope
lens).The originally commercially deployed iris-recognition
algorithm, John Daugman's Iris Code, has an
unprecedented false_match rate.
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Figure 2: Iris Recognition System.

3.2.1 Segmentation

The part of the eye carrying information is only the iris part. It
lies between the sclera and the pupil. Hence the next step after
acquiring the image is to separate the iris part from the eye
image. The image was filtered using Gaussian filter, which
blurs the image and reduces effects due to noise. The iris inner
and outer boundaries are located by finding the edge image
using the canny edge detector, then using the Hough
transform to find the circles in the edge image. For every edge
pixel, the points on the circles surrounding it at different
radius are taken, and their weights are increased if they are
edge points too, and these weights are added to the
accumulator array.
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Figure 3: Segmentation Algorithm.

3.2.2 Normalization

Once the iris region is segmented, the next stage is to
normalize this part, to enable generation of the "iris code" and
their comparisons. Since variations in the eye, like optical size
of the iris, position of pupil in the iris, and the iris orientation
change person to person, it is required to normalize the iris
image so that the representation is common to all with similar
dimensions. Normalization process involves unwrap the iris
and converting it into its polar equivalent.

3.2.3 Feature Extraction

The Wavelet transform is used to extract features from the
enhanced iris images. Haar wavelet is used as the mother
wavelet. The Wavelet transform breaks an image down into
four sub-sampled images. The results consist of one image
that has been high-pass filtered in the horizontal and vertical
directions (HH or diagonal coefficients), one that has been
low-pass filtered in the vertical and high-pass filtered in the
horizontal (LH or horizontal coefficients), one that has been
low pass filtered in the horizontal and high-pass filtered in the
vertical (HL or vertical coefficients), and one that has been
low-pass filtered in both directions (LL or details coefficient).
In order to generate the binary data, feature vector is encoded
by using two and four level quantization as shown in Fig. 7,
which shows the process used for obtaining the feature
vectors with the optimized dimension. Here, H and L refer to
the high-pass and the low-pass filter, respectively, and HH
indicates that the high-pass filter is applied to the signals of
both axes.

3.2.4 Identification

The last module of an iris recognition system is used for
matching two iris templates. Its purpose is to measure how
similar or different the templates are and to decide whether
they belong to the same individual or not. An appropriate
match metric can be based on direct point-wise comparisons
between the phase codes [8]. The test of matching is
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implemented by the XOR operator that is applied to the
encoded feature vector of any two iris patterns. The XOR
operator detects disagreement between any corresponding pair
of bits. The system quantifies this matter by computing the
percentage of mismatched bits between a pair of iris
representations, i.e., the normalized Hamming distance. Let X
and Y be two iris templates to be compared and N be the total
number of bits so, HD is equal to the number of disagreed bits
divided by N.

3.2.4.1 Hamming Distance

The Hamming distance gives a measure of how many bits are
the same between two bit patterns. Using the Hamming
distance of two bit patterns, a decision can be made as to
whether the two patterns were generated from different irises
or from the same one.

In comparing the bit patterns X and Y, the Hamming distance,
HD, is defined as the sum of disagreeing bits (sum of the
exclusive-OR between X and Y) over N, the total number of
bits in the bit pattern.

J"l'
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Since an individual iris region contains features with high
degrees of freedom, each iris region will produce a bit-pattern
which is independent to that produced by another iris, on the
other hand, two iris codes produced from the same iris will be
highly correlated.

If two bits patterns are completely independent, such as iris
templates generated from different irises, the Hamming
distance between the two patterns should equal 0.5. This
occurs because independence implies the two bit patterns will
be totally random, so there is

0.5 chance of setting any bit to 1, and vice versa. Therefore,
half of the bits will agree and half will disagree between the
two patterns. If two patterns are derived from the same iris,
the Hamming distance between them will be close to 0.0,
since they are highly correlated and the bits should agree
between the two iris codes.

4. CRYPTOGRAPHY

Cryptography is the Study and practice and study of
techniques for the secure communication in the presence of
adversaries. It is one of the best methods to secure the data.

4.1 Encryption

Encryptionis the process of encoding messages (or
information) in such a way that eavesdroppers or hackers
cannot read it, but that authorized parties can. In an encryption
scheme, the message or information is encrypted using an
encryption algorithm, turning it into an unreadable cipher text
. This is usually done with the use of an encryption key, which
specifies how the message is to be encoded. Any adversary
that can see the cipher text should not be able to determine
anything about the original message. An authorized party,
however, is able to decode the cipher text using
a decryption algorithm  that usually  requires a secret
decryption key that adversaries do not have access to. For
technical reasons, an encryption scheme usually needs a key-
generation algorithm to randomly produce keys.

4.2 Decryption

Decryption is the process of retrieving the original data from
The Encrypted data. After the biometric authentication is
completed the customer will give his share. The two shares
from the application side and the client side would be
superimposed and if they match the secret would be

Revealed. This would be done for each level and the
embedded secrets at each level will also be revealed.

5. TEST RESULT

It was not possible to use all of the eye images from each
database, since perfect segmentation success rates were not
attained. Instead a sub-set of each database was selected,
which contained only those images that were segmented
successfully. The details of each sub-set are outlined in Table
1.

Set Superset | Number | Possible Possible
name of Eye Intra class inter class
images comparisons | comparisons.

Cbsr-n | CBSR 75 131 2646

Table 1: Table Represents Eye image sets for testing the
system.
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Figure 4: Inter class Hamming Distance with no shifts.
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Figure 5: Inter class hamming distance with 10 shifts left and
right when comparing templates.
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Threshold FAR (%) FRR (%)
0.20 0.00 73.04
0.25 0.00 46.08
0.30 0.00 23.28
0.35 0.00 3.88
0.40 0.00 0.00
0.45 251 0.00
0.50 92.68 0.00

Table 2: False Accept and False Reject Sets of Datasets
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Figure 6: False Accept and False Reject Ratio for two
distribution with Hamming Distance of 0.35.

For the data set, perfect recognition is possible by selecting a
separation Hamming distance of 0.40, which gives false
accept rate and false reject rate both as 0.000% which allows
accurate recognition.

6. CONCLUSION

Our existing security systems involve a lot of complexities for
authorization of a particular system, which results in greater
time consumption. In order to consume less time to show the
result of authorization, we have taken iris image of the person.

At last, we came up with the result that perfect recognition is
Possible, when we select a separation Hamming distance of
0.40, which gives the false accept rate as well as the false
reject rate as 0.000%. Thus, it can be very well concluded that
perfect and accurate recognition is possible with the help of
the algorithm implied in our paper.
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