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ABSTRACT 

The applications of spatial database (2D and 3D vector maps) 

are more and more popular in the computer and network 

environments. It is the reason why information security is an 

important issue. Data hiding schemes may include map data 

authentication, secret communication for the purposes of 

copyright protection, integrity authentication, or secret 

communication. The purpose of this paper is to proposed novel 

StegoHash algorithm to enhance the security of spatial database. 

This algorithm is more appropriate for hiding data in vector 

maps because the distortions can be removed after the hidden 

data have been extracted. Combining the concepts of traditional 

cryptography and steganography, a new spatial database 

cryptosystem is proposed. Here access remains secure in case of 

steganalytic attacks especially for highly secure areas like 

defence, research centres etc.  
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1. INTRODUCTION 
Currently, most of geospatial data, both spatial and non-spatial 

properties, are managed by geospatial databases. With the 

growing need of integration and sharing of geospatial data 

located in different places on the network, distributed geospatial 

database technology has become a hot research field. The 

research topics on distributed geospatial database typically 

include global spatial data catalogue, global spatial indexing, 

global query processing and optimization, transaction 

management, security control [1], [19], [22] etc. Meanwhile, 

geospatial information security has attracted more and more 

attention in practice. It typically contains three aspects: 

confidentiality, integrity, and access control. Confidentiality and 

integrity have already had satisfactory solutions in IT domain, 

such as cryptography and digital signature. Access control is 

actually to ensure that legal users execute permitted operations 

on the intended data of the system. However, access control 

mechanisms directly provided by database can only implement 

coarse-grained (map layer) access restriction to spatial data, and 

have not taken their geometric properties into consideration. 

Therefore, we have to find out appropriate mechanisms, which 

shall satisfy both fine-grained (spatial object or even smaller) 

and geometric access control requirements for spatial database. 

Information systems in network environment are confronted 

with much more threats, therefore, security, especially access 

control is significant for distributed geospatial databases. There 

are two major challenges to realize access control for distributed 

geospatial database. The first is how to define fine-grained 

control granularities. The general method is to modify table 

schemas to store authorization information for individual 

records and fields. The second is how to check access requests 

against authorization information and make access decision. We 

propose using views to implement access control functionality, 

which exploits the built-in mechanisms of distributed geospatial 

databases to realize fine-grained and spatial access control. It 

has the following advantages: easy implementation, low 

overhead and fair flexibility. First of all, we discuss spatial 

databases in detail where we have to apply security algorithm. 

Secondly how stenography is helpful in data access. Finally, we 

proposed the novel algorithm through which procedures of 

access control in geospatial databases is explained. After the 

user application with the assigned distributed database account 

is authenticated by distributed geospatial database, it then gains 

the account’s privileges to the specified view, and data not in 

views are hidden. As we know, steganography is one of 

important branches of data-hiding. The purpose of 

steganography is to send secrete messages under the cover of a 

carrier signal, i.e., secret communication. On the other hand, 

steganalysis is the set of techniques that aim to distinguish 

between cover-objects and stego-objects, or go one step further 

and estimate some parameters of the embedded message such as 

its length, location, etc. Several approaches have been proposed 

to solve the image steganalysis problem and we can broadly 

classify them into the following groups [14]: Supervised 

learning based steganalysis [15], Blind identification based 

steganalysis [16], parametric statistical steganalysis [17] and 

Hybrid techniques. Each of these methodologies has pros and 

cons. Therefore, it is up to the user (steganalyst) to choose an 

appropriate methodology [14]. To our knowledge, there is no 

work which focuses on steganalysis schemes against StegoHash 

based steganography methods. 

In this paper, we propose a steganalysis method which attacks 

and successfully identifies the existence of embedding done by 

the StegoHash data-hiding schemes for 2D and 3D vector maps 

[4]. Our steganalysis method can even estimate the level of 

complexity. In section 2 of the paper, the two data-hiding 

schemes for 2D vector maps [4] are briefly reviewed. Our 

proposed steganalysis method is presented in section 3. In 

section 4, simulation results from the application of the proposed 

steganalysis are presented. Conclusion of the paper is found in 

section 5. 

Steganography and spatial databases 
Nowadays, applications of 2D and 3D vector maps [1], [19] 

have been increasing rapidly. For the purposes of copyright 
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protection, integrity authentication, or secret communication, 

etc., the technique of data hiding has been introduced into n-D 

vector maps. However, due to the strict application requirements 

of vector maps, modifications to map data are generally 

undesired. Therefore, reversible schemes are more appropriate 

for hiding data in vector maps because the distortions can be 

removed after the hidden data have been extracted. Despite the 

fact that quite a few data hiding algorithms for images have been 

proposed, few works have focused on the reversible data hiding 

algorithms for 2D vector maps. M. Voigt et al. [12] first 

proposed the method of reversibly hiding data in vector maps. 

They hide the data by modifying the integer discrete cosine 

transform (DCT) coefficients of the map coordinates. 

Steganography means hiding data within media, such that the 

very existence of data is hidden. It varies from encryption in the 

sense that its objective is secret communication, rather than data 

protection. The goal of steganography is to avoid drawing 

suspicion to the transmission of a hidden message. The plain 

medium used for hiding information is called cover medium, 

and the medium generated after embedding the secret text is 

called stego medium. The use of steganography is thousands of 

years old; however steganography using digital media is a recent 

application.  Today, computer and network technologies provide 

easy-to-use communication channels [20] for steganography [2], 

[3], [7], [9].Essentially, the information-hiding   process   in   a   

steganography system starts by identifying a cover medium’s 

redundant bits.   

The embedding process creates a stego medium by replacing 

these redundant bits with data from the hidden message. 

Algorithms in this domain include the LSB (least significant bit) 

technique, DCT technique and their variants. We discuss  the 

implementation of various steganography algorithms presently 

being employed today and our novel StegoHash algorithm to 

ensure compatibility between cover image and hidden data. We 

then discuss the use of hashing for authentication, to ensure the 

integrity of secret data access over spatial datasets. 

The advances in Remote Sensing (RS), Geographic Information 

System (GIS), and other    survey technologies [5], [6] over the 

last two decades have dramatically increased geographic    

information resources in diversity as well as in size. And many 

organizations have their own database and spatial data with 

diverse formats. On one hand, interoperability of these existing 

datasets would integrate these spatial data for better services; on 

the other hand, different organizations would like to control their 

own spatial resources and only service for authorized users.  

2. REVIEW OF STEGNOGRAPHIC 

TECHNIQUE 
The goal of steganography is to hide messages inside other 

harmless messages in a way that does not allow any enemy to 

even detect that there is a second secret message present [8], 

[11] and shown in figure 1. 

 
Figure 1 Concept of Steganography 

2.1 Masking & Filtering 
Information is hidden inside of a image using digital watermarks 

[3], [7], [13] that include information such as copyright, 

ownership, or licenses. Algorithm & Transformation are the key 

component here. This technique hides data in mathematical 

functions that are often used in compression algorithms. 

2.2 Least Significant Bit Insertion (LSB) 
This is most common and popular method of modern day 

steganography. Thus the overall image distortion is kept to a 

minimum while the message is spaced out over the pixels in the 

images. This technique works best when the image file is larger 

than the message file and if the image is grayscale. We replace 

the LSB [10] of each byte with our secret data described in 

figure 2. 

 

Figure 2 LSB value is replaced by Secret Message 

2.3 Adaptive Steganography (based on 

textures) 

What is texture? 

 Texture can be defined as a repetition of patterns 

along a region. These patterns are formed by elements 

with specific features like size, form, color and 

direction. 
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Adeptive steganography? 

 Adaptive Steganography [6] considers the features of 

the cover medium to identify the best region to hide 

the data. As functioning is shown in figure 3. 

 A good place to hide data in digital images is a region 

with high contrast, several textures and many 

variations in its pixel levels. 

It is so because those regions generally are very noisy, and noise 

added for hiding a message is difficult to detect.  

 

 

 

 

 

 
Figure 3 Functioning of Adeptive steganography 

Context Algorithm 

 Used to identify regions with non-homogeneous 

textures. 

 From those regions we select some pixels to embed a 

message. Then we apply the LSB technique to hide 

information. 

 The pixel selection process is the following: 

Divide the image in non overlapping block of size 3x3 pixels as 

in figure 4 

.   

Figure 4 3x3pixel block size of image 

Divide each block in four sub-blocks as in figure 5. 

  

Figure 5 (a) 2x2 block size of 3x3 block size (b) of image 

Each sub-block is good if there are at least three different pixel 

levels. Select the central pixel if the four sub-blocks are good 

before and after embedding.       

2.4 Hashing for Message Authentication 

Hash functions are frequently called message digest functions. 

Their purpose is to extract a fixed-length bit string from a 

message (image, documents, etc.). Hash functions [3], [21], [23] 

have found varied applications in various cryptographic, 

compiler and database search applications. In cryptography, hash 

functions are typically used for digital signatures to 

authenticate the message being sent so that the recipient can 

verify its source. Recently, there has been interest in using hash 

functions in multimedia applications both for security and 

indexing. A key feature of conventional cryptographic hashing 

algorithms such as message digest 5 (MD5) and secure hash 

algorithm 1 (SHA-1) is that they are extremely sensitive to 

the message, i.e. changing even one bit of the input will change 

the output dramatically. However, multimedia data such as 

digital images go through various manipulations such as 

compression, enhancement, cropping, and scaling. An image 

hash function should instead take into account the changes in the 

visual domain and produce hash values based on the image's 

visual appearance. Such a hash function would be useful in 

identifying images in databases, in which the image possibly   

undergoes   incidental   changes   (such   as compression and 

format changes, common signal processing operations, scanning 

or watermarking). 

 

A second significant application of a perceptual image hash 

could be for robust image authentication.  In such cases, the 

hash must be invariant under perceptually insignificant 

modifications to the image but detect malicious tampering of 

image data. Several other applications can be identified in the 

areas of watermarking and information embedding in images. 

We propose its use as an authentication mechanism coupled 

with steganography [10], [18]. The hash value of stego image 

can be calculated and transmitted with the image. Any 

tampering caused by an adversary in an attempt to foil 

steganography will be easily detected by the receiver who can 

discard any such stego image that shows anomaly. 
 

3. PROPOSED ALGORITHM 
StegoHash (Stego#), a proposed algorithm is very efficient 

comparatively with existing steganography techniques in various 

aspects as we described in table below. There are only few 

algorithms for security of spatial datasets and their access 

control. This algorithm is emphasis on the data security and data 

view privileges at different level of peoples especially for highly 

sensitive areas like research centers and defence etc. In this 

algorithm, we need an escape ($) character to separate the 

message and hash value (#). Therefore, we have to follow all the 

rules to follow escape character similar to those used in Unix 

(Like if we have to use that escape character in the message, 

then write it two times.) 

 

Source image 

Embeded Image 

Context 

Algorithm 

LSB Technique 
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3.1  Algorithm at Sending End 
Step 1 Compute the hash (#) value of the secret message by 

taking the hash value 1000 times. 

Step 2 Append escape character '$' to the secret message. 

Message=message+"$" 

'$'&&temp [i+1]! ='$' 

Step 3 After appending the escape ($) character to the secret 

message, append the hash (#) value. We have got a new 

message. 

Step 4 Hide the new information or message inside the Digital 

carrier like Image or Audio (called Stego Medium) using any 

Steganography Algorithm like LSB, DCT etc. 

Step 5 Send the Stego Medium to the receiver. 

3.2 Algorithm at User Receiving End 
Step 1 Extract the data from Stego Medium. 

Step 2 Scan the data from left to right. 

Step 3 Check for the position of escape ($) character which is 

not preceded or succeeded by escape ($) character. 

Step 4 Compute the hash (#) value of data before the escape ($) 

character by using the same algorithm that was used on the 

server side.  

Step 5 Check if the computed hash is equal to the hash value 

stored in the message after escape sequence. 

Step 6 If both are equal, hence the Information or message has 

been intercepted. 

3.3 Implementation of StegoHash Algorithm 
3.1.1 Algorithm at Sending End 

Adding Hash (#) function to information hide in spatial 

images. 

 

 

 
Checking Hash (#) values 

 

 

 

 

 

Getting Hash (#) values from the new message 

Getting Hash (#) values from the new message 

 

 

 

Extract data from stego medium at receiver end 

// Algorithm at User receiving End 

newHash=getHash(message); 

if(newHash.equals(givenHash)) 

  {return true;} 

newMessage(String mess) 

 {int flag=0,len=mess.length(); 

 char temp[]=mess.toCharArray(); 

 for(int i=0; i<len-1;i++) 

{if(temp[i]=='$'&&temp[i+1]!='$') 

 {flag=i+1;}} 

 if(flag==0) 

 {flag=len-1;} 

Database d=new Database(); 

      String input1; 

                                         MessageDigest digest= 

MessageDigest.getInstance("SHA-1"); 

   digest.reset(); 

byte[] input = digest.digest(mess.getBytes("UTF-

8")); 

for (int i = 0; i < 1000; i++) 

 { digest.reset(); 

   input = digest.digest(input);} 

  //System.out.println("hash byte: "+input); 

        input1=d.byteToBase64(input); 

  //input1= input.toString(); 

        System.out.println("hash: 

"+input1); 

        return input1 ;} 

addHash (String message) 

{message1=message; 

message=message+"$";} 

 

checkHash(String mess) 

 {int flag=0,len=mess.length(); 

 temp[]=mess.toCharArray(); 

for(int i=0; i<len-1;i++){ 

 if(temp[i]=='$'&&temp[i+1]!='$') 

 {flag=i+1;}} 

  if(flag==0) 

{flag=len-1;} 

message=mess.substring(0, flag-1); 

givenHash= mess.substring(flag, len);  

 

temp1=getHash(message1); 

 //message1=temp.toString(); 

 { finall= message+temp1; } 
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3.1.2 Algorithm at User receiving End 
Extract data from stego medium as shown above. First we Scan 

the data from left to right then check for the position of escape 

character which is not preceded or succeeded by escape 

character. Now we compute the hash value of data before the 

escape character by using the same algorithm that was used on 

the server side if the computed hash is equal to the hash value 

stored in the message after escape sequence only then the 

Information or message has been intercepted. 

 

3.1.3 Advantages 
1. The algorithm works for all type of secret data like text, 

image audio and video. This is possible because we can compute 

the hash value of Image, audio and video too.  

2. The authenticity of the information or message is maintained. 

3. It helps in special high precision privileges, detail view 

privileges and special data view privileges. 

3.1.4 Disadvantages 
We need to take care of escape character while writing the 

message because complexity of the algorithm should be 

maintained. 

4. EXPERIMANTAL RESULTS 
This algorithm gives better results compared with few other 

steganography algorithms like LSB in Bmp and GIF, DCT as 

shown in table 1 by performing experiment on various data. The 

novel StegoHash algorithm works for all type of secret data like 

text, image audio and video. This is possible because we can 

compute the hash value of Image, audio and video too. The 

authenticity of the information or message is maintained with 

this algorithm. It helps in special high precision privileges, detail 

view privileges and special data view privileges. 

 

Table 1 Comparison b/w different steganography 

techniques with StegoHash 

            

   (a)    (b) 

Figure 6 (a) is original image where 6(b) is stego image of 

village Rohat, sonepat, India 

Here figure 6 (a) is the original image of Rohat village of district 

Sonepat, India. After applying novel StegoHash algorithm it will 

gives result as in figure 6(b). There is no difference between 

both the images. This algorithm is very efficient to hide a large 

size file or information without making any noise in original 

image.  

Now this experiment can be used for access control over 

network especially for spatial databases like Google earth 

provide an open access to individual. But some areas are highly 

sensitive with their positional values and information i.e. 

defence area, research centers, parliaments or government 

offices of any country etc. Because without security terrorist can 

use this data for disaster purpose, as what was happen with 

worlds twin towers in USA. That’s why security becomes a very 

important parameter for every nation security. This is the only 

purpose to propose concept of access control at different level 

like high precision level, low precision level etc. For example 

we can use concept of broadcasting over network where data is 

available at every user end. But data of different level can be 

received by only those who are having the privileges to access 

that data. Using concept of steganography, data is hide within 

images but can be viewed by those who are having privileges to 

access detail view of spatial data as things are described below 

in figures 7. For the purpose there are different snapshoot as 

describing in figure 7 (a), (b),(c),and (d)  are providing access 

control at different privileges level. (a) Special high precision 

privileges at house hold level of village Rohat, Sonepat, India 

(b) Detail view privileges of village Rohat at infrastructure level 

(c) Detail spatial data/ information view privileges(d) Detail 

spatial data/ information view privileges uploaded at Google 

earth.  

This is time of information technology where all information is 

available over the network. But technology should be extended 

where restriction to access data must be applied. It helps in 

special high precision privileges, detail view privileges and 

special data view privileges depends on individual. Where 

authority can put some constraints on available data based on 

user’s demands decided by assigned authority is essential. For 

the purpose novel StegoHash () algorithm gives better result and 

can be extended in future with positive changes by increasing 

efficiency of algorithm.    

 LSB in 

Bmp 

LSB in 

GIF 

DCT  Stego# 

Invisibility High Medium High High 

Payload 

capacity 

High Medium Medium High 

Robustness 

against 

statistical 

attacks 

Low Low Medium High 

Robustness 

against image 

manipulation 

Low Low  Medium High 

Independent of 

file format 

Low Low Low Medium 

Unsuspicious 

Files 

Low Low High High 
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Figure 7(a) Special high precision privileges at house hold level of 

village Rohat, Sonepat, India 

 

 

Figure 7(b) Detail view privileges of village Rohat at infrastructure 

level e.g. Road, Streets, water bodies etc. 

 

Figure 7 (c) Detail spatial data/ information view privileges  

 

Figure 7(d) Detail spatial data/ information view privileges uploaded 

at Google earth 
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5. CONCLUSION 
This paper focuses on the steganalysis using StegoHash scheme 

against other data hiding schemes for 2D and 3D vector maps 

based on difference expansion. This paper’s scheme is effective 

not only to reveal the presence of secret data, but also to provide 

access control at different privileges level. The following 

conclusions can be drawn from the above theory analysis and 

computing results: 1) Maps having more usable result with high 

steganalysis accuracy; 2) For different stego-maps, we must 

choose different access level according to privileges 3) The idea 

of the proposed schemes is applicable to the 2D and 3D vector 

maps represented. Moreover, it is possible to extend the scheme 

to some other data sets, e.g., 3D polygonal meshes, or images in 

future. 
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