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ABSTRACT 

The framework to blacklist, track and block the anonymous user 

in IP network. The anonymous users are the users who are not 

valid or dishonest users. The IP network is network of 

computers using internet protocol for their communication. 

Anonymizing network is a type of IP network in which the 

identity of the user is hidden by  using pseudonyms. The true 

identity of the user is not revealed i.e. the user remains 

anonymous. This anonymity is provided by  using a series of 

routers to hide users’ IP address. Some users misbehave in this 

network and they remain anonymous and the web server is not 

able to identify the real misbehaved users leading to the banning 

the anonymizing network. The misbehaved user is traced and 

blacklisted and again if they misbehave they are blocked by the 

web server. Therefore to block the misbehaving user and to give 

honest user anonymity, trusted third party is introduced. These 

help in blocking the misbehaving user preversing their 

anonymity. In this model the misbehavior can be defined by the 

web server. Therefore the anonymity and privacy of the 

blacklisted users are maintained even if they are banned from 

using the server again. 
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1. INTRODUCTION 
The base technology of internet does not require the users to 

identify themselves. The service providers usually enforce the 

identification of users for the purpose of billing and managing 

the abuse. The users communicate or execute web transactions 

in anonymizing network like Tor [18][21]. The user accesses the 

network and send request to the web server. This request is sent 

to web server through a random number of intermediate nodes. 

The user passes the request to a random node of anonymizing 

network. The request reaches the web server through a series of  

random intermediate nodes .Therefore the web server is unable 

to identify the true initiator. This is both an advantage as well as 

a disadvantage.  

 

The disadvantage is that an honest user may be incorrectly 

suspected of originating the request and in some cases can even 

be banned from accessing the web server. The advantage is that 

the users’ identity will not be revealed and they can express their 

views openly. The basic property of anonymous communication 

is sender anonymity, receiver anonymity and unlinkability of 

receiver and sender. The unlinkability of sender and receiver 

means that the path between the sender and receiver cannot be 

tracked or linked. Therefore it is not possible to find real sender 

and the receiver. 

The anonymous communication means license to misbehave. In 

case of user misbehavior it is difficult to identify the real culprit, 

which is the main disadvantage of the anonymous 

communication. Due to the misbeviour the performance of the 

network will be degraded. Therefore the web server doesn’t 

usually favour the anonymizing network. Therefore they tend to 

ban the user access through anonymizing network completely; 

even the honest users won’t be able to access through these types 

of networks. It is necessary to block the misbehaving user and 

allowing only the honest users to access the anonymizing 

network. There are many methods to block the misbehaving 

users and also preserve their anonymity. 

Pseudonym credential systems[10][14][28] allow the user to 

access the web pages using some pseudonyms and if misbehaved 

the users are blocked based on these pseudonyms. But in this all 

the users use pseudonyms, weakening the anonymity in the 

anonymizing network. 

Group signature[1][2][7] scheme allow the group member to 

sign anonymously on behalf of the group .This provides 

anonymity  to the signer. Its main application is in case of voting 

and bidding. But in case of conflict or misbehavior, group 

manager opens the group signature and identity of the user is 

revealed. But the server must query the group manager for every 

authentication lacking scalabilty.This method does not provide 

anonymity to the misbehaved users. 

Traceable signatures [8][13][26] apply basic data mining 

technique where signature values of selective misbehaving users 

are traced. The user should be capable of claiming that he is the 

owner of the signature values. This leads to the self traceability 

property. But it does not provide backward 

unlinkability.Backward unlinkability means the user’s accesses 

to the network before the complaint should remain anonymous. 

Dynamic accumulators[11] are accumulators that allow one to 

dynamically add and delete input. The cost of adding and 

deleting is independent of the number of the accumulated values. 

It uses the RSA algorithm. It is an efficient membership 

revocation in the anonymous settings. Public parameters of the 

group must be checked and existing users’ credential must 

always be updated which is impractical. 

2. SYSTEM ARCHITECTURE 
A system having properties like anonymous authentication, 

backward unlinkability, subjective blacklisting, fast 

authentication speeds, rate limited anonymous connections and 

revocation auditability is introduced. These properties can be 

implemented by introducing two trusted third parties namely 

Pseudonym Manager and Blacklist Manager. 

The system architecture consists of user, service provider and 

trusted third parties the blacklist manager and the pseudonym 

manager. 

If the user wants to execute web transaction, the user first 

registers with the Pseudonym Manager and issues user with 

pseudonym based on the IP address provided by it. The service 

provider registers with the Blacklist Manager which issues set of 

unique set of tokens.The user using its pseudonym name access 

the service provider through the anonymizing network. The 

service provider transfers the pseudonym to the Blacklist 

Manager. The Blacklist Manager consists of blacklist table. It 

has attributes like pseudonym, unique token, and blacklist value. 

Before the Service Provider give access, it checks with the 
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blacklist table, if the pseudonym is present in the blacklist table, 

then the user is denied access to SP, else the user can access 

freely through the network and the Service Provider. 

All the connections of the user before the control was made  will 

be unlinked i.e the accessing information of user can’t be traced 

back. But after the complaint is made, were all the connections 

of the user will be linked. This above property helps in 

maintaining anonymity of the user, eventhough it is blacklisted. 

 

 

 

 

                                                                                  

 

 

 

  

 

                                                                 

   

 

    

      

                                                     

 

 

 

Fig1 System Architecture showing interaction between the       

nodes 

3. IMETHODOLOGY 
The main entities of this framework are the Pseudonym 

Manager, Blacklist Manager, user and the Service Provider. The 

Pseudonym Manager does the registration of new user, 

authentication and verification. The blacklist manager issues the 

unique tokens, maintains a blacklist table and link /unlink option 

based on whether the user access. The Service Provider registers 

with the blacklist manager which maintains a blacklist table. 

A. Blacklist Manager and Pseudonym Manager 

Blacklist manager controls the entire process of the whole 

architecture. Both the Service Provider and the Pseudonym 

Manager can be only accessed through the Blacklist Manager. It 

contains blacklist table which contains the attributes of  

pseudonym, tokens, blacklist status. 

Pseudonym manager controls the user activities. Users can 

access the anonymizing network only if they register with the 

Pseudonym Manager. It has knowledge about the routers in the 

anonymizing network. Pseudonyms are chosen based on 

controlled resources such that no two users can have the same 

pseudonym. The user connections are anonymous to Pseudonym 

Manager. It is created to reduce the load from the Blacklist 

Manager. It also acts as second server to the system. 

B. Time 

Tokens generated by the blacklist manager are bound to specific 

time periods called the linkability window. This linkability 

window is again divided small time intervals. Users’ access 

within a time period is tied to single token generated by the 

Blacklist Manager. The use of different tokens across time 

periods grants the user anonymity between time periods — 

smaller time periods provide users with higher rates of 

anonymous authentication, and likewise longer time periods 

rate-limit the number of misbehaviors from a particular user 

before he or she is blocked. 

 

 
 

The linkabikity window has two purposes i.e. allows dynamism 

since resources like IP address can get reassigned among 

different users so that is difficult to blacklist the resource for 

long time and it ensures forgiveness for some time after being 

misbehaved.  

C. Permission Control and Blacklist 

All the user details are maintained both at Pseudonym Manager 

and the Blacklist Manager. Authorized and unblocked users can 

access the anonymizing network. Blocked user cant access the 

network, but with the permission of the Blacklist Manager it can 

access. 

If the user misbehaves, service provider will link the future 

connections within current linkability window. Even though 

misbehaving user can be blocked from making any other 

connection, users past connection remain unlinkable.The service 

providers can subjectively judge users for any reason, since the 

privacy of  users are maintained. 

D. Notification of Blacklist Status 

Users expect their connections to be anonymous while using the 

anonymizing network. In case of misbehavior of user, its future 

connection will be linked. Therefore the user should be able to 

view their blacklist status while trying to connect to the service 

provider. The user is able to download the blacklist table can 

check whether he is on the list. If present, user disconnects 

immediately. 

E. User Details  and  User Access Control 

All the user details and the access history will be maintained at 

database of both the pseudonym manager and the service 

provider. If the user misbehaves all those history will be updated 

to both the database. 
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4. SECURITY MODEL 
This system provides four security goals. These goals help to 

resist the collision attacks. 

 Goals and Threats 

The user is a honest user if it obeys the system specification. A 

honest user becomes corrupt when it infer the knowledge that he 

is denied of and makes compromise with the attacker. The 

corrupt users reveal all information and deviates from the system 

specification. 

A. Blacklistability 

It ensures that any honest user can block the misbehaving users. 

If an honest user complains about  a misbehaving user in  current 

linkability window then that user won’t be able to reconnect. 

B. Rate Limiting 

No user can successfully connect to it more than once within 

single time period. 

C .Anonymity 

A legitimate user is the one who has not been blacklisted by the 

service provider and had not exceeded rate limit of 

reestablishment of connections. Anonymity protects the 

anonymity of all the users. The service provider just knows that 

the user is legitimate or not. 

D. Non Frameability 

Honest users who are legitimate can connect to the service 

provider preventing the attacker from framing the legitimate 

user. 

5. ANALYSIS AND RESULT 
Fig 3 shows size of the entities used in this framework. The x-

axis shows the number of entries i.e the complaints in the 

blacklist update request, tokens generated by the blacklist 

manager, seeds in the blacklist update response. Assume L be 

the number of time periods in the linkability window. And 

credential is the collection of tokens. 

 
Fig 3 Size of entities Vs Number of entries 

If linkablity window of one day is 5 minutes, then time period 

L=288.Each entity grows as number of entities grows. 

Credential and blacklist update request grows with the same rate 

because credential is same as complaint list sent when the 

blacklist table is to be updated. 

 

 

 
                            Fig 4  Performance Vs  Number of entries 

 

The above figure fig 4 shows the amount of time the blacklist 

manager takes to perform. Suppose it takes about 9ms to create a 

credential when L=288.Therefore a protocol that occurs only 

once every linkability window for each user wanting to connect 

to the service provider. For blacklist updates, the initial jump in 

the graph corresponds to the fixed overhead associated with 

updating the blacklist. If there is no complaint then it takes 

blacklist to less than millisecond for updating. 

6. CONCLUSION AND FUTURE WORK 
A framework is introduced in which helps in efficient and correct 

use of anonymizing network. Service provider can blacklist 

misbehaving users while maintaining their privacy and 

anonymity. This framework helps in practical, efficient and 

sensitive use of both user and service provider. This also 

increases the acceptance of anonymizing network which has been 

banned by different service providers due to misbehaving 

tendency of the users due to their anonymity. This is an 

application oriented software which simulates the blocking of 

misbehaving users in an anonymizing network. The resource used 

for generating pseudonym is the static IP address. 

This model can be implemented in larger network. This 

framework can be extended so that service provider can find 

repeated misbehaving users and block users for longer period of 

time. Finding repeated users means , there should be a provision 

to link between different linkability window. 
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