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ABSTRACT

The rapid development in the field of communication

has led to a very widespread dissemination of digital videos
leading to their significant production and circulation. The
advent of advanced technology has also led to a large scale
illegal distribution and piracy of digital videos. To identify the
source of piracy and to ensure the ownership and copyrights
of the original

creator we propose a watermarking technique to authenticate
the video.
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1. INTRODUCTION

With the growth of Digital Videos, there has been a rapid
increment in copyright and ownership issues along with
piracy of videos. Ownership issues arise in case of disputes
between two or more parties claiming the video while piracy
is illegal distribution of the videos without proper
authorization from the owner of the video.

To insure the authenticity of the video we propose a technique
to tactically place watermark in multiple frames of video.
“Digital watermarking is the process of embedding
information into a digital signal in a way that is difficult to
remove”[1]. “Video watermarking is relatively a new
technology that has been proposed to solve the problem of
illegal manipulation and distribution of digital video”[2].
Watermark can be kept visible on file or it can be hidden in
the file as required. Visible watermarks can be a logo or text
on frames of videos either in all frames or in just a few
selected frames. If it is present in selected frames then it
passes off without being noticed, due to high speed of change
of frames. Invisible watermarks or Hidden watermarks on
other hand are present in the file in such a way that they
cannot be sighted but have to be extracted. Watermarks
provide security in such a way that the ownership information
cannot be removed by anyone without significant loss of
quality to the data making it useless. The proposed algorithm
uses dynamic frame selection process making it impossible to
find a pattern in selection. Dynamic frame selection is a
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method where frames are selected at runtime based on the key
inserted by the user. We furthermore provide a corruption
technique to corrupt the videos if information is tried to be
extracted with incorrect keys.

The rest of the paper is organised as section Il for Proposed
Architecture, Section Ill for Proposed Algorithm, Section IV
for Experimental results and concluding with Section V
followed by references.

2. REATED WORK

The origins of watermarking go way back in history. Initially
used on currency notes and postage stamps to stop the
counterfeiting operations, watermarking became a widely
used concept to provide watermarks to digital data on
documents, files and then extending to reach out multimedia
objects like Digital Images and Digital Videos. Now-a-days
almost all digital videos are watermarked by their creators due
to rapid sharing and viewing of videos over the internet. A
few Video Watermarking techniques have been discussed
below:

2.1 JAWS [13]

Just Another Watermarking System or JAWS is designed by
Philips Research and targeted for embedding watermark for
broadcast system. This offers good real time performance and
used for DVD applications [4]. In this method, a normally
distributed reference pattern is generated with a secret key,
which is then used to generate a reference watermark pattern
as per following equation.

Wr = Pr — shift (Pr, message)

Where, Wr = generated watermark pattern
Pr = Normally distributed reference pattern
Message = Message to be embedded

This watermark is then perceptually shaped for each frame so
that the watermark remains perceptually invisible. Perceptual
shaping is done by taking activity measure of the frame
(complex texture has high activity, flat area has low activity)
and used for embedding information. An authorized detector
can find out the watermark by computing FFT and IFFT to
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obtain peaks of the normally distributed reference pattern and
watermark pattern. Peaks orientations provide sign
information of the embedded bits.

2.2 Spread Spectrum Technique [12]

Spread spectrum technique, as described in [1], is a simple but
very effective method for embedding digital watermark for
compressed domain video. This method assumes incoming
bitstream in H.261/H.263 or MPEG format. In this method,
video bit-stream is first parsed

syntactically and data related to header information, motion,
texture are separated out in separate buffers. Header
information and motion data are kept unchanged and simply
added to the output bit-stream without any alteration. DCT
data is computed by performing Huffman decoding and
inverse quantization. Watermark data, which is to be
embedded into the stream, is first suitably converted
(encryption may be used) so that it is amenable for addition to
the DCT data. Watermark data is then added to the obtained
DCT coefficients carefully so that it does not result in
increased bit-rate. Usually 10 to 20% of DCT coefficients are
altered in this manner. Altered DCT coefficients are then re-
quantized and Huffman coded and then added to the bit-
streams. The diagram below shows the technique. This
method of Watermarking by spreading watermark information
into DCT bits may result in degradation in the video signal
over a period of time. To avoid this problem, a method known
as “Drift Compensation” is applied. In this method, after a
certain interval, the difference between

watermark and un-watermarked signal is calculated and a drift
compensation signal is generated. Propagation error that
occurs due to Watermarking is subtracted from the drift
compensation signal. This generic method can be modified by
adding advanced tools liked gain control, bit-rate controller,
synchronization template for low-bit rate video.

3. PROPOSED ARCHITECTURE

The proposed algorithm is a unique blend of both visible and
invisible watermarking techniques aimed at providing secure
and efficient watermarks across a video. Fig. 1 gives an
overall view of data flow in the proposed algorithm. First and
foremost we extract frames from the video to be watermarked.
This selection is done based on the key, a 10 digit number,
provided by the user. The selection is done by very carefully
designed special functions such that watermarking is spread
evenly on the whole video and avoiding the clustering or
concentration of watermarked frames in one chunk. After
extracting the required frames

Original
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Video Frames
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Figure 1: Proposed Architecture

from the video we start applying the watermark on them. Here
we use both visible and invisible watermarks explained in
detail in next section. After watermarking the frames, we
insert them back in the video at their respective places and
assemble the video again. We also set up a passkey identifier
to give only five trials to the user. If the user inserts more then
5 wrong keys then it is assumed that he is trying to find the
watermarked frames by trying random keys or even brute-
force. If five wrong entries are made then the video is
corrupted leaving no data behind.

4. PROPOSED ALGORITHM
The proposed algorithm is divided into four procedures. We
start with accepting the digital video ‘V’ and a key ‘K’ where
‘K’ is 80 bits (Each 8 bits form one digit).We also provide the
watermark image to be stamped across and a text file ‘T’
where ‘T’ contains the information to hide in the
frames.Normally it is seen that the average FPS is 25 which
means there are 1500 frames approximately in every one
minute of video. We make 1% watermarking in every 1500
frames i.e. 15 frames are watermarked in every 1 min of the
video. Additionally we use 10 visible and 5 hidden
watermarks for every 1500 frames i.e. 1 visible watermarked
frame every 150 frames and 1 hidden watermarked frame
every 300 frames.
A. Procedure 1: Find and Extract Frames

Input: Digital Video, Key

Output: Selected Frames

1. Start.
Divide the key ‘K’ into 10 parts where each part is of
8 bits.

3. Using the following 10 functions we prepare offset
values from x1...x10 which are

If the passkey isab cd e fghiand jrespectively then

X1=ad X2 =gj
X3=ce X4 =fh

X5 = bi X6 =be

X7 =fi X8 = (X6+X7)
X9 = (X1+X3) X10 = (X4+X2)
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Here in first 7 functions we just join 2 digits and take its
decimal value as offset. While in last three functions we add
the values from first 7 functions. Here if any value goes
beyond 150 then we use the cyclic150 () method to keep it in
the range of 150. The above values are added to every
multiple of 150 to get the frame number. These frames are for
visible watermarking.

4. Using the following 5 functions we prepare the offset

values y1...y5 which are

If the passkey isab cde fghiand jrespectively then

Y1 = (e+f) +2(d+g) +3(c+h) +4(b+i) +5(a+j)

Y2 = (e+f) +2(c+h) +3(d+g) +4(atj) +5(b+i)

Y3 = (e+f) +2(a+j) +3(b+i) +4(c+h) +5(d+g)

Y4 = (Y1+Y2)-Y3

Y5 = (Y1+Y3)-Y2

Here if any value goes beyond 300 we use the cyclic300 ()
method to keep it in the range of 300. The above values are
added to every multiple of 300 to get the frame number. These
frames are for invisible watermarking.

5. Stop.

End Procedure 1

B. Procedure 2: Set Visible Watermarks
Input: Offset values X1...X10
Output: Visible Watermarked Frames

1. Start
Accept the watermark image.
3. Add the watermark image to every multiple of 150
plus the corresponding offset.
4. Stop
End Procedure 2

N

C. Procedure 3: Set Hidden Watermarks
Input: Offset values Y1...Y10, Key
Output: Hidden Watermarked Frames

1. Start
2. Accept the text file ‘“T".
Where (T.Size<=100Bytes)

3. Byte[] data=T.toBytes

4. Using the key we select 100 pixels randomly from the
frame and replace them with the text file data.

5. If text file is smaller than 100 bytes then put O in
empty places.

6. Stop

End Procedure 3

D. Procedure 4:Reassemble frames and set corruption
bits
Input: Reassembled Frames, Key Checksum
Output: Reassembled Watermarked Video

1. Start
2. Generate a checksum value of all the digits of the
passkey.

3. Store the checksum at the pixel position ‘i’ of frame
number ‘j” where
i = (V.Duration*10)
j = (V.FPS*8)
4.  Set the value of pixel (i+1) to 0 and increment every
time checksum goes wrong.
5. When (i+1) reaches 5 corrupt the video file.
6. Stop
End Procedure 4
With this we complete our proposed algorithm. After
watermarking the video insert the video and passkey to check
if the watermarking is done properly. The frame number of
frames with visible watermark will be displayed. We can even
get the text file hidden in the pixels of many frames.

5. EXPERIMENTAL RESULTS

The main focus of this algorithm is its dynamic and key
dependent frame selection technique. We have implemented
and experimented it using Java and some third party
software’s like 'Video to JPEG Convertor' and 'Total Video
Convertor'. The experimental results are as below which show
original frame and watermarked frame.

Figure 3: Watermarked Frame
The results prove that the algorithm is up to the mark for
watermarking and the results were as expected. One drawback
is the time factor because of the time taken in dividing and
reassembling the frames. This drawback can be overcome by
using a high configuration Multimedia Station.
6. CONCLUSION
Thus in the proposed algorithm we presented a novel
approach for frame selection in watermarking along with a
combination that is both effective and secure, providing a very
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good watermarking technique. The proposed algorithm is
dynamic, provides multiple watermarking and corruption
facilities along with small size covert communication facility.
In future this algorithm can be expanded by data mining,
decreasing the frame division time and dynamic key
verification and authentication technique.
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