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ABSTRACT 
Although methods for reaching security goals such as secrecy, 

integrity and authentication are widely used in the Internet, 

there is no widely-used solution providing anonymity. Onion 

Routing is a flexible communication infrastructure and one 

such application which enables users to have anonymous 

communication and yet is so reliable from eavesdroppers and 

traffic analyzers.  First it securely establishes the connection. 

To ensure the security well known networking and Public key 

Cryptographic techniques are utilized. Here the identities of 

the sender and the receiver are hidden by an onion structure, 

which is cryptographically layered data structure that defines 

the route through the onion routing network. After the route is 

established by making the entries into the routing table, the 

data is transmitted over the channel, which is also repeatedly 

encrypted. Once the data is transferred the connection is 

destroyed. Onion routing provides the efficient way of 

protection, which we have implemented. 
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1. INTRODUCTION 
Onion routing was conceived in 1996 by 

David.M.Goldschlag, Michael.G.Reed and Paul.F.Syverson 

for the Naval Research Laboratory’s research group in high 

assurance system [11]. It lives just beneath the application 

layer and is designed to interface with a wide variety of 

unmodified internet services by means of proxies. Onion 

routing is the mechanism in which the sender (initiator) and 

the receiver (responder) nodes communicate with each other 

anonymously by means of some anonymous intermediate 

nodes called as onion routers. It protects against traffic 

analysis and makes it very hard for an eavesdropper to 

determine who is talking to whom over the network. It 

concentrates on encrypting the packet header in such a way 

that only the intended destination understands that the packet 

is meant for him Onion routing is a type of anonymous 

communication that creates cryptographic circuits along an 

unpredictable route through a network of nodes called onion 

routers and passes traffic bidirectionally along those circuits 

with minimal latency [2]. Onion Routing is a distributed 

overlay network designed to anonymize TCP-based 

applications like web browsing, secure, shell, and instant 

messaging. Clients choose a path through the network and 

build a circuit, in which each node (or ―onion router‖ or 

―OR‖) in the path knows its predecessor and successor, but no 

other nodes in the circuit. Traffic flows down the circuit in 

fixed-size cells, which are unwrapped by a symmetric key at 

each node (like the layers of an onion) and relayed 

downstream [3]. Onion routing is widely used, and there are 

several similar protocols in use as well. The anonymity of the 

protocol is affected by the timing properties of the network, 

including timing delays on communication links, congestion 

at routers, and inaccuracies in local clocks. It also depends on 

user behaviour, such as how users choose destinations and the 

pattern of their traffic. The nature of the adversary is a factor 

as well. He may control small parts of the network, may be 

able to make observations at many points in the network, or 

may be able to move around the network during the operation 

of the protocol. We construct a model of the protocol that 

makes some concrete choices on these questions[5][6].  

Existing System: 

In the current scenario in order to connect to the 

internet the user must use a network. In this way the user can 

be traced back. So as we can see there is no privacy in this 

type of communication. In this way a third party can use this 

property to hack the information that the client wishes to keep 

the secret. In other ways the current network are prone to 

eavesdropping. In order to avoid these disadvantages the TOR 

network was developed for people who want to maintain their 

identity a secret. The idea of onion routing is to protect the 

privacy of the sender and recipient of a message, while also 

providing protection for message content as it traverses a 

network. Here we implement onion routing network. [5][6] 

 Proposed System : 

In the proposed system we implement a TOR network 

that provides the user with the advantage of privacy and 

security. The goal of Onion Routing (OR) is to protect the 

privacy of the sender and recipient of a message, while also 

providing protection for message content as it traverses a 

network of Onion Routers. The advantage of Onion Routing is 

that it is not necessary to trust each cooperating Router; if one 

or more router is compromised, anonymous communication 

can still be achieved. This is due to the fact that each Router 

in an OR network accepts messages, re-encrypts them, and 

transmits to another Onion Router. An attacker with the 

ability to monitor every Onion Router in a network might be 

able to trace the path of a message through the network, but 

an attacker with more limited capabilities will have difficulty 

even if he or she controls one or more Onion Routers on the 

message's path.  

Onion routing is a technique for anonymous communication 

over a computer network. Messages are repeatedly encrypted 

and then sent through several network nodes called onion 

routers. Each onion router removes a layer of encryption to 

http://www.onion-router.net/Publications/ACSAC-1996.pdf
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uncover routing instructions, and sends the message to the 

next router where this is repeated. This prevents these 

intermediary nodes from knowing the origin, destination, and 

contents of the message. The Tor Network is a low-latency 

anonymity, privacy, and censorship resistance network whose 

servers are run by volunteers around the Internet. This 

distribution of trust creates resilience in the face of 

compromise and censorship; but it also creates performance, 

security, and usability issues. The Tor Flow suite attempts to 

address this by providing a library and associated tools for 

measuring Tor nodes for reliability, capacity and integrity, 

with the ultimate goal of feeding these measurements back 

into the Tor directory authorities [12]. 

  Our objective in this paper is to analyze the concept 

of onion routing and to implement it for LAN. Onion Routing 

is a general-purpose infrastructure to support Private and 

anonymous communication over a public network. Preserving 

privacy not only means hiding messages sent, but also who is 

talking to whom (Traffic analysis) [11] 

 

2. ONION ROUTING OVERVIEW 
 Onion Routing is flexible, communication infrastructure that 

is resistant to both eavesdropping and traffic analysis. Onion 

Routing accomplishes this goal by separating identification 

from routing. It is a bi-directional, near real-time, and can be 

used for both setup and data movement. In the phase of 

connection setup an onion is formed. An onion is a 

cryptographically layered data structure that defines the route 

through the onion routing connection based and 

connectionless traffic. To use a network of onion routers, 

users randomly choose a path through the network and 

construct a circuit—a sequence of nodes which will route 

traffic.[4] Although onion routing may be used for 

anonymous communication, it differs from anonymous 

remailers in two ways: Communication is real time and 

bidirectional, and the anonymous connections are application 

independent. Onion routing's anonymous connections can 

support anonymous mail as well as other applications.[6] 

Onion routing has two main phases: Connection 

network. This onion is used as the destination address by 

onion routers in setting up the connection Onions themselves 

appear differently to each onion router as well as to network 

observers. After the connection is established, data is sent, 

which is repeatedly pre-encrypted with the keys that were 

carried in the onion as data moves through the anonymous 

connection, each onion router removes one layer of 

encryption, so it finally arrives as plaintext. This layering 

occurs in the reverse order for data moving backward. In this 

manner, data appears differently to both onion routers and 

network observers as it traverses the connection.[1]  

The primary innovation in onion routing is the 

concept of the routing onion. Routing onions are data 

structures used to create paths through which many messages 

can be transmitted. To create an onion, the router at the head 

of a transmission selects a number of onion routers at random 

and generates a message for each one, providing it with 

symmetric keys for decrypting messages, and instructing it 

which router will be next in the path. Each of these messages, 

and the messages intended for subsequent routers, is 

encrypted with the corresponding router's public key. This 

provides a layered structure, in which it is necessary to 

decrypt all outer layers of the onion in order to reach an inner 

layer. The onion metaphor describes the concept of such a 

data structure. [13]. 

 

 

Figure 1: Onion routing path 

2.1 Onion Routing Topology 

In onion routing, instead of making socket 

connections directly to a responding machine, initiating 

applications make connections through a sequence of 

machines called onion routers. 

 

 

                            Figure 2: Routing Topology 

The onion routing network allows the connection between the 

initiator and responder to remain anonymous. We call this an 

anonymous socket connection or anonymous connection. 

Anonymous connections hide who is connected to whom, and 

for what purpose, from both outside eavesdroppers and 

compromised onion routers. If anonymity is also desired then 

all identifying information must be removed from the data 
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stream before being sent over the anonymous connection. We 

call the onion routing network topology that we use in this 

paper the basic configuration. This is illustrated in figure. 2 

[5][6]. 

3.  ONION ROUTING SPECIFICS: 

Onion routing consists of the following steps:  

 Defining a route.  

 Constructing an anonymous connection.  

 Moving data through an anonymous connection.  

 Destroying the anonymous connection.  

When an onion proxy receives a message it first 

randomly selects a set of onion routers up to the destination 

by checking in its existing list of onion routers. It then uses 

public key cryptography to construct the onions in such a way 

that only the intended onion routers can peel off the outer 

layer. The following example illustrates the process.  

Consider the case where there are n onion routers 

numbered from 1 to n. The public and the private key of a 

particular router say i is denoted by Ipu and Ipr respectively. 

The onion proxy knows the public keys of all the onion 

routers in its list. The private keys are known only to that 

particular router. An encryption and decryption function is 

used to encrypt and decrypt the data. The encryption function 

is Ekey (data) and the decryption function is Dkey (data). 

Data encrypted by a public key can be decrypted by a private 

key and vice versa. Hence we have  

DI_public_key (EI_private_key (data)) = data. 
DI_private_key (EI_public_key (data)) = data [8][9]  

On receiving a packet the onion proxy selects a 

random sequence of routers from its list say 4, 3 and 5. So it 

constructs the onion in the following manner. It first encrypts 

the data packet with public key of 5 followed by public key of 

3 and finally 4. So the encrypted data now looks like E4pu 

(3’s IP address, E3pu ((5’s IP address, (E5pu (recipient’s IP 

address, data))))). This is then sent to onion router 4. Onion 

router 4 uses its private key to peel the outermost encryption 

layer. It finds the IP address of the next hop i.e. router 3. So it 

passes to router 3 the onion which now looks like E3pu ((5’s 

IP address, (E5pu (recipient’s IP address, data)))). Again 

router 5 uses its private key to peel the outermost encryption 

layer. It finds the data and the recipient’s IP address and 

concludes that it is the final anonymous hop to the destination. 

It simply forwards the packet to the destination.  

Thus sending an onion over a chosen path creates a 

virtual circuit. This circuit is bidirectional i.e. the destination 

can also send a message to the source along the same path. In 

the given example it simply encrypts the data with its private 

key and forwards it to onion router 5. Erecipient_private (IP 

address, data). Onion router 5 then encrypts it with its private 

key and forwards it to 3 as E5pr (Erecipient_private (IP 

address, data)). Similarly router 3 and 4 also encrypt it step by 

step with their private key and outer 4 sends it to the onion 

proxy that initiated connection with it. The data that is 

received by the onion proxy looks like E4pr (E3pr (E5pr 

(Erecipient_private (IP address, data)))). The onion proxy 

now uses the public keys of these routers and decrypts each 

layer of the onion, using the outermost layers key first. It 

retrieves the data and simply routes it to the sender. Since the 

size of the onion reduces as it nears the destination an attacker 

can infer details about the destination. To avoid this onions 

are padded at each onion router to maintain the size of the 

onion. Padding is simply adding redundancy.  

   
          Figure 3: Structure of onion at intermediate nodes 

 This is a really big advantage because it complicates traffic 

analysis, as an attacker cannot infer location or other details of 

the destination by getting hold of an onion. Every onion router 

has details of only its previous and next hop. So even if an 

onion router has been compromised the attacker can only get 

the encrypted onion with the next hop. He will not be able to 

decrypt the onion without the private keys and hence will not 

infer any valuable information from it[5][6][7]  

Since the size of the onion reduces as it nears the 

destination an attacker can infer details about the destination. 

To avoid this onions are padded at each onion router to 

maintain the size of the onion. Padding is simply adding 

redundancy. This is a really big advantage because it 

complicates traffic analysis, as an attacker cannot infer 

location or other details of the destination by getting hold of 

an onion. Every onion router has details of only its previous 

and next hop. So even if an onion router has been 

compromised the attacker can only get the encrypted onion 

with the next hop. He will not be able to decrypt the onion 

without the private keys and hence will not infer any valuable 

information from it.[5][6][7].  

Each layer of onion also contains an expiration 

time. An onion router is to ignore expired and replayed 

onions. Further if the connection breaks during the routing 

process then all the onion routers are informed via a destroy 

message. Ensuring that all onion are of the same size, timing 

information of the circuit is obfuscated and adding noise 

makes traffic analysis very difficult.  
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3.1 Attacks 

There are two types of attacks [7][8]: passive and active ones. 

Passive here means that the attacker has no own nodes in the 

network and cannot modify messages, but can only listen to 

traffic. Assuming that an attacker can listen to all the traffic 

might be paranoid if you consider for instance the Internet. 

But still a government or intelligence organizations might 

record a huge amount of Internet traffic or get access to 

particular interesting traffic, for example the communication 

of one person. For active attacks the attacker modifies 

messages and controls a fraction of the nodes. One of the 

ideas of onion routing is that the user does not trust a single 

server but uses a route of nodes and assumes that at least one 

of them is not compromised. It has to be assumed that an 

attacker can only control a fraction of nodes such that the 

chance that all nodes of one route are controlled by her is 

small enough. But even with only a small fraction of nodes 

there are some possible attacks. The content a user sends 

could also possibly tell something about her identity. 

Examples for this are information a browser sends to a 

website like referrers or cookies 

It is susceptible to denial of service attacks. This can 

be done by forcing onion routers to do a large number of 

cryptographic operations by many sending packets to it. 

Eventually the router simply ends up doing cryptographic 

operations and is not able to forward packets. This can be 

mitigated using client puzzles. Here the onion proxy (i.e. the 

server) forces a requesting client to complete a puzzle before 

it allocates resources. This forces an attacker to find additional 

resources. But puzzle solving has an impact on the latency 

although it reduces DOS vulnerability. [9]An attacker can 

record data going on between routers and can compromise a 

router at a later stage, to acquire private key and decrypt data. 

This can be avoided by using a session key between 

communicating parties. The session key is used to encrypt 

data and is valid only for the duration of the communication. 

The benefits of onion routing are protection against corrupt 

nodes, and protection of origin, destination, and message 

content along the path. Its drawbacks include the necessity of 

end-to-end encryption for full protection and performance. 

4.  GENERAL DESIGN 

4.1 RSA Algorithm 

Public-key cryptography, also known as asymmetric 

cryptography, uses different keys for encryption and 

decryption. In order to encrypt data, a pair of cryptographic 

keys has to be generated once, a public and a private key. The 

private key is kept secret and is used for decryption. The 

public key is published and can be used by anyone who wants 

to send an encrypted message to the person owning the private 

key. Another mode of operation is used for message signing. 

If a message is signed with a private key, anyone in the 

possession of the corresponding public key can verify its 

origin and authenticity. OR uses RSA cryptography for the 

tunnel setup 

RSA involves a public key and a private key. The public key 

can be known to everyone and is used for encrypting 

messages. Messages encrypted with the public key can only 

be decrypted using the private key. The RSA algorithm used 

to generating keys for encryption and decryption in the  

implementation of  secure distributed onion routing 

protocol[10] [12] 

4.2 Key Generation Algorithm 

1. Generate two large random primes, p and q, of 

approximately equal size such that their product n = 

pq is of the required bit length, e.g. 1024 bits.   

2. Compute n = pq and (φ) phi = (p-1) (q-1).  

3. Choose an integer e, 1 < e < phi, such that gcd (e, 

phi) = 1.   

4. Compute the secret exponent d, 1 < d < phi, such 

that ed ≡ 1 (mod phi).   

5. The public key is (n, e) and the private key is (n, d). 

Keep all the values d, p, q and phi secret. 

 n is known as the modulus.  

 e is known as the public exponent or encryption 

exponent or just the exponent.  

 d is known as the secret exponent or decryption 
exponent. 

4.2.1 Encryption: 

 

Sender A does the following:- 

1. Obtains the recipient B's public key (n, e).  

Represents the plaintext message as a positive integer m.  

2. Computes the cipher text c = me mod n.  
3. Sends the cipher text c to  

4.2.2 Decryption 

Recipient B does the following:- 

1. Uses his private key (n, d) to compute m = cd mod 

n.  

2. Extracts the plaintext from the message 
representative m.  

4.3 Key length 

When we talk about the key length of an RSA key, we are 

referring to the length of the modulus, n, in bits. The 

minimum recommended key length for a secure RSA 

transmission is currently 1024 bits. A key length of 512 bits is 

now no longer considered secure, although cracking it is still 

not a trivial task for the likes of you and me. The longer your 

information is needed to be kept secure, the longer the key 
you should use.  

4.4 Construction of Onion 
Once the route has been defined, corresponding number of 

key seed materials are generated corresponding to every node 

in the route. First the standard structure is encrypted with the 

onion Key of the last node in the route obtained by hashing its 

key seed material once with SHA1. In the current 

implementation only DES encryption is used for encryption 

with the keys generated. The onion layer corresponding to the 

last node which is of 28 bytes is appended with a random 

http://en.wikipedia.org/wiki/Key_%28cryptography%29
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string of 100 bytes to bring it to a total length of 128 bytes = 

1024 bits and then encrypted with the public key of that 

particular router using RSA algorithm with a block size of 

1024. Note that these public keys are assumed to be known 

beforehand. The encrypted message is made up to size of 

1024 bytes and appended before the encrypted standard 

structure to form the onion at first step. This onion is 

encrypted with onion key of last but one node in the route and 

then appended at the end of RSA encrypted onion layer 

corresponding to last but one node. This procedure continues 

till the onion is formed by adding onion layers for all the 

nodes in the route. This onion is then broken into cells and 

transmitted to the node. A router on receiving the 

corresponding 

cells of the onion, combines them to reconstruct the onion, 

decrypts the onion layer with its private key using RSA 

algorithm. Then decrypts the remaining onion from the hash 

of key seed material obtained in the onion layer. Adds a 

padding of arbitrary string to make up for the decreased size 

of onion due to stripping of onion layer and then sends this 

padded onion to the next node in the route. 

 5. RESULTS 

An implementation of the project in java tested on 

Netbeans6.9.1. The different modules which we have 

implemented for the secure distributed onion routing are 

OnionApp, KeyGenrator, IpAddress, dns-server, clientApp, 

severApp, KeyReader.  Expected results of the distributed 

security using onion routing are: 

 

              Figure 4: Running DNS Server with encryption 

results 

Step 1: First run DNS Server on one machine using Netbeans 

Step 2: Run Onion Application on different machine in 

network 

 

 

                    Figure 5: Running Onion Routers to share files 

 

                  Figure 6:  Share files with destination 

Step 3: Share the files between the choosen terminal which 

are encrypted 

 

                   Figure 7: Select files on onion routers 

Step 4: The shared data or files are shows on destinations 

which are decrypted  
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           Figure 8: Results after file sharing on OR.  

Step 5: The results of Encryption and Decryption of data 

shared between different end systems are shows on DNS 

Server Because DNS Server act as an Onion Router between 

the different terminals and route the encrypted and decrypted 

data among the terminals. 

These are the results shown the actual routing of data. Where 

the data is encrypted and decrypted with onion layers when 

data will pass through the different terminals which are in the 

networks. So here the results getting with the Onion Routing 

features 

6. CONCLUSION 
Here we presented a protocol called Onion Routing. The 

purpose of Onion Routing is to protect the anonymity of a 

user who wants to communicate over a network. To judge the 

level of anonymity it is important to take the intention of the 

attacker into account because it has to be evaluated if the 

effort is worth the benefit for an attacker. Onion routing 

provides protection against adversaries who what to gather a 

large amount of information by doing traffic analysis for 

example for commercial reasons. For such adversaries there is 

no benefit of getting only communication data of a small 

number of persons and attacking a large number of parties 

costs too much effort. But if the goal is to really hide with 

whom one is communicating it is always possible to reveal 

hat. Anonymous connections may be used as a new primitive 

that enables novel applications in addition to facilitating 

secure versions of existing services. Anonymous socket 

connections provide protection against both eavesdropping 

and traffic analysis. Although our focus is on anonymous 

connections, and not anonymous communication, anonymous 

communication is also possible by removing identifying 

information from the data stream. Onion routing's anonymous 

connections are application independent and can interface 

with unmodified Internet applications by means of proxies. 

Our implementation of onion routing includes 

proxies for Web browsing, e-mail, and remote login. 
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