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ABSTRACT 

The IEEE 802.16 (or) Worldwide Interoperability for 

Microwave Access (WiMAX) [7] is a standards-based 

technology enabling the delivery of last mile wireless 

broadband access with quality of service (QoS) guarantees, 

security, and mobility. For security in WiMAX the privacy 

sub layer of the MAC layer has the main objective to protect 

service providers against theft of service but not securing 

network users [12]. It is obvious that the privacy sub layer 

only secures data at the data link layer, but it does not ensure 

complete encryption of user data. To secure the networks, the 

IPSec protocol may be the most effective and suitable 

protocol to secure end-to-end network layer communication 

[2]. In the current scenario, existing method do not provide 

security level for end to end communications. The security 

algorithms namely TWOFISH [5] and BLOWFISH [26] are to 

encrypt the packets with best security levels for end to end 

communications. Analyses are done between these two 

algorithms with the existing encryption algorithms, from that 

TWOFISH is the best security algorithm and BLOWFISH is 

the fastest algorithm. 
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1. INTRODUCTION 
WIMAX technology is a telecommunications system 

technology that offers transmission of wireless data via a 

number of transmission methods; such as portable or fully 

mobile internet access via point to multipoint links. The 

WIMAX technology offers around 72 Mega Bits per second 

without any need for the cable infrastructure. WIMAX 

technology is based on Standard that is IEEE 802.16, it 

usually also called as Broadband Wireless Access. WIMAX 

Forum created the name for WIMAX technology that was 

formed in June 2001 to encourage compliance and 

interoperability of the WIMAX IEEE 802.16 standard [16]. 

WIMAX/802.16 is based on physical and data link layer of 

the OSI reference model where physical layer is single-carrier 

(PHY) layer and the data link layer is subdivided into logical 

link control (LLC) and medium access control (MAC) 

Sublayer. MAC layer is based on burst Time Division 

Multiplexing (TDM) layer and is again subdivided into 

Convergence Sublayer (CS), Common part Sublayer (CPS) 

and finally the security Sublayer (SS). 

WIMAX physical layer is based on the orthogonal frequency 

division multiplexing. WIMAX MAC layer set an interface 

between the physical layer and the higher transport layer. In 

the MAC layer, security sub layer is responsible for 

authentication and encryption processes and privacy and key 

management protocol (PKM) [2] is responsible for user 

privacy from theft of services. Here the main theme is privacy 

sub layer of the MAC layer in WIMAX protects service 

providers against theft of service but not the network users. It 

is obvious that the privacy sub layer secures data only at the 

data link layer, but it does not ensure complete encryption of 

user data. The IPSec protocol may be the most effective and 

suitable protocol to ensure secured end-to-end network layer 

communication in NETWORK LAYER [11]. WIMAX 

Network layer security provides end-to-end security across a 

routed network and can provide authentication, data integrity, 

and encryption services.  

2. EXISTING WORK 

 

            Fig 1: WiMAX Protocol Layers 

In WiMAX, Privacy sub layer is used to provide security. 

Where more no of attacks are possible in this layer, in this 

case we need an alternate solution to provide better security 

between subscriber station and mobile station. The security 

concept in WiMAX is shown above. 

3. RELATED WORK  
Rizvi et al. [1] have discussed the basic design and the 

security issues of the AES and Twofish encryption algorithms 

for Text, Image and Sound Encryption. Both the algorithms 

have the equivalent safety factor. For the text encryption AES 

is faster than Twofish but with increasing RAM Twofish 

become faster than AES. For Image Encryption AES is faster 

but with increasing RAM Twofish performs at same speed. 

For Sound Encryption Twofish performs better than AES and 
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with more RAM, its speed increases even more. So RAM size 

affects more the performance of Twofish. Nowadays, the 

system has high configuration such that RAM size and 

HARDDISK size is high. So with high configuration Twofish 

will perform faster. 

Christos Xenakis et al. [2] have proposed IPSec packetization 

overhead depends on the selected security protocol are AH 

and ESP. The ESP header includes the security parameter 

index and sequence number field. The ESP trailer, which 

contains the padding, the pad length, and the next header 

fields, is placed after the IP packet. When the authentication 

service of IPSec is selected, an additional field, the ESP 

authentication data field is added after the ESP trailer. The 

AH consists of the fixed size fields and the field of 

authentication data. IPSec has two mode of operation as 

Tunnel and Transport Mode. In transport mode the 

aforementioned IPSec specific fields (i.e., ESP header, AH 

header, ESP trailer and authentication data field) are inserted 

within the transmitted IP packet. In tunnel mode, a new IP 

header is added in each IPSec-protected packet in addition to 

the IPSec specific fields. IPSec adds an additional space 

overhead with the processing overhead by increasing the size 

of the final transmitted packets. For better security and 

secured communication IPSec is the protocol. 

Alex Biryukov et al. [3] have proposed the known attacks 

breaking 7, 10, 12 rounds for respective key sizes (128, 192, 

256), with very high complexities. Where Related-key attacks 

on the full 14-round 256-bit key AES was said to be Biclique 

Cryptanalysis. Multi Collisions, Pseudo-Collisions, Local 

Collisions, Key Schedule and distinguisher are the problem 

with full AES. They show the first related-key attack on the 

full AES-256 with 296 data and time complexity and 265 

memory which works for 1 out of every 235 keys on average. 

AES sub keys only have small differences between the round 

10, 12, and 14, due to that to find an unknown key partition all 

the possible keys into a set of groups. 

Trung Nguyen et al. [4] have mentioned that 802.16 standard 

was designed to specialize point-to-multipoint broadband 

wireless transmission in the 10-66 GHz spectrum with only a 

light of-sight (LOS) capability. But with the lack of support 

for non-line-of-sight (NLOS) operation, this standard is not 

suitable for lower frequency applications. Therefore in 2003, 

the IEEE 802.16a standard was published to accommodate 

this requirement. Then, after being revised the final standard 

was 802.16-2004 which corresponds to revision D. In 2005, 

an amendment to 802.14-2004, the IEEE 802.16e was 

released to address the mobility which enables mobile stations 

(MB) to handover between BSs while communicating. In 

WiMAX, MAC layer and Physical layer is used to send the 

packets over the network, but there is many attacks are 

possible in these layers, such as in physical layer Jamming 

attack, Scrambling attacks are possible. In MAC layer, the 

threats are Masquerading threat, Man in the middle attack and 

Denial of Service attacks are possible. In the near future, 

when WiMAX achieves a maturity level, it would have a 

great opportunity to be a successful wireless communication 

technology. 

Bruce Schneier et al. [5] have proposed a Twofish - 128-bit 

block cipher that accepts a variable-length key up to 256 bits. 

The cipher is a 16-round Feistel network with a bijective F 

function made up of four key-dependent 8-by-8-bit S-boxes, a 

fixed 4-by-4 maximum distance separable matrix over 

GF(28), a pseudo-Hadamard transform, bitwise rotations, and 

a carefully designed key schedule. Keys should be as short as 

possible. It is much harder to design an algorithm with a long 

key than an algorithm with a short key. They found it easier to 

design and analyse Twofish with a 128-bit key than Twofish 

with a 192- or 256-bit key in their design process. Twofish 

keys should be as short as possible. Twofish is Not breakable 

and with more rounds it gives high security, herewith it is 

theoretical but since no practical. 

Aamer Nadeem et al. [6] have mentioned four of the popular 

secret key encryption algorithms, i.e., DES, 3DES, AES 

(Rijndael) and Blowfish have been implemented and the 

performance is compared by encrypting input files of varying 

contents and sizes on different hardware platforms. The 

performance of a block cipher and stream cipher varies with 

the block size and key size. The larger the block size, the 

faster will be the algorithm. The smaller the block size, the 

algorithm will be slower due to execution of cycles. In the 

end, the results were presented which conclude that the 

Blowfish is the fastest algorithm. A proposed direction for the 

future work could be to analyze the performance/security 

trade-off in greater depth. For instance, an algorithm with 

more complex rounds and a larger number of rounds is 

generally considered more secure.  

Rakesh Kumar Jha et al. [7] has mentioned the anticipated 

technology for wireless broadband access, the WiMAX is 

finally starting to be available in the market with the aim to 

provide high data rates and provide interoperability of vendor 

devices at the same time. WiMAX has many salient 

advantages over such as: high data rates, quality of service, 

scalability, security, and mobility. Vulnerabilities and threats 

associated with both layers in WiMAX (Physical and MAC 

layers). At PHY layers, jamming can be considered a major 

threat. At MAC layer, critical threats include eavesdropping 

of management messages. WiMAX is still under development 

and need more research on its securities vulnerabilities. In the 

near future, when WiMAX achieves a maturity level, it would 

have a great opportunity to be a successful wireless 

communication technology. 

Naganand Doraswamy et al. [11] have mentioned that IP 

Packets have no inherent security. It is relatively easy to forge 

the addresses of IP packets, modify the contents of IP packets, 

replay old packets, and inspect the contents of IP packets in 

transit. Therefore, there is no guarantee that IP datagram‟s 

received are (1) from the claimed sender (the source address 

in the IP header); (2) that they contain the original data that 

the sender placed in them; or (3) that the original data was not 

inspected by a third party while the packet was being sent 

from source to destination. IPSec is a method of protecting IP 

datagram‟s. IPSec protects IP datagram‟s by defining a 

method of specifying the traffic to protect, how that traffic is 

to be protected, and to whom the traffic is sent. IPSec can 

protect packets between hosts, between network security 

gateways (e.g., routers or firewalls), or between hosts and 

security gateways. The method of protecting IP datagram‟s or 

upper-layer protocols is by using one of the IPSec protocols, 

the Encapsulating Security Payload (ESP) or the 

Authentication Header (AH). AH provides proof-of-data 

origin on received packets, data integrity, and antireplay 

protection. ESP provides all that AH provides in addition to 

optional data confidentiality. 

Abdul Elminaam et al, [14] has described the most common 

encryption algorithms namely: AES (Rijndael), DES, 3DES, 

RC2, Blowfish, and RC6. The performance measure of 

encryption schemes will be conducted in terms of energy, 

changing data types such as text or document and images- 

power consumption, changing packet size and changing key 

size for the selected cryptographic algorithms. First there is no 
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significant difference when the results are displayed either in 

hexadecimal base encoding or in base 64 encoding. Second in 

the case of changing packet size, it was concluded that 

Blowfish has better performance than other common 

encryption algorithms used, followed by RC6. Third in the 

case of changing data type such as image instead of text, it 

was found that RC2, RC6 and Blowfish has disadvantage over 

other algorithms in terms of time consumption. Finally in the 

case of changing key size, it can be seen that higher key size 

leads to clear change in the battery and time consumption. In 

decryption, Blowfish is better than other algorithms in 

throughput and power consumption. The second point should 

be notice here that RC6 requires less time than all algorithms 

except Blowfish.  

Víctor A. Villagra [15] has described that IPSec has three 

main functionalities (1) Authentication only (AH), (2) 

Encryption + Authentication (ESP), (3) Key Management 

Functions (ISAKMP). IPSec has transmitted as a new header 

in the IP datagram between the original header and the 

payload. In ESP, data are encrypted and a new datagram 

trailer is added. Authentication Header provides support for 

the authentication and integrity of the IP datagram‟s. 

Encapsulating Security Payload provides (1) Content 

Confidentiality, (2) Limited traffic flow confidentiality, (3) 

Optionally authentication services like AH. Where IPSec is 

the protocol used to protect the packets between end-to-end 

networks in WiMAX. Encryption algorithms are used to 

protect the traffic for better security. 

4. PROPOSED WORK 
In our proposed work, WiMAX Network layer is used to 

provide End to End security with complete encryption of data. 

Later wise, important security algorithm is needed to avoid 

the attacks. For that case IPSec [22] is the protocol used in 

Network Layer in WiMAX and Twofish is the Encryption 

algorithm to encrypt the packets then MD-5 is the 

authentication algorithm used to authenticate the message. 

4.1 IPSec 
IPSec supports two security protocols, namely, the 

authentication header (AH) and the encapsulating security 

payload (ESP). 

 The Authentication Header [23] Protocol is used 

when the integrity and authenticity of the IP packet or its 

payload must be protected but not necessarily the 

confidentiality of the packet itself. 

 The Encapsulating Security Payload [24] Protocol 

is used to encrypt and encapsulate either the transport layer 

payload or the entire IP packet. 

We used IPSec protocol for secured communication in 

network layer. For complete encryption of user data, tunnel 

mode is used to secure the packets from host to host, network 

to network, host to network. 

IPSec protects IP datagram‟s by defining a method of 

specifying the traffic to protect, how that traffic is to be 

protected, and to whom the traffic is sent. IPSec can protect 

packets between hosts, between network security gateways 

(e.g., routers or firewalls), or between hosts and security 

gateways. For example, end-to-end authentication between 

hosts and security gateways, IPSec protect the data through a 

tunnel. 

IPSec is a suite of protocols and it is important to understand 

how these protocols interact with each other and how these 

protocols are tied together to implement the capabilities 

described by the IPSec architecture. The ESP and the AH 

documents define the protocol, the payload header format, and 

the services they provide. 

IKE generates keys for the IPSec protocols. IKE is also used 

to negotiate keys for other protocols that need keys. There are 

other protocols in the Internet that require security services 

such as data integrity to protect their data. IKE uses the 

language of ISAKMP to define a key exchange and a way to 

negotiate security services. IKE actually defines a number of 

exchanges and options that can be applied to the exchanges. 

The end result of an IKE exchange is an authenticated key and 

agreed-upon security services in other words, an IPSec 

security association. IKE defines how security parameters are 

negotiated and shared keys are established for other protocols. 

IPSec [15] is a suite of protocols and it is important to 

understand how these protocols interact with each other and 

tied together to implement the capabilities described by the 

IPSec. The ESP and the AH define the protocol, the payload 

header format, and the services they provide. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 2: IPSec Architecture 

A DOI (Domain of Interpretation) document defines many 

things: a naming scheme for DOI-specific protocol identifiers, 

the contents of the situation field of the ISAKMP SA payload, 

the attributes that IKE negotiates in a Quick Mode and any 

specific characteristics that IKE needs to convey.  

Policy is the security interface between human and computer. 

Policy is not a standard. However, the main challenge with 

policy is its definition and representation at a higher level, and 

then mapping it so that IKE and IPSec protocols can access it 

efficiently and unambiguously. 

Both the Authentication Header and Encapsulating Security 

Payload Protocol support two modes of use [15]:  

Transport Mode: 

   It protects the upper layer protocols, only the packet 

payload is encrypted. In transport mode AH and ESP protect 

the transport header. The transport mode of IPSec can be used 

only when security is desired end to end. 
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Tunnel Mode: 

    All the packets are encrypted, including the IP header, 

and it is encapsulated as a payload in a new IP packet. In the 

case of tunnel mode, IPSec encapsulates an IP packet with 

IPSec headers and adds an outer IP Header. If the security 

services are provided end to end, transport mode is better 

because it does not add an extra IP header. 

4.1.1 Authentication Data 
MD-5 (Message Digest) is the algorithm used to authenticate 

the data for packet transmission. MD-5 does not perform any 

encryption or decryption, and it is just used to create a 

message digest for authentication and integrity.To mention the 

wired or wireless transmission TCP/UDP protocol is used in 

tunneled mode. The ICV is calculated by passing the key from 

the SA and the entire IP packet (including the AH header) to 

the algorithm identified as the authenticator in the SA. Since 

the mutable fields have been zeroed out the actual values are 

not included in the ICV. The ICV value is then copied into 

authentication data field of the AH and the mutable fields in 

the IP header can be filled in. AH processing is now complete 

and the AH-protected IP packet can be transmitted. 

Depending on the size of the packet, it might be fragmented 

prior to placing on the wire or it might be fragmented in 

transit by routers between the two IPSec peers. 
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Fig 3: Authentication Data 

4.1.2 ESP Computation 
To specify the protocol address, IPv4 or IPv6 is used to reach 

the destination from the source. To mention the wired or 

wireless transmission TCP/UDP protocol is used in tunneled 

mode. If the block size is 64 bits and the last block of input is 

only 48 bits, it may be necessary to add 16 bits of padding to 

the block prior to performing the encryption (or decryption) 

operation. The pad length field simply defines how much pad 

has been added so that the recipient can restore the actual 

length of the payload data. The next header field indicates the 

type of data that is contained in the payload data field what 

ESP is actually protecting. The SPI is a very important 

element in the SA. An SPI is a 32-bit entity that is used to 

uniquely identify an SA at the receiver.  

Security context or SA is a contract between two hosts 

communicating securely and indicates the parameters, such as 

keys and algorithms. The sequence number is a 32-bit field 

and is used in outbound processing. The sequence number is 

part of both AH and ESP header. The sequence number is 

incremented by 1 every time the SA is used to secure a 

packet. 
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Fig 4: ESP Computation 

This field is used to detect replay attacks by the destination. 

The actual data being protected by ESP is contained in the 

payload data field. The length of this field therefore depends 

on the length of the data. The protected data field is also used 

to contain any initialization vector that an encryption 

algorithm may require. To authenticate and to hide the data, 

ESP is used in IPSec protocol. 
 

5. SIMULATION RESULTS AND 

DISCUSSIONS 

5.1 Simulation Model and Parameters 
We use NS 3 [9] to simulate our proposed work in Mobile 

WiMAX IEEE 802.16e, to provide End to End Security in the 

IPSec protocol. By analysis of various cryptographic 

algorithms we use the simulation tool to view the graphs for 

throughput, space overhead and for the processing time. 

In our simulation, mainly Twofish and Blowfish is compared 

with the previously used algorithms as AES, DES, 3-DES, 

MD-5 [32] for analysis of each. 

Table 1. Processing Time for 100-MIPS Processor in 
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We have considered three types of processors in our 

simulations: 100, 400, and 800 MIPS [30]. In Figure 5, we 

have illustrated the results derived from Table 1. We can see 

that the 3-DES algorithm has the highest processing time, 

whereas the Twofish requires slightly more processing time 

than the AES due to the complexity of algorithm but it have 

high security. MD5 does not require much processing power 

because it does not perform any encryption or decryption, and 

it is just used to create a message digest for authentication and 

integrity. Finally, Blowfish has low processing time because it 

is a fastest algorithm than any other encryption algorithm. 

 

 

 

Fig 5: The processing times for a 100-MIPS processor 

In the same context, Table 2 and Figure 6 show the required 

processing times for each security setup when a 400-MIPS 

processor has been used. We have noticed that 3-DES 

algorithm still has the highest required processing time, 

whereas AES and Twofish have approximately the same 

processing time with light variation. Since Blowfish has low 

processing time due to its fastest encryption. 

Table 2. Processing Time for 400-MIPS Processor in 

Milliseconds 

 
 

 

       

 

Fig 6: The processing times for a 400-MIPS processor 

 
 

 

Fig 7: The processing times for an 800-MIPS processor 

Likewise, Figure 7 and Table 3 have showed the processing 

time for 800 MIPS-processor, where the same 3-DES has 

highest processing time than any other algorithms. Moreover, 

when increasing the processor size the processing time for 

Twofish is reduced and equals the AES encryption algorithm. 

Such that there is not much delay in Twofish, when MD-5 is 

combined with Twofish it performs better than other 

algorithms and so Blowfish is the fastest algorithm in all 

cases. 

The amount of data transferred from one place to another or 

processed in a specified amount of time is throughput. In fig 

8, throughput is measured for various cryptographic 

algorithms, among those Twofish + MD-5 performs better 

result rather than any other algorithm. Hence one note is 

Blowfish performance is high but gives low security rather 

than Twofish. From these criteria we may know that when 

giving high security and larger RAM sizes with any algorithm 

it performs better than anyone. Similarly this is the figure 

which is used to preview the throughput for 500 kbps data rate 
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with 100, 400, 800 MIPS processors in the WiMAX Network 

layer IPSec protocol. 

Table 3. Processing Time for 800-Mips Processor in 

Milliseconds 

 

 

Fig 8: Throughput for 500 kb/s data rate with 100, 400 

and 800 MIPS Processors 

 

Fig 9: Throughput for 1000 kb/s data rate with 100, 400 

and 800 MIPS Processors 

In fig 9, throughput is measured for 1000 kbps data rate for 

various cryptographic algorithms, when the data rate is 

increased throughput is reduced for each encryption 

algorithm. 

Figure 10 is illustrated by using the space overheads of the 

IPSec for each security algorithm. The figure gives very 

important information, because it computes the payload ratio 

(application packet size/final packet size) for different security 

services and compares it with the payload ratio when WiMAX 

payload header suppression (PHS) is used. 

 
 

Fig 10: The space overhead of the IPSec according to 

each security algorithm option 

By analyzing the results and Biclique cryptanalysis [13], we 

have concluded that Twofish and Twofish+MD5 are best 

algorithms rather than Blowfish and other algorithms for 

encrypting the packets, as they do not require much 

processing power like other algorithms and provide the best 

security level for end-to-end communications [38]. 

6. CONCLUSION 
WiMAX technology is analyzed and the security issue has 

been found out in Security Sub Layer in Mac Layer. For End 

to End security in WiMAX networks, IPSec protocol is used 

for complete Encryption of user data in the Network Layer. In 

the IPSec protocol for encryption and authentication, Twofish 

[5] and Blowfish [26] algorithms are used for better security 

over WiMAX in Network Layer to provide the packet 

transmission as secured form. Communication between Base 

Station and subscriber station, IPSec is the protocol used to 

encrypt, authenticate and hide the data using ESP tunnel mode 

operation. 
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