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ABSTRACT

Visual Secret Sharing (VSS) encrypts secret images into n
shares and decryption is done through the human vision. But,
traditional visual cryptography scheme is restricted to the
number of secret images or the performance of recovered
image is not good. The proposed scheme shares multiple
images using gray level mixing with real size image recovery
and has improved contrast of recovered images with use of
inspection function. We propose a scheme that can share m
binary secret images into n rectangular gray level share images.
The low computation bit plane encoding scheme uses concept
of Extended Visual Cryptography scheme (EVCS) to have
meaningful shares that can easily managed and reduce attention
of hackers over communication channel. In first phase, m
images are broken into shares using conventional EVCS. Each
image is broken into n individual binary shares. In the second
phase, the respective shares of every image are combined with
stacking the shares, since each share works as a bit plane in
gray image.

Keywords— Visual Secret Sharing(VSS), Extended Visual
Cryptography Scheme (EVVCS), bit plane encoding, contrast

1. INTRODUCTION

With the advancement in Network Technology, large amount
of digital data is transferred over communication channel via
Internet, which provides instant access or distribution of digital
content. So, security is a crucial problem in the transmission.
Secret may be intercepted from transmission process.
Traditional cryptography scheme encrypt data into cipher text
which cannot be recognized by intruders. But decoding of
cipher text requires large amount of computation for providing
more security.

In 1979, Shamir[1] and Blakley[2] proposed secret sharing
scheme which uses the concept of (k,n) threshold scheme, one
secret message is separated into n shares. When at least
k(2<k<n) are combined, secret image is revealed. Visual
cryptography is a type of secret sharing proposed by Naor and
Shamir[3], respectively, which utilizes human’s own vision
system to recover secret information and combines notion of
cipher and secret sharing in cryptography with that of raster
graphics.

A number of new schemes focus on transferring multiple
images [4-10]. Most of the previous developed scheme encode
one pixel at a time and have a great pixel expansion. To reduce
the problem of pixel expansion many schemes have been
developed that deal with a number of pixels to encode in a
single runoff the method [12-14].

The shares generated by the traditional visual cryptography
schemes are nearly all disorganized images. The Hacker may
break the shares, although he may not know the secret. So,
many researchers gave constructions of VVCS for the general
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access structure called EVCS [15-20] which give meaningful
shares instead of random shares. In 2005, Lukac and
Plataniotis [12] proposed an image encryption scheme using
VCS with bit plane encoding.

In this paper, we propose EVCS for multiple secret sharing.
Firstly, multiple images are encoded using simple VCS
technique. Using bit by bit extraction, m images are changes
into grey scale shares from binary images. EVCS is applied on
these grey-scale images to generate meaningful shares. This
scheme extend previous scheme to generate innocent-looking
shares using EVCS.

The rest of the paper is organized as follows. Section 11 briefly
describes the fundamentals of visual cryptography scheme.
Then, the proposed scheme is demonstrated in Section IlI.
Section IV illustrates several experiment results. Finally,
concluding remarks are given in Section V.

2. RELATED WORK
A. Extended Visual Cryptography

Naor and Shamir [3] introduce the concept of visual
cryptography. The secret image is encrypted into n
meaningless random looking shares and decryption is done by
stacking shares together. OR operation is applied on the
different transparencies T =T, T, ...., T,,. Detailed operation
of VCS is:-

@ vy ..viiy ..U =0
v 1/ €0}
@ vy ...viiy .. =
v efo1)a ) e

Where, I,ij represent pixel at (i,j) position of k"
transparency Ty, 1 < k < n.

The stacking rules for two pixel values are:

White, if both pixels are white
Pixel Value =

Black, otherwise

Definition 1: A (k, n)-threshold EVCS can be constructed by
the values ap(m),ag(m),d and a family of 2" pairs of

collections  {(B~)}, . efb,w} which satisfy the
following three conditions:

1) For eachC; .....Che {b,w}, the relative difference
ap(m), the threshold d satisfy that for each S € vi}'““c’l the OR
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V of any k of the n rows meets H(V) < d — agp X m;
whereas, for any SeBbCl“"‘C" itresultsthat H(V) = d

2) For each C; .....C, € {b,w} and for any subsets
{iy ....ig} of {1,...,n} with ¢ < k, the two collection of

q X m matrices Dfl with t € {b,w} obtained by

distinguish in the sense that they contain the same matrices
with the same frequencies.

3) For any i €{1,...,n} and any
Ci,......,Ci-1,Ci1,...,Cn€{b, W} it results that

MiNngey, (H(Si) - maxSeuw(H(Si))) = as;(m).m
Where,

— Ci..Ci1
Hy = UCl..,....,ci_l,Ci+1,...,an{b,W} B w bCi+1-------Cn

and,

— Ci...Ci-1
Hpw = Ucl..,....,ci_l,ci+1,...,cne{b,w} B b bCHl.......Cn

The first condition states that q qualified set of users, stacking
their shares (or transparencies) can correctly recover the secret
image. The second condition is related to the security of the
scheme, it implies that by inspecting the shares one cannot gain
any secret information on the shared image even though he
knows the original images of all n shares we started with.
Finally, the third condition implies that the original images are
not “modified”.

B. Multi-secret Sharing VCS

Definition 2: (kq, ko, ..... k,) is a multi-VSS, in which n is
total participants and 1<k; <k, <..... kp <n. any k;
participants can and only can recover the secret s; (1 <i <
h).

The definition above is just the basic description of multi-VSS,
that is (1 < i < h) persons can recover one secret image once
at most. However, if p € (k;, k;yq1), it is unknown that
whether p participants can recover s;.

1. Hsu Method for secret sharing:

This method proposed a scheme to share multiple secrets using
arbitrary angle rotation and eliminate the restriction of some
specified angles (0,90°,270° etc.) defined in previous
multiple secret schemes. This scheme uses angle rotation
among entire 3600 circles arbitrarily. This problem reduces the
problem of limitation of secret message but arises the issue of
the quality of reconstructed image. Arbitrarily angle rotation
degrades the image quality of reconstructed image.

| SECRET | MYSTERY

Figure 2. The results of Hsu’s scheme with an angle 72°

Our proposed scheme uses inspection function to have better
contrast in reconstruction and seeks same size as original secret.

C. Xiaotian Wu and Wei Sun ‘s Scheme

Those random-looking shares generated by Lukac and
Plataniotis’s scheme attract more attention from the
eavesdroppers over the communication channel. Xiaotian Wu
and Wei Sun [13] proposed a scheme that removes the
drawback of Lukac’s scheme. Their scheme proposes a bit
plane based image sharing scheme using EVCS that can share
one greyscale secret image into n innocent-looking shadows.

3. THE PROPOSED SCHEME

This section proposed a multi-secret sharing and recovering
processes of the scheme. In order to share multiple secret
images in n meaningful share images, scheme is proposed to
hide m secrets and to reveal the secrets with bit by bit
extraction. The proposed scheme denoted as a (k, n) multi-VSS
is based on k-out-of-n extended visual secret sharing scheme
for m secret images. It uses n grey level meaningful
shares S;,S,,...S, with 2™-1 intensity level. Each share is
generated by mixing the grey level of binary shares generated
by each individual image. A grey scale image having intensity
level 2™-1 can be broken into m bit planes by extracting a
single position bit from all pixel value and each bit plane of the
image is a binary matrix that can be supposed as a binary
image. If we consider this approach as a grey level
decomposition of an image then the reverse of the approach
can be applied by mixing the grey level to generate a single
grey scale image from multiple binary images using eq (1).
Further discussion of this section explain the detailed
description of the scheme with an instance of (2, 2)-EVCS to
transfer 8 binary images.

S(l,]) = Sbl(irj) ZN_1+ sz(i,j) 2N_2+....
+ Spn-1(L)) 2+ Spn(i,)) ®
D. Meaningful Grey level Share Generation

The previous random looking shares have a great interest of
hackers. This problem has been resolved by many
watermarking scheme applied on generated shares with VVCS.
With the introduction of EVCS this problem become resolved
without using any other watermarking technique but shares
generated by EVCS for single binary images have a large
impact of noises generated either by network transmission or
by attackers. The aim of proposed study is to reduce the impact
of these noises on shares and transfer of multiple mages. The
share generation phase can be defined as follows:

M binary secret images of size w x h each are taken to transfer.
A single value of pixel P(i, j) of secret image is represented in
binary form, 0 to represent white and 1 to represent black.

In the first step, extended visual cryptography is used with n
binary cover images to generate n binary shares of every secret
image such that out of n at least k shares are required to recover
the image. A simple demonstration of a single pixel
decomposition using EVCS is shown in Figure 3.
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Figure 3. Pixel based Extended Visual Cryptography

In the second step, all the n shares of m secret images are
stacked in the manner that each binary image combined as a
single bit plane as shown in eq (1). The corresponding shares
of different images are considered as single bit plane at same
position in all generated grey scale shares. Eight binary images
are decomposed into two shares using (2,2)-EVCS. Each share
from different image is a meaningful image. The corresponding
shares of every image is generated using the same binary cover
images i.e. the first share is generated using the first cover
image and second share of every image is generated using
second cover image.

FOR I = 1to8
[Image,.Sharel,Image;. Share2] =
EVCS_2_2(Image;, coverimaget, COVe€Timage2);

END

Then these generated binary shares are combined using a
simple procedure called grey level mixing. The pseudo code
for this can be written as follows:

FORI = 1:2xh
FOR] = 1:2xw

Sharel(l,]) = 0;
Share2(1,]) = 0;
FORk = 1:8

Sharel(l,]) = Sharel(l,]) + (pow(2,k — 1) *
Imagey.Sharel(l,]));

Share2(i,j) = Share2(l,]) + (pow(2,k — 1) *
Imagey.Sharel(l,]));
END
END
END
E. Secret Revealing Phase

In the secret revealing stage, when any q > k shares are

collected, original image is reconstructed using following steps.

Step 1. All the collected meaningful grey scale shares are
decomposed into the m binary bit planes using eq (1) that are
corresponding to each binary share of secret image.

Step 2. Decryption using Human Vision: To reveal the original
secret by human vision, stack the corresponding binary shares
to recover the original binary secret image. Staking of two
shares can be considered as the OR operation performed on
every bit of two binary shares as shown in eq (2).

0, BSH](x,y) = 0(1 < j < q)

(2) 1, otherwise

Step 3. Decryption using inspection function: The i original
secret Image;” can be recovered by inspecting the
corresponding blocks in S, The inspecting function is
formulated in Eq.(3).

1,HB = d
Image;*= 3)
0, otherwise

Where, HB is the hamming weight of the blocks in Sy
associated to location (X, y) and k define the value of threshold
that is used in EVCS. This inspecting function recovers the
secret image with original size and real contrast as discussed in
section IV.

F. Verification of Effectiveness for Proposed Scheme

Effectiveness of VVSS can be measured through the two aspects:
contrast and security over communication channel. Contrast is
determined using the number of sub-pixels in secret image. Our
proposed scheme uses bit plane encoding with little amount of
computation at receiver side which increase the contrast of
secret image. Security is attained when shares are transferred
over communication channel does not reveal any information.
The brief comparison of proposed scheme with different
developed scheme is presented in Table 1.

Contrast

Contrast is defined as difference between black and white sub-
pixels in reconstructed image. Hamming weight HB,, defined
the black pixel in k" block after reconstruction of the image.
Contrast depends upon quality of reconstructed images. With a
very little computation at receiver end for using inspecting
function we can recover the image with original contrast.

Security

Security of proposed algorithm can be defined at two levels. It
inherits the security feature of EVCS and the mixing of
multiple images reduces the effect of multiple network attacks.
Proposed scheme uses random permutation for encryption of
sub-blocks of secret images SI; andSI,. Each block in share
consists of 2n — 1 black sub-pixels and white sub-pixels. Our
scheme is robust against various attacks. To test robustness of
proposed algorithm, shares images were subjected to various
attacks which may affect our reconstructed image. Table 2
gives image quality parameters against different kind of
blurring attacks. We evaluate the PSNR value [21-22], which is
a commonly accepted criterion to evaluate the visual quality of
the reconstructed image. If any intruders get information about
the any one of share including size and number of blocks of
shares, does not able to get the information about second share.
So hit rate to reveal the information about second share and

secret images are (Zn—rtl)xy/n , Where block size of each
share(x,y)is2 X y.
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Table 1. Comparison of Proposed scheme with previous methods

Scheme Hsu et. al.[8] Feng et al.[9] Proposed Scheme
No. of secret Contrast | Pixel expansion | Contrast Pixel expansion Contrast Pixel expansion

2 1/4 4 1/6 6 1/4 4

3 - - 1/9 9 1/4 4

4 - - 1/12 12 1/4 4

n - - 1/3n 3n 1/4 4

4. EXPERIMENTAL RESULTS

In this section, experimental results of the proposed sharing
scheme are demonstrated. To implement the proposed scheme
eight 128 x 128 pixels binary secret images are used. A (2, 2)-
threshold EVCS is implemented using MATLAB R2009b in this
experiment that uses two binary cover images to generate two
meaningful shares. Two grey scale output shares of the proposed
sharing scheme are represented in Figure. 4(a) and 4(b). The
histogram of generated grey scale shares illustrates the
distribution of intensity level as shown in Figure 4(c) and 4(d).
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Figure 4. Grey scale share and histogram generated using
proposed scheme, (a)sharel, (b)share2, (c) Histogram of
Sharel, (d) Histogram of Share2
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When the two shares are collected, the secret image can be
perfectly recovered by two different decryption approach defined
in section 111.B. The reconstructed images using human vision are
shown in Figure 5(a)-5(h).

(b) (© (d)

U] (@ (h)
Figure 5. Reconstructed Images using Human Vision, (a)
Imagel, (b) Image2, (c) Image3, (d) Image4, (e) Image5, (f)

()

Imagesb.
(a) (b) (c) (d)
(e) () (9) (h)

Figure 7. Reconstructed Images using Inspection, (a)
Imagel, (b) Image2, (c) Image3, (d) Image4, (e) Image5, (f)
Image6.

The contrast of recovered images can be improved using
inspection function. It also recovered the images with real size as
the secret images have. The results of inspecting function are
shown in Figure 6(a)- 6(h).

Table 2 shows the impact of various attacks on shares during
transmission. The two most widely criteria Mean Square Error
(MSE) and Peak Signal to Noise Ratio (PSNR) for image quality
are used to define the impact of various attacks. The descriptive
values shown in Table 2 are an average of test performed on all
share images. A diagrammatic representation of MSE and PSNR
is shown in Figure 7.
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Figure 7. MSE and PSNR values on different attacks
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Table 2 Impact of Different Blurring effects on Shares and recovered Images

Noise Type MSE PSNR NK AD Effect of noise on
reconstruction
Salt and Pepper | 0.0529875 | 60.892375 | 0.952313 | 0.0274125
Salt and 0.09155 | 58.5158875 | 0.918938 | 0.0452625
Pepper(v=0.09)
Poison 0.30005 | 53.7318875 | 0.73495 | 0.1496
Speckle 0.312945 | 53.2453575 | 0.71601 | 0.1658025

5. CONCLUSIONS

This paper proposed a multiple secret sharing scheme based on
EVCS and grey level mixing. The share generated using
proposed scheme have an intensity of 2™ — 1 for sharing m
binary images. The shares generated are some meaningful images
that have less influence of various network attacks. This scheme
can be used to share multiple images without the need of
designing new codebook. It uses the previous codebook defined
for extended visual cryptography.
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