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ABSTRACT

Static HTML was provided as a tool to display pictures and
inert information. Consequently, as the internet and web
access became more and more ubiquitous so too did the needs
of those users who were accessing web applications. A
“denial-of-service” attack is characterized by an explicit
attempt by attackers to prevent legitimate users of a service
from using that service. A novel server-side defense scheme is
proposed to resist the Web proxy-based distributed denial of
service attack. The approach utilizes the temporal and spatial
locality to extract the behavior features of the proxy-to-server
traffic, to protect weak signals from the interference of
infrequent large values. Then, a new hidden semi-Markov
model is proposed to describe the time-varying traffic
behavior of Web proxies. The new method reduces the
number of parameters to be estimated, and can characterize
the dynamic evolution of the proxy-to-server traffic rather
than the static statistics. It converts a suspicious traffic into a
relatively normal one by behavior reshaping rather than rudely
discarding.
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1. INTRODUCTION

Web based attacks focus on an application itself and functions
on layer 7 of the OSI. John of the Gartner group claims that
nearly 70% of all attacks occur at the application layer
Application vulnerabilities could provide the means for
malicious end wusers to breach a system's protection
mechanisms typically to take advantage or gain access to
private information or system resources. A “denial-of-service”
attack is characterized by an explicit attempt by attackers to
prevent legitimate users of a service from using that service. It
includes attempts to “flood” a network, come in a variety of
forms and aim at a variety of services. Flack crowd is
characterized by the implicit attempt by user can access the
web pages if the website respond in a certain time then the
user sends the number of request for the page. A Web proxy
may be turned into an attacker by two steps: attacker sends
attack requests to a Web proxy and forces it to forward the
attack requests to the origin server; attacker disconnects
connections between itself and the proxy. the attack traffic is
mixed with the regular client-to-proxy traffic by each proxy
that forwards the traffic, Reference Characteristics[2]. In the
final a proxy-to-server traffic, there is no obvious difference
between the normal traffic and the attack traffic except their
underlying purposes. Thus, the victim server is hard to
accurately identify and filter the attack requests .In this paper,
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three driving mechanisms are defined: Normality, Transition,
and Abnormality. The problem of resisting the proxy-based
HTTP attack is equivalent to searching the Abnormality state
of a Web proxy’s access process and filtering those suspicious
requests caused by the Abnormality state. Methodologies are
the process of analyzing the principles or procedure for that
making the resource available to the users by minimizing the
workload of the website by recognizing and blocking the
hackers Reference Characteristics [3].

2. METHODOLOGY

The deployment of Web application firewalls is the only
proven method of protecting critical Web applications.
Application firewalls operate at the application layer, not the
network (or IP packet) level. They efficiently terminate all
application sessions and perform a full, bi-directional parsing
of all application data. By inspecting the actual HTML
communications and understanding the context of all client
requests and application responses in which these are sent to a
Web server, an application firewall can enforce correct
application behavior and block malicious activity [16].

2.1 Share Trading

The user can view the list of movie which is currently in play
and get the details about the movie from the home page.
When the user selects the specified movie from the list then
they can access the details about the movie by passing query
to the application and the details are fetched from the text files

2.2 Web Service

Web service is the technology which is used to put up all the
business logic codes to the single application so that whatever
the codes which is required by the application can be used by
the specific websites by passing parameters to the specific
web methods .It contains code for processing the user
input.[9]

2.3 Web Proxy

Web proxy module helps to avoid burdens of origin server by
receiving the request from client and forwarding it to origin
server in order to get aggregated response Reference
characteristics [15].

2.4 HTTP Attacker

Attacker will make suspicious request by initiating bulk of
same URL request to the web proxy and he will force the web
proxy to forward those requests to origin server [15].
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2.5 Attack Detection

We can separate the normal user request and suspicious
request that are generated by both client and attacker. Then we
will discard those suspicious http requests[14].

3. SYSTEM ARCHITECTURE

To resist the Web proxy-based distributed denial of attack.
The approach utilizes the temporal and spatial locality to
extract the behavior features of the proxy-to-server traffic,
which makes the scheme independent of the traffic intensity
and frequently varying Web contents. A nonlinear mapping
function is introduced to protect weak signals from the
interference of infrequent large values. Then, a new hidden
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semi-Markov model parameterized by Gaussian mixture and
Gamma distributions is proposed to describe the time-varying
traffic behavior of Web proxies, Reference
characteristics[5]. The new method reduces the number of
parameters to be estimated, and can characterize the dynamic

evolution of the proxy-to -server traffic rather than the static
statistics. Two diagnosis approaches at different scales are
introduced to meet the requirement of both fine-grained and
coarse grained detection. Soft control is a novel attack
response method proposed in this work. It converts a
suspicious traffic into a relatively normal one by behavior
reshaping rather than rudely discarding Reference

characteristics [3].
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Fig 1: Proxy to Server traffic

4. TYPES OF ATTACKS

4.1 Web Based Attacks

4.1.1 Spoofing

Spoofing is the act of mimicking another user or process to
perform a task or retrieve information that would normally not
be allowed. An attacker could use a crafted HTTP request
containing the session id information from another user and
retrieve the targeted users account information [14].

4.1.2 Denial of service

Denial of service attacks are likely the most well-known of all
application attacks, often generated by malicious users,
competitors or script kiddies. Motivations for this type of an
attack range from personal to political reasons in hopes of
stifling an organization’s ability to field online business.
Famous examples include attacks upon SCO a couple of years
ago by individuals upset about lawsuits aimed at LINUX
Reference Characteristics [9].

4.1.3 Insecure Direct Object Reference

A direct object reference occurs when a developer exposes a
reference to an internal implementation object, such as a file,
directory, database record, or key, as a URL or form
parameter. Attackers can manipulate those references to

access other objects without authorization Reference

Characteristics [10].
4.2 General Attacks

A Denial of Service attack is an attempt by a person or a
group of persons to cripple an online service. Distributed
denial-of-service attacks (DDOS) pose an immense threat to
the Internet users to keep endorsed users of a website or web
service from accessing it, or limiting their ability to do so. A
flash event (FE) is a large surge in traffic to a particular Web
site causing a dramatic increase in server load and putting
severe strain on the network links leading to the server, which
results in considerable increase in network traffic. A denial of
service attack (DOS) is an explicit attempt by attackers to
prevent legitimate users of a service from using that service.
We interpret this definition broadly---we consider any attempt
to undermine a Web site to be a denial of service attack.
Network traffic anomaly detection can be done through the
self-similar analysis of network traffic. In this case, the
abnormal condition of network can be indicated by
investigating if the performance parameters of real time data
locate at the acceptable ranges Reference Characteristics [10].

4.2.1 Flash Crowd Attack
A Denial of Service attack is an attempt by a person or a
group of persons to cripple an online service. Distributed
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denial-of-service attacks (DDOS) pose an immense threat to
the Internet users to keep endorsed users of a website or web
service from accessing it, or limiting their ability to do so. If a
DDOS attack or flash crowd attack occurs during a flash
event, a Web server should aim to ignore DDOS requests and
handle the legitimate requests. This requires the Web site to
be able to distinguish between the two sets of requests and
block both types of attacks Reference Characteristics [10].

4.2.2 Traffic Pattern Attack

Traffic patterns as seen by the Web site are important for
several reasons. Overall traffic volume determines how much
a server should provision resources to keep the site
operational up to a certain level. If server load exceeds its
maximum tolerance level which is pre-defined by its capacity,
the server begins to slow down and can be driven to a
shutdown. Thus, watching traffic patterns allows us to
articulate the period when an unusually large number of
clients can overwhelm a site and how much time the server
has from the start of an FE or DDOS to take defensive
measures [9].

5. TEMPORAL AND SPATIAL
LOCALITY BEHAVIOR[6]

To resist the Web proxy-based distributed denial of service
attack. The approach utilizes the temporal and spatial locality
to extract the behavior features of the proxy-to-server traffic,
which makes the scheme independent of the traffic intensity
and frequently varying Web contents, Reference
characteristics [15, 16].

5.1 Temporal Locality

Temporal locality refers to the property that a referencing
behavior in the recent past is a good predictor of the
referencing behavior to be seen in the near future, whereas the
resource popularity metric only represents the frequency of
the requests without indicating the correlation between a
reference to a document and the time since it was last
accessed.

5.2 Spatial Locality

Spatial locality refers to the property that objects neighboring
an object frequently accessed in the past are likely to be
accessed in the future. Spatial locality indicates correlation
among a cluster of HTTP requests, capturing spatial locality
can help mine the access behavior of Web proxies.

6. HIDDEN SEMI MARKOV MODEL
HMMs and HSMMs are, first of all, that both are built from
two stochastic processes: an observed process and an
underlying  ‘hidden” (unobserved) process Reference
Characteristics [6]
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e  Stl:t2=i - state i that the system stays in during the
period from t1 to t2. In other words, it means St1=1,
Stl+1 =i...and St2=i. Note that the previous state
St1—1 and the next state St2+1 may or may not be i.

Observations ¢, 0y 03 04 05 05 .o or
I R T O 4
Time 1 2 3 4 5 6 e T
——— —_—
Duration ¢ d e,
State seq I o Iy
Transitions 4 4 4

e Hidden states : tHg"(TRUE). mstates of-"a'lméystem that
may be described by a Markov process (e.g., the
weather).[6]

e  Observable states: the states of the process that are
“visible' (e.g., seaweed dampness).

e  S[tl1:t2] =i — state i which starts at time t1 and ends
at t2 with duration d =t2 —t1 + 1. This implies that
the previous state Stl—1 and the next state St2+1

must not be i.
e  S[tl:t2=i — state i that starts at time t1 and lasts till
t2, with S[t1=1i, St1+1 =i, ..., St2=i, where S[t1=

i means that at t1 the system switched from some
other state to i, i.e., the previous state stl—1 must
not be i. The next state St2+1 may or may not be i.

e  Stl:t2] =i - state i that lasts from t1 to t2 and ends
at t2 with St1=1i, St1+1 =i, ..., St2] = i, where St2]
= i means that at time t2 the state will end and
transit to some other state, i.e., the next state St2+1
must not be i. The previous state St1—1 may or may
not be i.

Web proxy’s access behavior by an HSMM, each hidden
semi-Markov state represents a driving mechanism of a type
of proxy-to-server traffic. Two driving mechanisms are
defined: Normality, and Abnormality. The problem of
resisting the proxy-based HTTP attack is equivalent to
searching the Abnormality state of a Web proxy’s access
process and filtering those suspicious requests [16] .

P{5r+1. = 5r+1.:] |{5f‘ = St.Sr—L =St g "SE‘J = 50}:P
Ii-:'-"rn. =5als = Sr]

7. ALGORITHM USED

Gaussian distributions and Gamma distributions in
Hidden semi-Markov Model (GGHsMM)

A hidden semi-Markov model (HSMM) is an extension of
HMM by allowing the underlying process to be a semi-
Markov chain with a variable duration or sojourn time for
each state. Therefore, in addition to the notation defined for
the HMM, the duration d of a given state is explicitly defined
for the HSMM. The basic HSMM consists of a pair of
stochastic processes:

The Observed process {ot} and the hidden semi-
Markovstate process {Xt}, where t = {1; 2;...}isthe
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number of observation (also called event). {ot} is associated
with {Xt} by the conditional distribution depending on the
state process that is a finite-state semi-Markov chain. To
model a Web proxy’s access behavior by an HsMM, each
hidden semi-Markov state represents a driving mechanism of
a type of proxy-to-server traffic. In this paper, three driving
mechanisms are defined: Normality, Transition, and
Abnormality [6]. The problem of resisting the proxy-based
HTTP attack is equivalent to searching the Abnormality state
of a Web proxy’s access process and filtering those suspicious
requests caused by the Abnormality state. Given a behavior
model (i.e., HsSMM), this objective can be achieved by
seeking the optimal underlying semi-Markov chain for an
observed proxy-to-server traffic. The reasons for using the
GGHsMM are as follows:

It has been proved that a finite mixture of Gaussian
components can  model/approximate any continuous
distribution with arbitrary precision if a sufficient number of
components is provided and the parameters of the model are
chosen correctly.

Gamma distribution is a flexible distribution to express
different distributions of practical signals by adjusting its two
parameters. Moreover, our preliminary experiment has
showed that the Gamma distribution is more flexible
than other single-form distributions to fit the various duration
distributions of the hidden states. The GGHsSMM has fewer
parameters to be estimated than the discrete HSMM, which
greatly reduces the computational complexity[9].

8. CONCLUSION AND FUTURE
ENHANCEMENT

In this proposal, we tried to filter the attack traffic from the
aggregated proxy-to-server traffic, which is a new problem for
the DDoS detection. A novel resisting scheme was proposed
based on temporal and spatial locality. GGHsSMM, multi
precision diagnostic method and soft-control were proposed to
improve the detection performance. This IP trace back scheme
helps to determine some restrictions to attacker in order to
prevent websites from n — number of time attacks refused by
attacker can be included. Spatial locality refers to the property
that objects neighboring an object frequently accessed in the
past are likely to be accessed in the future.
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