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ABSTRACT 

Distributed Denial of Service (DDoS) attacks continue to 

harm servers using intense wars against popular ecommerce 

and content websites. The short term and long term types of 

popular DDoS attacks can be detected, prevented and 

mitigated using the proposed novel Qualified Vector Match 

and Merge Algorithm (QVMMA) in real time. 14 feature 

components are used to generate an attack signature in real 

time and stored in dynamically updated DDoS Captured 

Attack Pattern (DCAP)30database. It is effective in detecting 

new and old attacks. Persistent DDoS attacks cause financial 

damage or reputation loss by loss of the company‟s valuable 

clients. The server‟s availability is heavily compromised. 

Popular websites Github and BBC UK faced DDoS attacks in 

2015. Long term DDoS attack directed on Github continued 

for over 118 hours34,35. Short term DDoS attack experienced 

by BBC36 website caused its patchy response. The main crux 

of the problem is the absence of a way to differentiate 

between attack records and legitimate records while the attack 

is occurring in real time. Several methods1-31,37-42,43 are listed 

in brief in the paper. Post mortem solutions are not applicable 

in real time. Available real time solutions are slow. QVMMA 

is an ideal faster real time solution to prevent DDoS attacks 

using Statistical Feature Vector Generation. Matlab is used for 

DDoS real time simulation where the topologies (bus, star, 

abilene network) are created using OMNET++33. QVMMA 

generates and uses Statistical Feature Vector for Attack 

Signature Generation, Matching and Identification only for 

qualifier satisfied records. The web server‟s log files used as 

input to QVMMA are according to W3C log format 

standard34. Experimentation is completed with exhaustive 336 

cases. Four networks are tested with 5, 8, 10, 13 nodes. 

Performance evaluation of QVMMA concludes EER is 11.8% 

when threshold is 1.6. Using model of FAR and FAR, the 

trendline provides threshold at 1 with EER at 10%. Abilene 

network achieves best result. As the number of attackers, 

nodes and intermediate routers increase, detection time 

increases. If threshold is increased, the accuracy reduces. If 

the number of nodes increases, accuracy increases. Thus it is 

concluded that QVMMA can be used for effective layer 3 

DDoS Prevention and Mitigation in real time based on results 

generated in Matlab simulation. Extended results are 

provided. A model is provided in this paper to predict the 

detection time for any number of attackers. Other models are 

provided based on data collected through experimentation to 

formulate a relation between detection time, accuracy, Actual 

Attack Traffic Passed Rate (A_ATPR) with respect to the 

number of attackers. The corresponding correlation 

coefficient and regression coefficient are calculated to identify 

and conclude the strong relationships. This paper focuses on 

results and discussion on studying the effects and trend 

observed based on increasing the number of attackers during a 

DDoS attack.  Thus QVMMA is fast enough to be used in real 

time to detect and mitigate short term or long term layer 3 

Denial of Service(DoS) and more complex DDoS attacks. 
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1. INTRODUCTION 
Distributed Denial of Services (DDoS) is an illegal online 

web attack where the attacker uses coordinated botnet, an 

army of „zombies‟ to compromise the availability of victim 

server by flooding11,12 it with innumerable requests beyond 

server‟s capacity. This layer 3 attack is very easy to conduct 

as many DDoS attack tools available in dark web. DDoS 

attacks are very difficult to detect as actual attacker conceals 

itself behind the set of innocent „zombies‟ who may be 

unaware that a large scale attack is being launched on victim 

server through them. These innocent „zombies‟ are secondary 

victims but the primary main victim is the targeted server.  

The crux of problem is absence of a way that can effectively 

differentiate between the legitimate records and illegitimate or 

attack packets in real time. QVMMA provides such a 

distinction between legitimate and illegitimate packets. 

Feature vector can be effectively used to detect and identify 

DDoS attack records at different layers. The attack records 

that are identified are dropped for preventive mitigation of 

DDoS attack on victim. One in five companies worldwide 

become a DDoS attack victim. Such attacks remain active 

causing prolonged damage from a few hours to several weeks. 

Deccan Chronicle34,35, dated April 29, 2015, reported above 

statement as conclusion of Kaspersky Lab‟s and B2B‟s 

international survey with categorizing two types of DDoS 

attacks: “a powerful short term attack or persistent long 

running campaign”.  Both the short term and long term types 

of popular DDoS attacks can be detected, prevented and 

mitigated using the proposed novel Qualified Vector Match 

and Merge Algorithm (QVMMA) in real time.  QVMMA 

algorithm proposed is tested in this paper can be used to 

prevent DDoS attacks before they harm the target victim 

server. The different techniques available for DDoS detection 

is listed in section 2.  This paper discusses the QVMMA 

algorithm for DDoS detection and mitigation. QVMMA is a 

novel technique proposed in this paper with 14 feature 

components. Matlab simulation is used to test the proposed 

algorithm on simulated network created in OMNET++. 

2. LITERATURE SURVEY 
Existing classification of techniques and systems for DDoS 

solutions distinguished based on deployment location and 

basic concept1-30,43 used to detect DDoS attacks are listed in 

Fig. 1. Solution can be pre or post mortem. Proposed 

QVMMA is pre mortem real time which can be implemented 

as a host based solution and it can be extended to be 

implemented as network based solution for better results. 

Statistical methods are simpler and faster in real time as 

compared to other available methods in literature survey. 

There can be 3 types of DDoS attacks based on the layer in 

the TCP/IP networking stack the DDoS attack is directed 

upon. They are : Layer 3, Layer 4 and Layer 7. Next Section 3 
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discusses QVMMA algorithm. 

 

Figure 1 : Different Traffic Anomaly detection methods 

available in literature
1-30, 43

 

3. QVMMA ALGORITHM 
QVMMA stands for Qualified Vector Match and Merge 

Algorithm used for DDoS detection and mitigation in real 

time. The steps in QVMMA algorithm43can be divided into 2 

sequences. Sequence 1 is for training the DCAP database and 

sequence 2  

Sequence 1: Online Generate Attack Vectors from DDoS 

attacks to store and train DCAP database: 

1. Run the Matlab simulation for DDoS attack to 

identify Attack Vectors or Attack signatures in real 

time. Program randomly selects the source port 

address, data packet or payload size. Random 

number of virus generated requests with random 

number of legitimate requests are generated by 

simulation. 

2. Derive the feature components fc1, fc2, fc3….fcn 

where n=14. 

3. Create feature vector FV from above components: 

FV={fc1,fc2,fc3,fc4……fcn} 

4. Create feature vector characterizing each attacker 

(may differ for each tool): A1, A2,A3……..An. 

5. Create General Attack Vector(GAV) which serves 

as a summary for DDoS attack and it is derived 

from the above set of attackers 

6. Store them in DCAP (DDoS Captured Attack 

Pattern) database. 

Sequence 2: Online Deduplication steps based on Statistical 

Feature Vector Generation to test: 

1. Store N records in a temporary file. N is determined 

based on the number of attacks detected in the 

previous stage. 

2. Start Stage 1 at victim server or it can be placed at 

edge router. Generate Qualifiers Q={Q1,Q2} for 

each flow identified based on Source IP address and 

Destination IP address. 

3. Use Qualifiers to qualify as suspicious records for 

those records which satisfy the Qualifier Condition 

QC where [p α (1/H)]. 

4. Calculate feature components fc1,….., fcn where 

n=12 of suspicious flows . 

5. Generate Feature Vector FV={fc1,fc2,……….fcn} 

for each suspicious flow. 

6. Calculate the similarity measure E using 

Normalized Absolute Distance between the GAV 

and FV using Eqn(1): 

a. E=[(GAV)-(FV)]/FV    (1)    

7. If E > T_GAV, then it is an Attack. Else it is not an 

attack  

8. If E > T_GAV, then determine the similarity 

measure S between FV and different attack 

signatures A1,…..An stored in DCAP using formula 

in Eqn (2): 

a. S = [(An)-(FV)]/ FV  (2) 

9. If Sn of FV matches Threshold T_S partially or 

completely, then the attacker is An. 

10. Else FV is a new pattern of DDoS attacker from a 

new attacker. 

11. Hence identify FV as An+1  and store it in updated 

DCAP. 

12. Remove the duplicate requests from attackers and 

drop any other incoming requests from that ip 

address. 

13. Next, use the source IP address from the above 

generated feature vector After second attempt of 

DDoS attack from the same source IP address, then 

block that particular  ip address. It can be used to 

determine its binder detection used to identify its 

previous history of attacks, if any. 

14. Request for a Virus Scan. 

15. Follow step 6 again. 

4. EXPERIMENTAL EVALUATION 

PARAMETERS AND SETTING 
Networks, number of nodes, number of legitimate clients and 

attackers, thresholds are varied to test the algorithm. Number 

of nodes considered are: 5,8,10,13. Number of victims is 

limited to 1 in this Matlab simulation. Topologies considered 

shown in Fig.2 are: Bus, Star and Abilene network. 

grantThresholds gT ={1,2,3} are used. 

4 simulated networks created in OMNET++ and tested in 

Matlab simulation are shown in Fig.2: 

1. Straight Single Path Bus Bus1 shown in figure 2(a)  

2. Dual Path Bus called Bus2 shown in figure 2(b) 

3. Star Topology shown in figure 2(c)  

4. Abilene Network shown in figure 2(d)  

All possible configurations tested are used for 

experimentation. 28 such unique combinations or 

configurations (called code) for each above network is 

provided. Calculation of Total number of test cases is denoted 

by T.  

T = Total number of configuration * Total number of 

networks * Total number of grantThresholds        (3) 

T = (28) * 4 * 3 = 112 + 112 + 112 = 336 cases

DDoS Solutions

Deployment Location

Host based

Network based

Hybrid based

Detection 

Pre mortem 
Real Time 

Post mortem

Concepts

Machine Learning

Neural Network

Statistical Method

Data Mining Network Aggregate
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Figure 2. Networks
43

 simulated in OMNET++ for testing with 13 nodes containing 12 clients and 1 victim server. (a)Straight 

bus ;(b) Bus 2 dual path  Network ;(c) Star Network ;(d) Abilene Network 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3 : Graph of Accuracy, Detection Time, Average ATPR, Average of GAR and GRR with respect to Number of attackers 

Table 2. Comparison of Average of Performance Evaluation 

Metrics at gT={1,2,3} 

 
Sr.No. Fields in Performance Evaluation File Meaning gT={1} gT={2} gT={3} 

1 Grant_Threshold Grant Threshold 1 2 3 

3 Code Code 1-28 1-28 1-28 

4 Topology/ Networks Network 1-4 1-4 1-4 

5 Detection Time (secs) Detection Time 1.69 1.45 1.245 

6 GRR (%) Genuine Rejection Rate 92.8 85.4 73.6 

7 GAR (%) Genuine Acceptance Rate 69.6 99.3 100 

8 FRR (%) False Rejection Rate 30.37 0.7 0 

9 FAR (%) False Acceptance Rate  7.19 14.61 26.4 

10 A_ATPR (%) Actual_ Attack Traffic 

Passed Rate 

13.424 14 14.1 

11 A_LTPR (%) Actual_ Legitimate Traffic 

Passed Rate 

86.58 86 85.9 

12 E_ATPR (%) Experimental_ Attack 

Traffic Passed Rate 

16.37 27 36.64 

13 E_LTPR (%) Experimental_ Legitimate 

Traffic Passed Rate 

83.6 73 63.4 

14 Dev_ATPR (%) Deviation in Attack Traffic 

Passed Rate Detected 

-2.9 -12.6 -22.5 

15 Dev_LTPR (%) Deviation in Legitimate 

Traffic Passed Rate Detected 

+2.9 12.6 22.5 

16 Accuracy (%) Accuracy 90.39 87.3 77.48 

17 Average of GAR and GRR (%) Average of GAR and GRR 81.2 92.35 86.81 

 

Table 1. Average Accuracy, Detection Time, A_ATPR, Average 

of GAR and GRR for each code averaged at Threshold={1,2,3} 

 

a b 

c d 
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5. RESULTS AND DISCUSSION 
The Table 1 provides the performance evaluation results wrt. 

Code, average accuracy, number of attackers, legitimate 

clients, victim count, total nodes, detection time, A_ATPR, 

Average of GAR and GRR. As per above Table 2, as grant 

threshold gT is increased : following metrics increase across 

the three thresholds :GAR, FAR, A_ATPR, E_ATPR, 

Dev_LTPR. Following metrics decrease across the three 

thresholds :Detection time, GRR, FRR, A_LTPR, E_LTPR, 

Accuracy, Dev_ATPR, Average of GAR and GRR.Although 

GAR increases, but the overall accuracy of the system 

decreases if the threshold in increased. Following Figure 4 is 

plotted using the above Table 2, the Equal Error Rate (EER) 

obtained graphically from experimental data is 12% at 

threshold of gT=1.6, that is gT can be between 1 and 2 using 

the data obtained from experimentation.   

 

Figure 4: Overall EER Obtained is 12% at threshold = 1.6 

 

Figure 5 : Trend of Dev_ATPR w.r.t Threshold 

The polymorphic equations of FAR and FRR obtained using 

Figure 4 are represented in Table 3. Since regression 

coefficient R2  is 1, the equation represented in Table 3 covers 

100%  of the points from graph. Using these mathematical 

model obtained from above equations represented in Table 3 , 

the calculated values of EER is 10% at threshold of 1 from 

above graph as these values can be observed in  Figure 4 

dotted trendlines. Using Figure 5, the general trend of 

Dev_ATPR increases with the increase in threshold. Also, the 

average Dev_ATPR is 2.44% at threshold 1, Dev_ATPR is 

12.55% at threshold 2 and Dev_ATPR is 20.44% at threshold 

3. Thus the minimum Dev_ATPR obtained is at threshold 1. 

Thus threshold gT selected should be 1 for better overall 

performance of the system. 

Table 3. Best Fitting Model for FAR and FRR 

Metrics R
2
 Polymorphic Equation 

FAR 1 y = 2.1755x2 + 0.8904x + 4.1271 

FRR 1 y = 14.501x2 - 73.189x + 89.056 

 

Table 4 provides the performance evaluation results obtained 

based on the number of attackers. Based on the simulation 

done in Matlab, Average accuracy is 85.35 %. Accuracy 

differs due to testing done at different thresholds and different 

topology. Detection Time increases as the number of attackers 

increase as the number of records to be processed in the web 

server log increases. Detection Time will also increase if the 

number of routers increase between the attacker and web 

server. As the number of attackers increase, the Actual Attack 

Traffic Generated also increases, A_ATPR or Actual Attack 

Traffic Passed Rate increases and A_LTPR, Actual 

Legitimate Traffic Passed Rate increases. 

Table 4. Average  Accuracy, Detection Time, A_ATPR, 

Average of GAR and GRR with respect to number of 

attackers from 1 to 11 

No. of 

attackers 

Accuracy 

(%) 

Detection 

Time(sec) 

Average 

A_ATPR(%) 

Average 

GAR 

GRR(%) 

1 88.56524 0.848257271 71.45602 90.78558 

2 83.20951 0.92775225 81.25838 86.82727 

3 82.22287 1.115412042 87.15338 85.57947 

4 85.12853 1.264721084 87.82952 87.15842 

5 85.36999 1.553479306 89.5309 86.76726 

6 85.2522 1.758847361 90.5134 86.6704 

7 86.19755 1.760080361 91.26905 86.76908 

8 84.8466 1.969042028 92.09928 83.93606 

9 85.69198 2.481634083 91.31844 84.09255 

10 86.38505 2.625544333 92.79003 85.86025 

11 85.92724 3.221902083 92.16286 85.31256 

 

From Table 5, it can observed that Accuracy has a weak 

positive correlation with the number of attackers during a 

DDoS attack. Average of GAR and GRR has negative 

correlation with the number of attackers but better than 

accuracy‟s correlation with number of attackers. Detection 

Time and Average A_ATPR has strong positive correlation 

with number of attackers.   Thus Detection time and Average 

A_ATPR increase as the number of attackers increase. 

Detection Time and Average A_ATPR can be modelled using 

the polymorphic equations and logarithmic equation stated in 

row 2 and 3 respectively as these performance metric values 

can be accounted for 98.09% and 90.75% times as regression 

coefficient is maximum at 0.9809 and 0.9075. The plotting of 

experimental data and the trendline with the maximum R2 

obtained for accuracy, Detection Time, Average A_ATPR and 

Average of GAR and GRR with respect to number of 

attackers as shown in Table 5 is plotted in Figure 3. Based on 

Figure 3, table 5 is tabulated. Thus the equation generated for 

detection time (Table 5, 2nd row) can be used to predict the 

amount of time taken for x substituted with n number of 

attackers during DDoS attack. Based on this equation, this 

QVMMA algorithm can detect upto 63 attackers in less than a 

minute. Under 2 minutes, it can detect upto 90 attackers. 

Under 21 minutes, it can detect upto 300 attackers. 

1 2 3

FRR 30.36810344 0.682773107 0

FAR 7.192978991 14.60989065 26.37781921

y = 14.50x2 - 73.18x + 89.05
R² = 1

y = 2.175x2 + 0.890x + 4.127
R² = 1

0
10
20
30
40

FA
R

(%
),

 F
R

R
(%

)

OVERALL EER = 12% 
AT  THRESHOLD=1.6  

FRR FAR

Poly. (FRR) Poly. (FAR)

y = -0.001x2 + 0.372x - 1.535
R² = 0.649

-50

0
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Table 5. Best Fit Model Equations for 4 Performance 

Evaluation Metrics 

 

6. CONCLUSION 
QVMMA is useful for layer 3 DDoS flooding attack, the most 

popular and is easy to conduct using DDoS attack tools. Every 

DDoS attack tool will have its own attack signature as will 

every client and attackers have. This can be used to identify 

from when and where a DDoS attack is being conducted. It 

differentiates it with flash crowd and DDoS attack. Filtering 

stage QVMMA for statistical feature vector generation. 

Qualifiers qualify and differentiate between the records that 

are normal or suspicious attack packets. The Qualifiers 

Entropy and Probability save time and memory which 

otherwise may have been consumed to generate feature vector 

for all records. The multiple features used for derived 

generation of statistical feature vector are source ip address, 

source port address, destination ip address, destination port 

address, page requested and payload or data size of packets, 

timestamp of packets received at server. These are in 

accordance with W3C log formats standard for server logs. 

Random payload and random of requests are generated with 

random port addresses for simulation of attackers. QVMMA 

is fast enough to be implemented in real time with the 

available ip records.  

Use of more feature components will increase time required 

for signature computation, thus number of feature vector 

components selected is a tradeoff between preferable 

maximum accuracy, minimum detection time, minimum FAR, 

minimum FRR, maximum GAR, maximum GAR. Time taken 

to detect attack is a critical component in saving the target 

victim server from any damage. Lesser the time taken to 

detect the DDoS attack, lesser is the probability of damage 

caused by attack. This can be determined using 

experimentation. The main aim of „QVMMA for DDoS 

Prevention/Protection and Mitigation Services‟ is to prevent a 

DDoS attack while it is occurring in real time, expanding 

from the mere post mortem analysis which is static. This 

simulation prototype created in Matlab demonstrates 

dynamically creating an online real time database Distributed 

Capture Attack Pattern(DCAP)  while attack is occurring in 

Sequence 1 for training the reference database of attack 

signatures. Sequence 2 tests the signatures created 

dynamically in real time on a new set of records generated 

real time in Matlab. Performance evaluation metrics, its 

extended results and discussion are provided. 

Performance evaluation of QVMMA algorithm based on 

experimental data concludes that EER is 11.8% when 

threshold is 1.6. Error is below 12 % when threshold used is 2 

or less than 2 when tested in Matlab simulation. Performance 

evaluation of QVMMA algorithm based on trendline 

determined based experimental data provides EER as 10% 

with threshold is 1. Deviation in ATPR or Dev_ATPR 

detected is 2.44% at threshold of 1. Abilene network achieves 

best results. As the number of attackers and intermediate 

routers between the server and client increases, detection time 

increases. As threshold is increased, the accuracy reduces. As 

number of nodes increases, accuracy and detection time 

increases. Number of nodes includes number of attackers as 

well as legitimate clients and victim server. As number of 

attackers increase, accuracy, detection time, actual attack 

traffic passed rate increases. Thus QVMMA can be used for 

effective DDoS Prevention and Mitigation in real time with a 

greater number of nodes with any topology. QVMMA is fast 

enough to counter real time layer 3 flooding DDoS attacks in 

real time. Thus QVMMA can be used to increase resilience 

against long term and short term DDoS attacks in real time. 
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