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ABSTRACT

The proposed system is an approach used to embed text into
image. It enables the user to provide the system with both text
and cover, and obtain a resulting image that contains the
hidden text inside. The system uses the least significant Bit
(LSB) method to embed the secret text in image after encrypt
the secret text using a proposed method and store the text in
image. The proposed system aims to provide improved
robustness, security due to multi-level security architecture
along with faster embedding and extraction process
irrespective of size of embedded text.
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1. INTRODUCTION

Hiding secret messages had been the concern of people, since
ancient times.. Both cryptography and steganography achieve
this aim. But they use different techniques.

We have stories from the ancient world about some of the
ancient civilizations. The stories demonstrate how the Greeks
had received warnings about Xerxes hostile intentions from a
message which was hidden underneath the wax of a writing
tablet; or about a Roman general who used shaved heads of
his slaves to transfer messages; or about Chinese who used to
hide messages on a piece of silk which was then crushed into
small pieces and then those pieces were covered by wax
which the messengers used to swallow. After the hair grew
back, the slave was sent to deliver the now-hidden message

(1.

Steganography is the art and science of communicating in
a way which hides the existence of the communication. The
word Steganography is basically composed of two Greek
words. These two words are 'steganos' meaning ‘covered' and
graphein meaning 'to write'. Protection of the transmitted data
from being intercepted or tampered has led to the
development of various steganographic techniques.
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On the other hand, Cryptography involves converting a
message text into an unreadable cipher. A large number of
cryptography algorithms have been created till date with
the primary objective of converting information into
unreadable ciphers Cryptography systems can be broadly
classified into symmetric-key systems and public key
systems. The symmetric key systems uses a common key
for encryption and decryption of the message. This key is
shared privately by the sender and the receiver. The
sender encrypts the data using the joint key and then
sends it to the receiver who decrypts the data using the
same key to retrieve the original message. The public-
key systems that use a different key for encryption as the
one used for decryption. Public key systems require each
user to have two keys — a public key and a private key
(secret key). The public key is used by Receiver's to encrypt
the message by the sender.

A number of ways exist to hide information in digital media.
Some of the common ways of hiding data are:-

1. LSB Insertion

2. Use of Masks and Filters

3. Encrypt and Scatter

4. Use of various Algorithms and Transformations techniques

Each of these techniques can be applied, with varying degrees
of success but the one which is implemented in our system is
Least significant bit insertion.

1.1 LSB Insertion Method

Least significant bit (LSB) insertion is a common, simple
approach for embedding information in a cover image. A bit
of the secret message is used to replace the least significant bit
(LSB) of some of all bytes inside an image. Let us consider a
cover image contains the following bit patterns:

Byte-1=10110110 Byte-2=01011100 Byte-3=00101101

Byte-4=01010010 Byte-5=00011011 Byte-6=10100110
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Byte-7=10101101 Byte-8=11000100

Suppose we want to embed a number 201 in the above bit
pattern. Now the binary representation of 201 is 11001001. To
embed this information we need at least 8 bytes in cover
file. We have taken 8 bytes in the cover file. Now we
modify the LSB of each byte of the cover file by each of the
bit of embed text 11001001.

Before Bit Inserted After Remarks
Replacement Replacement
10110110 1 10110111 Change in
bit
01011100 1 01011101 Change in
bit
00101101 0 00101100 Change in
bit
01010010 0 01010010 No change in
bit
00011011 1 00011011 No change in
bit
10100110 0 10100110 No change in
bit
10101101 0 10101100 Change in
bit
11000100 1 11000101 Change in
bit

Table-1- LSB Operation

Here we can see that out of 8 bytes only 5 bytes get
changed only at the LSB position. Since we are
changing the LSB hence we are either changing the
corresponding character in forward direction or in backward
direction by only one unit and depending on the situation
there may not be any change also as we have seen in
the above example. As our eye is not very sensitive so
therefore after embedding a secret message in a cover file
our eye may not be able to find the difference between
the original message and the message after inserting some
secret text or message on to it.

2. LITERATURE SURVEY

Steganography is defined as "hiding information within a
noise; a way to supplement encryption, to prevent the
existence of encrypted data from being detected"[2]. It has
been used in various forms for thousands of years. In the
5th century BC Histaiacus shaved a slave’s head, tattooed
a message on his skull and the slave was dispatched with the
message after his hair grew back.

In Saudi Arabia at the King Abdulaziz City of science
and technology, a project was initiated to translate into
English some ancient Arabic manuscripts on secret
writing which are believed to have been written 1200
years ago. Some of these manuscripts were found in
Turkey and Germany|[3].

Five hundred years ago, the Italian mathematician Jérome
Cardan reinvented a Chinese ancient method of secret
writing. The scenario goes as follows: a paper mask with
holes is shared among two parties, this mask is placed
over a blank paper and the sender writes his secret
message through the holes then takes the mask off and
fills the blanks so that the message appears as an
innocuous text . This method is credited to Cardan and is
called Cardan Girille.

2.1 The Scope Of Steganography

With the boost in computer power, the internet and with the
development of digital signal processing (DSP), information
theory and coding theory, steganography has gone ‘‘digital”’.
Due to growing number of interesting applications which
steganography has created in the digital world, its continuous
evolution is guaranteed. But, here arises a problem. Cyber-
crime is supposed to be benefited by this revolution. Hence an
immediate concern is to find out best possible attacks to carry
out steganalysis, and simultaneously, finding out techniques
to strengthen existing steganography techniques against
popular attacks like steganalysis.

2.2 Cryptography

Cryptography encodes information in such a way that nobody
can read it, except the person who holds the key. More advan-
ced crypto techniques ensure that the information being trans-
mitted has not been modified in transit. There is some differe-
nce in cryptography and steganography, in cryptography the
hidden message is always visible, because information is in
plain text form but in steganography hidden message is
invisible.

2.3 Steganography Versus Cryptography

The comparison and contrast between steganography and
cryptography is illustrated from the following table :-

S.NO | Context Steganography Cryptography
1 Host files Image, Audio, Mostly text
Text, etc files
2 Hidden Image, Audio, Mostly Text
files Text, etc Files
3 Result Stego File Cipher Text
4 Type of Steganalysis: Cryptanalysis
Attack Analysis of a
file with a
objective of
finding
whether it is
stego file or

Table-2- Steganography vs. Cryptography

2.4 Steganalysis

Steganalysis is a relatively new research discipline with few
articles appearing before the late-1990s. Steganalysis is "the
process of detecting steganography by looking at variances
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between bit patterns and unusually large file sizes"[4]. It is the
art of discovering and rendering useless covert messages.
Some of the goals of steganalysis are: to identify suspected
streams of information, to determine whether or not they have
hidden messages encoded into them, and at last, if possible, to
recover those hidden messages. The challenge of steganalysis
is that:

1. The suspect information stream, such as a signal or a file,
may or may not have hidden data encoded into them.

2. The hidden data, if any, may have been encrypted before
being inserted into the signal or file.

3. Some of the suspect signal or file may have noise or
irrelevant data encoded into them (which can make analysis
very time consuming).

4. Unless it is possible to fully recover, decrypt and inspect
the hidden data, often one has only a suspect information
stream and cannot be sure that it is being used for transporting
secret information

2.5 Types Of Attacks

Attacks and analysis on hidden information may take several
Forms : detecting , extracting , and disabling , destroying or
modifying hidden information. An attack approach is
dependent on what information is available to the steganalyst
(the person who is attempting to detect steganography -based
information streams). The possible attacks on a stego media
can be one of the following:

1. Steganography-only attack: Only the steganography
medium is available for analysis.

2. Known-carrier attack: The carrier, that is, the original
cover, and steganography media are both available for
analysis.

3. Known-message attack: The hidden message is known.

4. Chosen-steganography attack: The steganography medium
and tool (or algorithm) are both known.

5. Chosen-message attack: A known message and
steganography tool ( or algorithm ) are used to create
steganography media for future analysis and comparison. In
this corresponding patterns in the steganography medium are
determined which may be helpful in pointing to the use of
specific steganography tools or algorithms.

3. PROPOSED WORK
3.1 Encryption Algorithm

The proposed encryption algorithm will work in two steps. In
the first step we will increase the ASCII value of each
alphabet in the message sequentially and in increasing order
as well.

For e.g. If the message to be embed is hello then-

» Add 1 in ASCII value of ‘h’ such that it becomes ‘i’
* Add 2 in ASCII value of ‘e’ such that it becomes ‘g’
+ Add 3 in ASCII value of ‘I’ such that it becomes ‘0’
» Add 4 in ASCII value of ‘I’ such that it becomes ‘p’

» Add 5 in ASCII value of ‘0’ such that it becomes ‘t’
Following this ‘hello’ is encrypted as ‘igopt’

Then while embedding the encrypted message we will send
data in a frame format. If we want to send a byte of message
say 11010010 i.e. 8 bits then we will take a frame of 12 bits of
which first and last bits will be fixed to 1 and 2™ bit will be
the result obtained after XORing the 8 bits of message and
11" bit will be the result obtained after ORing the 8 bits of
message. Here after XORing and ORing the message bit by
bit we get 0 and 1 respectively. So the frame to be send will
be 101101001011.

3.2 Embedding the encrypted text in the

carrier image

LSB is a approach which is used to embed information in a
cover image. The pixel values of encrypted image is
hidden in the LSB of pixels of carrier image. If the size
of the encrypted image is mxn ,then the size of carrier
image must be mxnx8 as each encrypted byte requires 8
bytes (pixels)of carrier image. so if the carrier image size
is not eight times the size of the payload , then it has to be
resized. In this procedure LSB algorithm helps for securing
the originality of image.

3.3 Extracting the encrypted image in

carrier image

The extracting is reverse to embedding the encrypted
image. In extracting, the carrier image in which the data
is hidden is given as an input file. Here the given image
is first encrypted and then the encrypted image is hidden
in the carrier image. Finally the hidden encrypted image
is decrypted. The Least Significant bit technique by which
the encoded bits in the image is decoded and turns to its
original state and gives the output as a image. The
encryption and decryption in order to secure from
unauthorized access.

4. CONCLUSION

The proposed system provides LSB method with a encryption
algorithm and hope for embedding text in image.

A number of conclusions were derived from this study:-

1. Steganography is not intended to replace cryptography but
rather to supplement it. If a message is encrypted and hidden
with a steganographic method it provides an additional layer
of protection and reduces the chance of the hidden message
being detected.

2. The amount of the information embedded in the other
media depends on the statistical properties of the cover media,
where this amount is small the noise in the media is not
perceptible.

3. From the implementation we conclude that the proposed
system is very rapid in performing extraction process and the
size of the embedded text does not affected the speed of the
system very much.

5. SUGGESTION FOR FUTURE WORK

Many suggestions can be given to enhance the work of the
proposed system they are:-

1. The method of embedding is trivial which is LSB insertion,
in the future another embedding method should be employed
like wavelet or DCT transform based methods.
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2. Improved system to deals with video image and audio.

3. The encryption algorithm can be replaced for increasing the
security level.
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