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ABSTRACT

Secret sharing schemes allows information to be shared
among a group of participants so that all together (or qualified
subsets) of participants can recover the information. A visual
cryptography scheme (VCS) is a cryptographic technique
which allows visual information (e.g. printed text, handwritten
notes, and picture) to be encrypted in such a way that the
decryption can be performed by the human visual system,
without the aid of computers. The performance of any visual
cryptography scheme depends on various measures such as
pixel expansion, contrast, security, accuracy, computational
complexity etc. This work throws light on the theoretical
background and the comparison on the various visual
cryptography schemes. Here introduces a 2 in 1 scheme which
can embed additional information with reduced shadow size
and better visual quality of revealed image. Compared with
the two-in-one image secret sharing scheme (TiOISSS), this
scheme might achieve smaller shadow size with acceptable
visual quality. The paper discusses Sharing More Information
Gray Visual Cryptography Scheme (SMIGVCS) which can
embed additional information with reduced shadow size and
better visual quality of revealed image. The main results of
this paper include implementation of a visual cryptographic
scheme with a reduced share size.
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1. INTRODUCTION

As new technologies emerge more personal data are digitized
and these data’s are stored electronically. Thus emphasis on
data security increases. Protecting the secret data’s in a secure
way from unauthorized access and does not impede
authorized access becomes important. Many data security
methods were introduced but the common disadvantages of
these were single point failure i.e. if communication channel
fails entire secret cannot be recovered. Thus a new technique
called secret sharing is introduced. This scheme allows us to
effectively and efficiently share secret between a numbers of
secret parties. In this scheme secret data is divided into n
pieces called shares, in such a way that only qualified subset
can reconstruct the secret. Number less than this qualified
subset cannot reveal the secret information. While these
shares are separate no information about the secret can be
accessed i.e. shares are useless when they are separate. Image
secret sharing is a subset of secret sharing scheme. Secrets in
this case are concealed images. This secret sharing scheme
can be classified into two areas: visual cryptography and
polynomial based secret sharing.
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Visual cryptography is a technique by which one secret can be
distributed into two or more shares. The important
characteristic of visual cryptography is that the decryption is
non- computational. The shares are printed on transparencies
and when these shares on the transparencies are super
imposed exactly together the secret can be discovered without
computer participation. Naor and Shamir introduce Visual
Cryptography Scheme (VCS) in 1994. It is a new type of
scheme which decodes concealed images without any
cryptographic computation [1]. It is related to human visual
system which means the decoding process is non-
computational. The secret can be revealed by properly
stacking the shares. In (k, n) VCS, secret image is first shared
into n shadow images for n participants. When k out of these
n shares is stacked together the human eyes do the decryption.
This mechanism is secure and can be easily implemented.
Any person who has no information about cryptography can
use it very easily. However VCS faces two challenges - large
size expansion of shadows and low visual quality of revealed
image.

Another category of image secret sharing is called polynomial
based image secret sharing scheme (PISSS). It was first
introduced by Shamir in 1979. In this scheme there is a
polynomial of degree (k-1). The constant coefficient of this
polynomial is replaced by the secret value and the rest of the
coefficients are random numbers and thus generate n shares
[2]. Out of this n shares, k shares, k < n, are needed to decode
the secret value. This can be done by Lagrange’s
interpolation. The shadow size is same as that of the original
secret image. Thien and Lin introduced another scheme from
Shamir in which all the coefficients of this (k-1) degree
polynomial is replaced with the k pixel values of secret image
[3]. Thus the shadow size is reduced by 1/k times of original
image.

Lin and Lin combined VCS and PISSS into one scheme. This
is called two-in-one Image Secret Sharing Scheme (TiOISSS).
This scheme has two decoding options. In this scheme the
shadows obtained from PISSS is embedded into the shadows
of VCS [4]. In the decoding process a vague binary secret
image is obtained by stacking the shadows when computer
resources are not available, like VCS. Then a perfect gray
valued image is obtained from the values hidden in the
shadows by using polynomial based scheme when computer
resources are available. The size expansion of shadow is much
large in this scheme. Further methods were introduced [5-6] in
order to reduce the shadow size and visual quality of revealed
secret image.

Then another improvement is done in this two-in-one scheme
in which we can share more information in gray visual
cryptography scheme SMIGVCS. This becomes building
blocks for all two-in-one schemes. In this scheme sub pixels
of VCS contain gray pixels. Depending upon the gray sub
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pixels generated from the black or white sub pixels of VCS
we can embed p or g bit gray value [7]. In decoding a vague
secret image is visually decoded by stacking k shadows.
When computational resources are available k shadows of (K,
n) PISSS are retrieved from k shadows of SMIGVCS and then
reveal additional information by Lagrange’s Interpolation.
Since SMIGVCS is based on gray VCS the quality of the
revealed image is worse than that of VCS. As the shadow size
decreases the visual quality of the revealed secret image
deteriorates. But additional information can be embedded in
this two-in-one scheme.

So, a two-in-one image secret sharing scheme with reduced
shadow size and better visual quality of revealed secret image
is introduced. This is an improvement over VCS, that is, the
image obtained by stacking the shares is better than the one
obtained by VCS with reduced share size. Since SMIGVCS is
based on gray VCS the visual quality of the revealed image is
worse than that in VCS. As the shadow size decreases the
visual quality of the revealed secret image deteriorates. But
we can embed additional information in this two in one
scheme. So improve the visual quality of the revealed secret
image with reduced shadow size along with embedding
additional information is of major concern here. Another area
of enhancement here is that in traditional VCS binary images
can be processed. VCS for gray scale images were also
introduced but the success of the schemes lies in the
underlying half toning techniques used to convert this gray
scale image to binary. Here we propose an enhanced VCS in
which bit level decomposition can be used. By this scheme for
VCS the visual quality of the stacked secret image increases.
All the two in one scheme uses basic (k,n)PISSS scheme. But
the size of shadows and visual quality of revealed image is
important. So here we propose a scheme instead of (k,n)
PISSS which incorporates scalability. The shadow size is less
than that of the original secret image and the quality of the
revealed secret image increases with increase in the number of
participants. Thus we proposed an enhanced two in one
scheme in which we can embed additional information by
which the visual quality can be improved by bit level
decomposition and shadow size reduction by incorporating
scalability.

The rest of this paper is organized as follows: below in section
2 we first review some background knowledge used in this
paper and in section 3 we introduce our method. The
experimental results and discussions are in section 4. Finally
we conclude in section 5.

2. BACKGROUND
2.1 Naor and Shamir’s Visual
Cryptography Scheme (VCS)

Moni  Naor and Adi Shamir introduced "Visual
Cryptography"[1] as a new type of cryptographic scheme
which described a secure way of encrypting images and
decoded directly by the human visual system. The scheme
suggested consists of a printed transparency and a printed
page of cipher text that could be used to reveal the image by
simply stacking the printed transparency over the printed
cipher text. This method was simple as it could be used by
anyone (without any knowledge of transparency) but
individually each one of the images look like a pattern of
random dots to the human eye (security). Naor and Shamir
extended this basic scheme into a variant - k out of n secret
sharing where at least k transparencies (of the total n
transparencies) generated from the original image are required
to be stacked together to reveal the original image. The

original problem stated by Naor and Shamir is a specific case
of k by n scheme that is, 2 by 2.

The scheme uses the concept of pixel expansion. Each pixel
(black or white) in the original image is encoded into m sub-
pixels on each share (total number of shares is n), where m is
called the parameter of pixel expansion of the scheme. Thus
each share image is a Boolean matrix of order [n x m] which
can be defined as below,

S;; = 1 if the j™ sub-pixel in the i"" share is black.
S;j = 0 if the j" sub-pixel in the i" share is white.

The value m is referred to as the pixel expansion of the
scheme. The grey level of the resulting image by stacking
individual shares is proportional to the Hamming weight of
the vector obtained by OR-ing the rows of the share matric
associated with the transparencies we stack. This grey level is
interpreted by the visual system of the participants as black,
as grey, or as white according to some rule of contrast.
Different techniques were used in this basic VCS to improve
the visual quality and shadow size [8-10] such as probabilistic
method, color VVCS etc.

2.2 Shamir’s Secret Sharing Scheme

Shamir developed the idea of a (k,n) threshold based secret
sharing technique [2] where k<n. This scheme is based on
polynomial interpolation. The technique allows a polynomial
function of order (k-1) is constructed as

f(X) = (ag*+arx+...+a.x*Y) mod p (1)

where the value a, is the secret and p is a prime number but it
is not necessary. The coefficients ag, a;...ax; are integers
randomly chosen form {1, 2 . . . p}. n shares can be then
generated by using (x;, f (X;)) where i=1,2...n. Any k out of
these n shares can be used to reconstruct the original
information. This can be done by wusing Lagrange’s
Interpolation by which the coefficient a; can be calculated.
However, any k-1 or fewer shares cannot get any information
about the secret. Thus the secret data can be reconstructed. In
image sharing, ag is taken as the gray value of the first pixel,
then the corresponding output f (0) to f (n) is obtained; after
that, a, is replaced by the gray value of the second pixel, and
the process repeats until all pixels of the secret image are
processed. Hence, each shadow image is of same size as that
of the original image.

2.3 Thien and Lin’s Image Secret Sharing
Scheme

Shamir’s secret sharing scheme use random coefficients and
the size of shadows obtained by this scheme is same as that of
original secret image. So a new scheme is proposed [3] which
use gray values of r pixels in the original image as r
coefficients of (r-1) degree polynomial. Therefore, the major
difference between this method and Shamir’s is that this
method does not use random coefficient.

To apply the method, truncate all the gray values 251-255 of
the secret image to 250 so that all gray values are in the range
0-250. In the sharing phase first the secret image is divided
into several sections such that each section has r pixels and
each pixel of the image belongs to one and only one section.
Then (r-1) degree polynomial is defined for each section.

Gi(X) = (do+dyx+dx*+...+d,,x") mod 251 )

where dy to d,; are the r pixels of the section, and then
evaluate ¢;(1), gj(2)...qj(n). The n output pixels g;(1) to g(n)
of this section j are sequentially assigned to the n shadow
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images. Since for each given section (of r pixels) of the secret
image, each shadow image receives one of the generated
pixels; the size of each shadow image is 1/r of the secret
image.

In the reveal phase using any r (of the n) shadow images:
Take the first non-used pixel from each of the r shadow
images. Use these r pixels and the Lagrange’s interpolation to
solve for the coefficients dgto d,; in Equation (2). The
coefficients dyto d,.; are then the corresponding r pixel values
of the permuted image. Repeat until all pixels of the r shadow
images are processed. Advantages of this scheme are:

e  Perfect reconstruction of secret.

e  Shadow image is smaller than that of original image.

2.4 Two in One Image Secret Sharing

Scheme

This scheme combines the two image secret sharing scheme
VCS and PISSS. If the decoding computer is not available
temporarily then the shadows are stacked to get a vague black
and white view of the secret image immediately. When the
decoding computer is available then a finer gray valued view
of the secret image can be obtained using computation. In
short each of the shadow is a two-in-one information carrier
and it has two decoding options. This is the main
characteristics of this two-in-one scheme.

The method is explained as follows: S is the secret image that
we want to transmit. Let H be a halftone version of the image
S. so this scheme needs two images: one gray scale image and
a halftone version of the gray image. Then the binary image is
first shared into n shadows {rl, r2 . . . rn} using (k,n)
threshold VCS scheme. Here the shadows are also known as
transparencies. Then the gray scale image S is shared into n
shadows {s1, s2 . . . sn} using (k,n) threshold PISSS scheme.
The n transparencies of VCS scheme can hide the information
obtained from the shadows of PISSS scheme so that any k of
these n transparencies can be stacked to view the enlarged
version of the secret information and also to extract the
information of S hidden in the k received transparencies.

2.5 Image Secret Sharing with Two
Decoding Options

This scheme [5] is similar to the basic two-in-one image
secret sharing scheme. In the previous two-in-one scheme the
size expansion of shadow is very high. In order to reduce the
shadow size concept of gray pixel is introduced here. In this
method gray sub pixel is adopted into VCS. This gray scale
information represents the output of the (k-1) degree
polynomial in PISSS. The main concept behind this scheme
was that when a sub pixel is stacked by a white pixel its
intensity remains unchanged. Similarly when two gray sub
pixels are stacked together a much grayer color will be
obtained. When a dark sub pixel in VCS is replaced with gray
sub pixels in the shadow it still distinguishes the black color
from the white color in the reconstructed image. This was
used in this two-in-one scheme. This scheme replaces the
black sub pixels of VCS by 8-bit gray values. This gray value
comes from the corresponding shadow of PISSS. This scheme
of replacing the black sub pixels with 8-bit gray value is
called Gray Visual Cryptography Scheme (GVCS).

2.6 Improvements of a Two-in-One Image
Secret Sharing Scheme Based on Gray
Mixing Model

In order to avoid the weakness of the previous method a new
scheme is introduced here. In the previous method it replaces
the black sub-pixels of VCS by 8-bit gray values. These
values are between 0 and 255. The white sub-pixels are
remains unchanged. So the gray sub-pixel replaced with 255
is confused with the other white sub-pixels in the shadow.
Therefore on reconstruction the positions of gray pixels
cannot be located correctly results in some speckles in the
reconstructed image. Since it replaces the black pixels with
gray, the stacking result is still gray. So the contrast of the
reconstructed image is degraded. This makes the preview
capability ineffective.

In this scheme to avoid the weakness of speckled
reconstruction of Yang’s TiOISSS it uses two values to
represent the gray value in the shadows of PISSS. The
weakness of the speckled reconstruction comes from the
confusion between the gray sub-pixels with value 255 and the
white sub-pixels in the shadows of GVCS. The proposed
scheme restricts the gray values smaller than 255. If the value
of gray sub-pixel p is =254 then split it into two values 254
and (p-254) and stored as new shadows. Then generate the
shadows of GVCS with the gray sub-pixels chosen from the
values of new shadows. Therefore, all the gray sub-pixels
values in the shadows of GVVCS are smaller than 255, and the
correct gray values in the shadows of GVCS can be easily
extracted. Next weakness in the previous scheme, low
preview capability, is improved by gray mixing model. The
gray sub-pixels in the GVCS are replaced by g-bit gray
values, where 1<q<8. This is called qGVCS. Therefore, by
using smaller g in qGVCS, the contrast between the gray sub-
pixels and white sub-pixels will increase, which means the
better visual quality of the revealed image.

2.7 Sharing More Information in Gray
Visual Cryptography Scheme

(SMIGVCS)

SMIGVCS [7] is generated by replacing all the sub-pixels of
the corresponding shadow of VCS by gray pixels. In Gray
visual cryptography scheme additional information can be
shared. The additional information that is to be shared is
represented as a gray scale image I. This image | is shared
using (k,n)- PISSS into n shadows. Each shadow of
SMIGVCS is generated by replacing all the sub-pixels of the
corresponding shadow of VVCS by gray pixels. And the gray
pixels information comes from the shadows of (k,n)-PISSS.
The gray sub-pixels generated from the white sub-pixels of
VCS as bright sub-pixels, and the gray sub-pixels generated
from the black sub-pixels of VCS as dark sub-pixels. In each
bright sub-pixel, embed a p-bit gray value. In each dark sub-
pixel, embed a g-bit gray value. In the revealing process, a
vague secret image is visually decoded by stacking k
shadows. When computation resources are available, k
shadows of (k,n)-PISSS are retrieved from k shadows of
SMIGVCS, and then reveal additional information | by
Lagrange’s interpolation.

3. PROPOSED SYSTEM

A two-in-one image secret sharing scheme which has two
decoding options is proposed here. A vague secret image is
obtained by stacking the shadows and a perfect secret is
revealed with computation. The vagueness of the
reconstructed image is due to the pixel expansion. When a
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single pixel is replaced with more than 1 sub-pixel the quality
of the reconstructed image deteriorates. Perfect reconstruction
with reduced shadow size is not obtained in previous
methods. Thus a two-in-one scheme is introduced which
incorporates two techniques to embed additional information
into the shadows. The important characteristics of this are
reduced shadow size and better visual quality of revealed
image.

Here two gray scale images are used. One is the secret
information S and another one is the additional secret
information | that is embedded into the first one. On decoding
vague secret information is first obtained by stacking the
shadows. The information thereby obtained is used to prove
the authenticity or the validity of the additional information
shared.

3.1 Main ldea

In previous SMIGVCS secret image is the binary version of
gray scale image and additional information is gray scale
image. Binary image is shared using (k,n) VCS and gray
scale image by (k,n) PISSS. Each shadow of SMIGVCS is
obtained by replacing all the sub pixels of corresponding
shadow of VCS by gray pixels.

In this work two gray images are used. The secret information
is shared by using bit level decomposition of gray image.
Main advantage of using this is when (k, n) VCS is used the
gray scale image have to be converted to binary by using half
toning techniques. The clarity of the image obtained depends
on the novelty of this technique. To avoid this gray scale
image is decomposed to its bit planes. The original image is
decomposed into eight bit planes. A (2, 2) scheme is described
here. Original image with size mxn is scanned. Two shares S1
and S2 are defined. Then the bit planes of original image are
considered. For example original matrix is:

s=[12 5] me o000 00ttt
The bit planes of A are A1=[g H A2=[g H
oy 3wl el a0
ar=[0 9] ms=[} ]

Then each bit plane of A is encrypted by using VCS scheme.
i.e. we randomly choose any basis matrix as in the case of
(k,n) VCS. Then for each bit in the bit plane depending on its
value i.e. 0 or 1 we distribute the rows of the basis matrix for
each share

1 1
0 []]
then if the first bit of bit plane Al is O, the sub pixel for share
1 is the same matrix and its complement for share 2. If it is 1,
then use same matrix for both the shares. Thus all the bits in
the bit plane are shared. Superposition of these two shares will
produce the original secret image S. The shadow size is
proportional to pixel expansion. In the (2,2) scheme the shares
are twice that of original image.

For example in a (2,2) scheme the random matrix is [

In SMIGVCS the additional information to be shared is
represented as a gray scale image | which is shared into n
shadows by (k,n) PISSS. As is known, PISSS has a perfect
reconstruction and spends the competition for reconstruction

it is reasonable to adopt in a two in one scheme where the
secret image and host image can be revealed both by stacking
the transparencies and by competition. In this method instead
of traditional PISSS, polynomial scheme based on scalability
is introduced. In our method as the number of participants for
computational decryption increases the clarity of the revealed
secret image increases with a reduction in the shadow size.
Thus the overall shadow size of this two in one scheme
further reduces.

3.2 Construction
Here (k, n, p, q) scheme is constructed where,

n= number of participants
k= threshold value
p.q=bits used for embedding additional information

Algorithm for sharing phase
Input: Gray scale secret image S and additional secret
information |

Output: n shadows G1, G2...Gn
Step 1: Convert the matrix of S into bit planes.

Step 2: Each bit planes of the image is encrypted by using
VCS.

Step 3: Obtain n shadows of S by using binary VCS as
V1,V2...Vn

Step 4: Additional secret information | is partitioned into j
disjoint partitions.

Step 5: Each partition is then shared into 2 shares K;* and
Kby using (2, 2) PISSS.

Step 6: n shadow images {P1, P2...Pn} is now constructed
from either of the 2 shares in the previous step such that

1 ifi=j
P = UK and t=f
R 0 otherwise
Step 7: Take each unprocessed sub pixel rin Vi

7.1: if this is a white pixel (0), then read p-bit
information 11, 12...1p from Pi and convert it into decimal
value, val

7.2: store 255-val as the corresponding sub pixel of
output shadow Gi

7.3: otherwise (1) then read g-bit information I1,
12...1q from Pi and convert it into decimal value val

7.4: store this value as corresponding sub pixel of
Gi

Step 8: repeat step 9 until all sub pixels are processed.
Step 9: distribute G1, G2...Gn to n participants.
Algorithm for reconstruction phase

Input: n shadows G1, G2...Gn and matrix R

Output: stacked image S and additional secret |

Step 1: Stacking any k shadows of this n shadows will give
vague secret image S

Step 2: Read first sub pixel r in Gi
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Fig 1: Sharing Phase
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40

Fig 2: Reconstruction Phase

2.1: if r> 255-2P convert 255-r back to p bit binary
sequence and add to shadow Pi

2.2: if r<29 convert r to q bit binary sequence and
add to shadow Pi

Step 3: Repeat step 2 until all sub pixels in Gi

Step 4: From the n shadows P1, P2...Pn collect k shadows
P1,P2...Pk.

Step 5: For each participant fetch the 2 shares back.

Step 6: From each of these 2 shares take each unprocessed bit
y;1 and y, and compute 2 pixels ag=y;-Yy, and a;=y,-y;.

Step 7: Assign agand a; as 2 pixels in the output partition.

Step 8: Repeat step6 and step7 for all pixels and step5 for all
the j partitions.

Step 9: Assemble the j partitions to get the output image I.

The sharing and reconstruction phase is shown in Figurel and
Figure2:

4. RESULTS AND DISCUSSIONS

In this section, the experimental results are discussed and
evaluated. The resultant images shown in this paper has been
scaled down to fit in page and are not of the actual size. In
this work a (2, 2) two-in-one image secret sharing scheme is
demonstrated that satisfies two general criteria of accuracy
and shadow size.

4.1 Shadow Size

In the case of basic two in one scheme each shadow of (k,n)
PISSS is embedded into shadows of (k,n)VCS. Secret image
in this method is gray scale image I. For VCS we are using
half tone version of I i.e. I’. Let ‘b’ and ‘w’ be the number of
1 and 0 in every row of basis matrix. Thus size expansion of
VCS is m. In order to embed the shadow of PISSS to
corresponding shadow of VCS the size of halftone image
used for VCS should satisfy:

||z (8n/ (log(7).K). 1] &)

Shadow size of TiOISSS is mx|I’| i.e. shadow size is
dramatically large

i.e.(2,2) TIOISSS
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Suppose secret image | is 512x512 gray image. By equation 3
size of halftone image is 8x|I’| size expansion is 2 therefore
shadow size is mXx|I’|= 2x8x|[|=16x|]| i.e. shadow is 16 times
of secret image.

In our proposed method we are using gray scale image for
both VCS and scalable PISSS. Therefore the size of the secret
image for VCS is also |l|. If the pixel expansion m=2 then the
size of the shadows obtained by bit level decomposition VCS
scheme is mx|l| i.e. 2x|l|, twice that of secret image which is
much less than that of basic TiOISSS.

The secret image | is then shared by using (k,n)PISSS in the
previous method. The shadow size of that scheme is same as
that of original image, i.e. each pixel of the original image is
converted into exactly one pixel in the shares. Thus the size
does not change. In our proposed method scalable PISSS is
used. In this scheme the size of the shadows should be 1/2 of
the original image. When the image is partitioned into n
partition the size becomes size (I)/n. Then each partition is
shared into 2 shares. Then the size becomes size
(1)/2n=1/2*size (I)/n. These two partition is then shared into n
shadow images, thus the size becomes %2*size (I)/n*n=Y2*size
(D)/n. thus the shadow size is %2 of the original image.

In this (k, n, p, q) scheme on embedding shadows from both
the schemes the shadow size depends on the value of both p
and g bits selected from the shadows of scalable PISSS.
Suppose our shadow size of PISSS is % of | and bit level VCS
is 2x1. on embedding using our scheme if we are selecting the
values of p=2 and gq=2 then for each pixel for VCS shares 2
bits from the PISSS scheme is taken and stores as
corresponding single pixel in output shadow. Thus shadow
size further reduces. As the value of p and q increases the
shadow size further decreases. But as the shadow size
decreases the visual quality in terms of contrast decreases.
Consider the size of original image as 256x256. Table 1
shows the size comparison of shadows.

Tablel: Comparison of size of shadows

tknf | B0 BI VS| Basic TiolSSS | Proposed

Scheme
| Sieof |m| Sieof |m| Sizeof
shadows Shadows | | shadows

(2) é 01 i g 1| 256x312 | 16 | 2048x409 | 1 | 256x256
110 ] 110

@) 011 | D10 |3]256x768 24| J048x6144 | 1 | 256x256
101 ] 110

4.2 Contrast of the Revealed Image

In the previous two in one scheme we are using the binary
version of the gray scale image for VCS. Since using this
binary version, it will reduce the contrast of the revealed
image. By converting gray scale image to binary many
information about the image is lost. Thus the recovered image
also does not possess these information, so a vague image is

obtained. In our proposed method we are using gray scale
image directly in bit level decomposition. So the clarity of the
revealed secret image is better than that of the traditional
VCS. By properly selecting the value of (p,q) we can obtain
revealed secret image with better visual quality and reduced
shadow size. Scalability is the most important property of our
scheme. All the previous two in one scheme reconstruct the
image with single clarity. If we are using all the shares for
reconstruction, then by using the previous methods only a
given clarity is obtained. But in our scheme by increasing the
number of participants we can increase the contrast of the
revealed image.

Structural Similarity Index is used to evaluate the quality of
the reconstructed images in this scheme. If one of the images
being compared is regarded as perfect quality then Mean
Structural Similarity Index (MSSIM) can be considered as the
quality measure of the other image. If imagel=image2 then
MSSIM=1. The Mean Structural Similarity Index value of
some of the original and reconstructed images is shown in
Figure 3:

Original Secret
Image S

Additional
Information 1

Reconstructed
Image by Stacking
the Shares S’

Mean Structural
Similarity Index 0.6330 0.7616

berween S and S’

Reconstructed
Image by
Computation I’

Mean Structural
Similarity Index 1 1
berween I and I’

Fig 3: Mean Structural Similarity Index of different
secret images

A comparison between VCS and proposed scheme based on
shadow size and reconstructed image quality based on
MSSIM is shown in Table 2. All the images used here are of
same size [256x256]. All the examples shown here are (2, 2)
scheme. Different schemes can be used and as the number of
shares for retrieval increases the visual clarity of the
reconstructed image also increases.
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Table2: Comparison between VCS and proposed
scheme based on shadow size and image quality

Shadow size Visual guality (MSSIM)
Vs Proposed res Proposed

Scheme Scheme

-

256x512 256%256 0.6273 0.7616

256%512 256%256 0.3354 0.6361

256x512 256%256 0.0536 0.2362

LEVA 256%512 256%256 0.0166 0.0782

5. CONCLUSION

Here introduce some visual cryptographic schemes. Many
VCS schemes are premeditated and their performance is
analyzed on four criteria: number of secret images, pixel
expansion, image format and type of share generated. Security
is the primary concern of today’s communication world.
Visual cryptography scheme does not consider the revealed
image quality. Secret sharing scheme is computationally
complex but it reveals the secret image with better quality.
Thus combine both VCS and secret sharing scheme in two in
one image sharing scheme. Image quality and shadow size is
improved by embedding additional information in two in one
secret sharing scheme

Here propose a two in one scheme using two techniques: bit
level decomposition and scalable PISSS. Here the major
concern is shadow size, visual quality and scalability of
shares. Our aim is to develop an image secret sharing scheme
with reduced shadow size, better visual quality of revealed
image and scalability. Main advantage of this scheme is that
as the number of participants increases the contrast of the
revealed secret image increases with reduced shadow size.
Most important application of this technique is that it can be
used in many military applications. One image can be used as
authentication i.e. the vague image obtained by stacking the
shadows can be used to verify the validity of the secret
information shared. If this is not valid cannot waste
computational resources to decrypt the secret.

Future scope of this scheme is that a weightage scheme can be
included in this two in one scheme. This technique can be
used to deal with participants with different importance. The
shares can be divided into two types such as essential shares
with higher importance and non-essential shares with lower
importance. Main advantage of this is that shares can be used
depending upon the application. Weightage can be applied to
each share such that certain application needs both essential
and non-essential shares to retrieve the information. This will
increase the security of the system.
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