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ABSTRACT 
Privacy breach has become a major dispute in online 

transactions. In such a system, users give their personal 

information to get the service and that users‟ personal 

information may get wide spread across several organizations. 

Hence, there is a need for privacy protection. Private 

credentials offer authentication and authorization based on the 

traits possessed by a user not on the identity of the user. In 

this paper, we present a private credentials system that uses 

Schnorr Blind Signature based on elliptic curves. Elliptic 

curve defined over a prime field is chosen and ECDLP i.e., 

Elliptic Curve Discrete Logarithm Problem is the basis for the 

system. The properties of randomness, unlinkability, 

unforgability are preserved. The performance and storage 

space requirement of our system are compared with that of the 

cryptographic techniques that use discrete logarithm. 
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1. INTRODUCTION 
In the recent days, there is a drastic increase in the number of 

users of online services. Users to get the services give their 

personal information on websites and there is a greater 

tendency that users‟ information may get wide spread across 

several establishments. There is a huge threat for user‟s 

privacy.  

Firstly, the customary protection scheme i.e., enforcing access 

control policies based on the known set of identities will not 

be suitable if the set of potential users of an application go far 

beyond the community of users local to the system which has 

the application.   

Secondly, maintaining databases of identities will cause 

applications to lag behind in efficiency. It would clearly be 

impracticable for an application to have prior knowledge of 

every individual. It would be difficult for users also to ensure 

that they have registered themselves with each and every 

application.  

Thus, a more flexible mechanism is needed to allow users to 

validate that they are permitted to access certain data or 

services, without any pre-registration. The scheme should be 

based upon the notion of a user presenting credentials in 

support of a request. This data is used by the recipient to 

determine how the requester fits into the application‟s 

authorization scheme and so supplies the basis for the access 

control decision with respect to the request. 

An individual could possess several identities corresponding 

to distinct roles in distinct systems since the credentials 

supplied with a request generally will not refer to the 

requester, and each credential which the individual may 

obtain will refer to him or her in terms of an identity known to 

the issuing system. Thus private credentials [6] preserve 

users‟ privacy. They also satisfy non-repudiation, 

unforgability.  

In this paper we present a private credentials system that uses 

Schnorr Blind Signature based on ECC. The remainder of the 

paper is divided into 6 sections. Section 2 discusses Elliptic 

Curve Cryptography [2]. Section 3 gives an outline of the 

Existing System. Section 4 states System Overview. Section 5 

discusses the Proposed System. Section 6 presents Findings 

and Discussions. Section 7 concludes the paper with scope for 

future work. 

2. ELLIPTIC CURVE CRYPTOGRAPHY 
Elliptic curve cryptography (ECC) was proposed by Victor 

Miller and Neal Koblitz in 1985. Elliptic curve cryptography 

[2] [3] is a public-key cryptosystem like RSA, Rabin where 

every user has a public and a private key. Public Key is used 

for encryption and Private Key is used for decryption. 

An elliptic curve [1] is the set of solutions (x, y) to an 

equation of the form y2 = x3 + Ax + B, together with an extra 

point O which is called the point at infinity.  

The mathematical operations of ECC are defined over the 

elliptic curve y2 = x3 + ax + b, where 4a3 + 27b2 ≠ 0. Each 

value of „a‟ and „b‟ gives a different elliptic curve as shown in 

Fig 1. 

 

Fig 1 Different Elliptic Curves 

For applications to cryptography, we consider finite fields of q 

elements, which can be written as Fq or GF(q). The former is 

defined over a prime field and the latter is defined over a 

binary field. In ECC, public key is computed by multiplying 

the private key which is a random number with a Generator 

point G on the curve. The computed public key is again a 

point on the curve. 

The advantage of ECC over RSA is that ECC can provide the 

same level of security that RSA could provide but with 

reduced key size. For a 1024 bit RSA key it would take a 163 

bit ECC key and other RSA-ECC key size pairs can be 

referred from table 1. Thus ECC can be used in devices that 

have limited memory and computational power. 
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 ECC for security relies on the hardness of ECDLP which is 

called Elliptic Curve Discrete Logarithm Problem [1] [2]. It is 

relatively easy to compute kP =P+P+ … +P (k times) given a 

rational point P of prime order q and an arbitrary positive 

integer k < q, but given P and kP, it is computationally very 

difficult to recover k.  

Table 1 Key Sizes: ECC versus RSA 

 

The ECDLP is analogous to the conventional discrete 

logarithm problem (DLP) in the multiplicative group of a 

finite field, and all cryptographic protocols based on the DLP 

i.e., Diffie-Hellman key exchange, ElGammal signatures. To 

obtain an effective cryptosystem, the underlying elliptic curve 

[1] must be carefully chosen. Certain types of curves with 

known weaknesses must be avoided.  

3. EXISTING SYSTEM: CREDENTIAL 

ISSUE AND CREDENTIAL SHOW 

PROTOCOL 
Existing system uses Restrictive Blind Signature where the 

Signer gets to see certain parts of the message to be signed. 

The system uses ECDLREP function which is defined as 

f(x1,x2,….,xl)=x1P1+x2P2+…..+xl-1Pl-1 where x1,x2 are tuple 

elements and P1,P2 are Generators. Certificate Authority 

issues private credentials [7] to users and users show them to 

verifiers.  Credential Issue and Credential Show protocols are 

shown in Fig 2 and 3 respectively. 

 

Fig 2: Credential Issue Protocol 

 

         Fig 3: Credential Show Protocol 

User selects a value „α‟ which he keeps it confidential and 

selects attributes x1, x2, x3...xl. CA issues private credentials 

[4] if attributes x1, x2, x3…xl are valid. The credential 

comprises H‟, u‟, v‟ which is sent to the verifier for 

verification. 

4. SYSTEM OVERVIEW 
Our system uses Schnorr Blind Signature based on ECC [9] 

where the number of rounds between signer and user is less 

compared to the existing system. The system uses ECDLREP 

function defined in Section 3. Throughout the system, the 

Certificate Authority or Signer issues Private Credentials [6] 

to users. Users show them to verifiers to get the services. Each 

Certificate Authority has a public key and a private key. User 

selects attributes viz., x1, x2, x3...xl which he may have to 

show in showing protocol but keeps the selected random 

value „β‟ confidential.  

5. PROPOSED SYSTEM UNDER 

MICROSCOPE 

5.1 Credential Issue Protocol 
The Credential Issue protocol is shown in Fig 4. It is evident 

from the figure that between a signer and a user there are 3 

steps/rounds.  A signer picks 2 points P1, P2 on an elliptic 

curve and 2 random numbers d1, d2 which he considers to be 

secret keys. He then computes Q1 and Q2. The Signer selects 2 

numbers securely r1 and r2, computes U and sends it to the 

user.  User selects β which he maintains secretly and selects 

attributes x1, x2,…..,xl. A function of value β together with 

attributes constitutes the message to be blindly signed by the 

signer. The Signer calculates Y1 and Y2 with the help of e and 

sends it to user. The user then calculates Y1‟, Y2‟ that form a 

part of the credential to be sent to the verifier for verification.   
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Fig 4: Credential Issue Protocol 

5.2 Credential Show Protocol  
The credential show protocol is shown in Fig 5 

 

Fig 5: Credential Show Protocol 

In the credential show protocol, if the verifier wants to verify 

that (Y1‟, Y2‟) is a valid signature he simply does the same 

verification that user does viz., xv=r‟? Values Y1‟, Y2‟, r‟ are 

sent to the verifier for verification. User must also prove that 

he knows a DL representation of f(β, x1,x2,…..xl). The role of 

showing protocol is to convince the verifier that the user 

possesses a credential and also for the user to show some or 

none of the attributes but nevertheless β. The computations 

involved in verification are also shown in Fig 5. 

6. FINDINGS AND DISCUSSIONS 
Schnorr Blind Signature [8] [9] maintains the unlinkability 

between issue stage and show stage.  Schnorr Blind Signature 

[9] based on ECC during credential issue stage has less 

number of rounds than Restrictive Blind Signature based on 

ECC. Thus there is a considerable improvement in the 

performance of the system. The storage requirement of our 

system in terms of bits is 1442 in total where 800 bits are for 

system parameters, 322 bits are for public key, and 320 are for 

private key. The performance of our system is measured in 

terms of 1024-bit modular multiplications. The Statistics show 

that 58 modular multiplications are needed during signature 

initialization, 203 and 58 during signing and verification 

respectively. Systems based on ECC can provide the same 

level of security that cryptographic techniques that use 

discrete logarithm can provide with reduced key size.  

7. CONCLUSION 
In this paper, we have shown that our system is much more 

efficient than Restrictive Blind Signature Based on ECC. The 

number of rounds between Signer and User is less in our 

system. Thus it has improved the overall performance of the 

system. The system also preserves randomness, unlinkability 

and unforgability.  

As a part of our future work, we plan to increase the 

efficiency of underlying ECC by finding ways to increase the 

efficiency of finite field mathematics with research scholars 

from Department of Mathematics. We also plan to extend the 

same idea to restrictive partially blind signature scheme which 

combines both the Schnorr and Chaum-Pedersen signature 

schemes and compare the results. 
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