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ABSTRACT 

A federated network mainly operates with same Internet 

Service Provider (ISP) and virtual entities integrated with it. 

Foremost frustration in unified network is attack affair due to 

intruder intervention. Although attacks are classified 

according to the attack rate dynamics, they are different in 

many other aspects such as implementations, intention, and 

countermeasures. Distributed Denial of Service (DDoS) and 

Low-rate DDoS attacks are vigorous threats to almost every 

ISP. In a merged network environment, routers work 

intimately to elevate early warning of DDoS attacks to evade 

terrible defacement. In existing FireCol a concerted 

protection, is used to detect flooding attack with metric 

computations. It delivers better detection for flooding but in 

case of low-rate attack, with minimum parameters it fights to 

find. In order to rout that, we prompt additional potential 

metrics such as Information distance metric, the Generalized 

entropy metric, the Probability metric ,the Hybrid metric (the 

Total variation metric and the Bhattacharyya metric) with 

SVM Classifier for better outsourcing performance in 

exposure of both high & low transmission rate attacks with 

diminution in false alarms. 

The proportions of packets are being transmitted in distributed 

client server topology. Both similarity and dissimilarity in the 

distributions of packets are taken to outline the deviation in 

the behaviour of user profile. Along with that, SVM classifies 

the attack and normal flows by using train and test files, 

which attains the accuracy of 73.89%. Hence, the low rate 

attack detection with metrics computations and classifier 

achieves better results compared to Firecol with decision table 

mechanism. 

General Terms 
Attack detection, Security in Distributed network, FireCol, 

Metric Computations. 

Keywords 

DDoS, Flooding attack, Low-rate DDoS attack, Metrics, SVM 

classifier. 

1. INTRODUCTION 
The Globe has become more consistent with the surfacing of 

the Internet and the new networking technology. There is a 

large amount of delicate, viable, social, government and 

military information need to be protected in the network 

infrastructure worldwide. Day by day data on network are 

increasing. So, need of security for the network becomes 

necessary. The main factors of network security are to 

maintain integrity, authentication and consistency of network 

resources. Being resources are distributed; to secure that in 

Network & Internet, experts and researchers prefers many 

attack detection schemes and methods. 

Some types of attacks in distributed network are Penetration, 

Eavesdropping, Man-In-The-Middle, Flooding attacks (DoS) 

and Distributed Denial of Service (DDoS).Finding solutions 

to these types of attacks will be focused by attack detection 

system (so called Intrusion Detection System ‘IDS’). 

In distributed computing, a Denial-of-Service attack (DoS 

attack) or a Distributed Denial-of-Service attack (DDoS 

attack) is an attempt to make a machine or network resource 

unavailable to its deliberate users. It generally consists of 

efforts to, temporarily/indefinitely interrupt connection or 

suspend services of a host connected to the network. 

To solve these harms, FireCol a collaborative system is taken, 

which works in ISP’s (Internet Service Providers) [2]. An 

individual Intrusion Prevention System (IPS) or Intrusion 

Detection system (IDS) can barely sense denial of service 

attacks, except very close to the user. By permitting massive 

traffic such as some flooding attacks reach 10–100 GB/s, to 

passage via the Internet and will be detected/blocked at the 

host IDS/IPS , which severely strain Internet resources. 

FireCol, an existing collaborative system which finds high 

rate(flooding) attacks, far from host and much possible close 

to the attacking source(s) at the ISP level. This concept will be 

detailed in ref [2]. 

Here, detection is mainly focused by calculating the values of 

various metrics such as 1) Frequency of the traffic [2], 2) 

Entropy [2], 3) Information distance metric [3], 4) the 

Generalized entropy metric [3], 5) the Probability metric [9], 

6) The hybrid metric (6(a)the total variation metric [9] and 

6(b) the Bhattacharyya metric [9] (3,4,5 & 6(a,b)  are 

additionally added as enhanced metrics). Along with these, 

SVM classifier is a new try to finally trace out the attack 

accurately. The computed values of the users/clients will be 

given to train & test with the classifier. This will be detailed 

in the following sections. 

This paper proceeds as follows. Section 2 describes the 

architecture and global operation of FireCol. The different 

leveraged metrics and components of the system are presented 

in Section 3. Section 4 presents FireCol attack detection 

mechanisms. Section 5 explains the result analysis and 

discussions paper with outlines of future research directions. 

Finally, Section 6 explains references.  
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2. EXISTING TECHNIQUE - FIRECOL 

ARCHITECHTURE 
The FireCol structure sustains ring layered protection, and it 

includes metric manager, the selection manager, score 

manager and detection window details. A set of IPSs will be 

in the particular ring. Each FireCol IPS instance will be 

analyzing aggregated traffic in a detection window details. 

The frequencies and the entropies of each rule, for each user 

will be computed by metric manage. A rule could be 

described as a specific traffic instance to be monitored (might 

be a traffic filter) which is based on port no’s or IP addresses 

[2]. The following structure (Fig 1) explains the working of 

FireCol system. 

 

Fig 1:  FireCol System Components [Existing] 

By following that, selection manager will be deriving the 

variations in the current distributions from the stored 

distributions. And the score manager will be assigning the 

scores for each rule based on the traffic of the particular user, 

which will be keep on updated with the next upcoming 

traffics. 

The Score detection formula is , 

                                                                  Eqn [1] 

Where S-score, f–frequency of particular user and b-threshold 

value based on decision table. 

The architecture diagram for the FireCol collaborative system 

will be represented as follows in Fig 2, 

 

Fig 2: FireCol Architecture [Source: Ref 2] 

 

Fig 3: FireCol Subscription [Source: Ref 2] 

As shown in the Fig 3, the set of IPS will be interconnected 

and the users get registered with it for the protection. But, in 

this working principle, the rules, scores updations and metrics 

are mainly concentrated, along with the attention of 

implementing in the ISP level. 

3. FIRECOL METRICS WITH NEW 

ENHANCED METRICS  
Mainly, prior to all metrics, rules R= {𝒓𝒊|𝒊 ∈  𝟎, 𝒏 }, FireCol 

preserves the values of frequencies and entropies. 

3.1 Frequency 
The Frequency [2] 𝒇𝒊 is the proportion of packets, matching 

with the rule 𝒓𝒊 , within detection window details, where 𝑭𝒊 is 

the number of packets matched. 

To calculate that, the eqn [1] shown below will be used, 

                                    𝒇𝒊  =  
𝑭𝒊

 𝑭𝒋
𝒏
𝒋=𝟏

                           Eqn [2] 

The frequency distribution can be defined as, 

                              𝒇 =   𝒇𝟏, ………𝒇𝒏.
 .          Eqn [3] 

3.2 Entropy 
The entropy [2] 𝜢 quantifies the uniformity of distribution of 

rule frequencies [2]. If all frequencies are identical/same (i.e., 

uniform distribution), the entropy will be maximal, and the 

more slanted the frequencies are, the minimal the entropy is. 
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               𝜢 =  −𝜠 𝒍𝒐𝒈𝒏 𝒇𝒊  =   𝒇𝒊   𝒍𝒐𝒈𝒏 ( 𝒇𝒊 )
𝒏
𝒊=𝟏    Eqn [4] 

3.3 Information Distance Metric 
In Information Distance Metric [3], here consider two discrete 

complete probability distributions, 

  and  with,  

    Eqn 

[5] 

The information divergence is a measure of the divergence 

between 𝑷 and 𝑸and is shown in the below equation [6], 

      𝑫𝜶  𝑷||𝑸  =  
𝟏

𝜶−𝟏
 𝒍𝒐𝒈𝟐  𝒑𝒊

𝜶𝒏
𝒊=𝟏  𝒒𝒊

𝟏−𝜶  , 𝜶 ≥ 𝟎    Eqn [6]  

Where, 𝜶  is a positive arbitrary parameter. 

3.4 Generalized Entropy Metric 
Generalized entropy metric [3], is a measure of the 

uncertainty allied with a random variable which forms the 

basis for distance and divergence measurements between 

victims’ various probability densities. The more the variable 

is random, equal to that; bigger the entropy will be get. 

                  𝚮𝜶   𝒙 =  
𝟏

𝟏−𝜶
 𝒍𝒐𝒈𝟐   𝒑𝒊

𝜶𝒏
𝒊=𝟏                   Eqn [7] 

Where, 𝑷𝒊 are the probabilities of  𝒙𝟏 , 𝒙𝟐, ……𝒙𝒏 , 𝑷𝒊  ≥ 𝟎. 

3.5 Probability Metric 
The probability metric [9] is an arithmetic task on the space or 

distance of distributions of arbitrary elements. It ought to 

satisfy the following conditions and properties. Consider the 

probability metric is 𝑫 𝒙, 𝒚 , ∀ 𝒙, 𝒚, 𝒛 ∈ 𝑹.  It has: 

 

The probability metric contains many classes which include 

the Hybrid metric (the total variation metric & the 

Bhattacharyya metric). These both are considered as the most 

significant probability metrics. The total variation metric and 

the Bhattacharyya metric mainly compute the difference of 

two discrete probability distributions and the similarity of two 

discrete probability distributions respectively [9]. 

3.6 The Total Variation Metric 
The total variation [4] is one among the important divergences 

in mathematical statistics. It can be used measure the largest 

probable variation between two probability distributions 

which can assign to the identical event.  

Consider here, two complete probability distributions are, 

𝑷  𝒑𝟏, 𝒑𝟐, . . . . , 𝒑𝒏  & 𝑸 =  𝒒𝟏, 𝒒𝟐 , . . . . . , 𝒒𝒏  with, 

                     

The total variation between them will be as follows: 

                                   Eqn 

[8]     

While 𝑷 = 𝑸;  𝑻 𝑷, 𝑸 = 𝑻 𝑸, 𝑷 .     

 

3.7 The Bhattacharyya Metric 
The Bhattacharyya coefficient [4] is an interesting statistical 

measure which measures the similarity of two discrete 

probability distributions and it is also called as similarity 

coefficient. Here two complete probability distributions 𝑷 

and 𝑸, and the conditions will be as in the above metric. The 

Bhattacharyya coefficient between 𝑷 and 𝑸 is denoted by 

𝝆 𝑷, 𝑸   and its definition as follows: 

                         𝝆 𝑷, 𝑸 =   𝒑𝒊 𝒒𝒊
𝒏
𝒊=𝟏                             Eqn [9] 

where, 𝝆 is Bhattacharyya co-efficient. 

The properties of the Bhattacharyya coefficient are explained 

as follows: 

 

The Bhattacharyya coefficient [4] has the symmetric property 

and is also a probability metric as 𝝆 𝑷, 𝑸 =  𝝆 𝑸, 𝑷 . The 

value of the Bhattacharyya coefficient indicates the similarity 

between two probability distributions, unit indicates the 

strongest similarity, and on the contrary, zero indicates the 

weakest similarity between the distributions. The following 

flow diagram Fig 4 explains how the proposed system is 

going to work with new metrics along with the classifier. 

 

Fig 4: Current system with enhanced proposed metrics 

4.  ATTACK DETECTION METHOD 

4.1 Training and Testing process using 

SVM Classifier 

Intrusion Detection attempts to spot computer attacks by 

examining various data records observed in processes on the 

network. Anomaly discovery has attracted the attention of 

many researchers to overcome the disadvantage of signature-

based IDSs in discovering complex attacks. Although there 

are some existing mechanisms for Intrusion detection, there is 

need to improve the performance. Machine Learning 

techniques are a new approach for Intrusion detection.  
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The goal of this research is using the SVM machine learning 

model with different kernels and different kernel parameters 

for classification of unwanted behavior on the network with 

scalable performance. First, as shown in Fig 4, the metric 

computation values will be given to the classifier for training. 

And then, when a new incoming traffic flow is arrived, it will 

be analyzed in the testing phase of the classifier to detect the 

attack patterns. 

SVMs consistently outperform other classifiers, in terms of 

training time and accuracy of detection. So, if the attack 

pattern is detected via SVM, the particular user will be 

blocked from the network transmission to shield the network 

resources.In this examine, by using new potential metric 

calculations varied from existing scheme with classification 

technique might increase the detection of the Low-rate DDoS 

attack. Along with the computation of entropy and frequency, 

the generalized entropy metric the information distance 

metrics, the hybrid metric (the total variation metric and the 

Bhattacharyya metric) could be added for the effective 

detection. Using these metrics, the similarity as well as the 

dissimilarity in the network distributions will be calculated.  

5. RESULT AND DISCUSSION 
The computation of various metrics leads to the detection of 

Low-rate DDoS along with Flooding attack, with the help of 

traffic including few clients. As discussed above, using 

decision table & metrics, attackers traced and blocked in 

existing system. 

In existing system, the decision table had been used to detect 

the attack happened in distributed network. In spite of that, 

SVM has been focused here to classify Low, High & Normal 

flows. 

Values of Main parameters 

α 0.4 ω 0.05 

γ 0.8 β 0.4 

𝒃𝟏 1 𝑏2 0.65 

𝒃𝟑 0.8 𝜏 0.5 

𝜺 0.01 𝑣 0.05 

Based on these parameters, high rate attack detected with 

existing three metric values. In proposed methodology, the 

newly added potential metrics values are recomputed and 

updating its mean value as per the user flow. Based on that, it 

would trace out the low rate attack and discriminate it with 

other attacks as shown in the following snap shots. 

 

Fig 5: Calculation of Frequency & Entropy 

The Fig 5 & 6 represents the values calculated for the few 

clients in the traffic. The following window shows that the 

values calculated for relative entropy. The relative entropy 

metric is necessary because even if two distributions were 

different, they still can have the same simple entropy. 

 

Fig 6: Calculation of Relative Entropy & Score 

And the Fig 7 represents the updated instance analyzed 

aggregated traffic. 

 

Fig 7: Detection window details 

By following that, Fig 8 represents the values calculated for 

the proposed metrics. 

 

Fig 8(a): Calculation of proposed metrics 
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Fig 8(b): Calculation of proposed metrics 

By having metric computed values, it could be easy to train & 

test with the SVM classifier to find the deviations and come 

out results of detecting Low & High rate attacks with effective 

low false positive rates. Here by as been discussed, it 

quantified that, as the basis of rule formation the attacker 

nodes has been found with the metric value deviations and 

blocked from move onto the next node.  

Then, the security in distributed network with the help of 

metric calculations and SVM classification, against the DDoS 

attack (such as Flooding & Low-rate attacks) might be 

attained with improved performance results. This is used to 

detect and avert the Low-rate DDoS attack, so that sanctuary 

to network resources, user privacy and privileges might be 

attained. By using some other classifiers or enhanced rules, 

numerous types of attacks can be focused to detect in future. 

 

The following snapshots (Fig 9(a), 9(b) & 9(c)) shows that how the packet delivery ratio, throughput and attack (low & high rate) in 

the current working system respectively. 

 

Fig 9(a): PacketDeliveryRatio Comparison 

 

Fig 9(b): Throughput Comparison    Fig 9(c): Attack Comparison 

 

Fig 10(a): Attack Detection 
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Fig 10(b): Attack Detection 

Here, along with exiting metrics, the new potential metrics 

computations are also evaluated with the input as proportion 

of packets from four clients. The metric values are calculated 

based on the respective metric formulas and the rules have 

been formed as per the user traffic (history) in the separate 

file. Every time the user sending traffic, those values will be 

calculated and maintained in the training file. And particular 

current user distribution will be preserved in testing file. As a 

new methodology has been proposed to detect low rate attack 

with classifier, the accuracy is mainly focused regarding the 

detection, which attained as 72% with the [3/4] classification. 

6. CONCLUSION AND FUTURE SCOPE 
The analysis shows that the enhanced detection algorithm is 

immensely effective in identifying DDoS attack, low rate flow 

and Normal flow. The existing approaches detect packet 

flooding DDoS attack based on entropy variation accumulated 

from network. It conceals sudden increase of legitimate flow 

as DDoS and denies service to them. So, finer granularity is 

not obtained. Whereas proposed approach will proactively 

detect low rate attack from flooding attack and  normal flow 

using various potential metric by observing behavior pattern 

of packets of legitimate users as well as illegitimate users. The 

best among the detection depends on d based on recompiling 

mean value based on behavioral differences between various 

user flows. This indicates that the detecting accuracy of the 

current working model is higher than that of the existing 

model. 

To be in spotlight, the attack detection of low-rate, traced out 

earlier, which represents the technique could not allow the 

traffic to reach its high level to sprains the network resources 

from reaching the legitimate users. There is a problem in this 

detection method that it can be easily evaded by the attacker 

who tries some other protocols to launch unpredictable DDoS 

attacks which are currently not defined in this detection 

system. As an extension of this work, additional metric can be 

added by analyzing the changing behavior of attackers and 

dynamically updated database of new users can be built in 

order to trace out the attacker sources quickly which will 

increase the earlier detection of attack to a great extent. 

So, as a future scope to increase the accuracy in detection 

other classifiers or different IPS rule structures will be 

focused. 
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