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ABSTRACT 

Data security and Access control is a challenging research 

work in Cloud Computing. Cloud service users upload there 

private and confidential data over the cloud. Security must be 

provided to such outsourced data, so that user are not worried 

while uploading there confidential data. Recent technologies 

suffer from computational problem of keys and there 

exchange. This paper addresses the various problems and 

issues involved in using cloud services such as key 

generation, data security, authentication. This paper addresses 

this problem using access control technique that ensures only 

valid users will access there outsourced data. This paper 

proposes a Diffie-Hellman key exchange protocol between 

cloud service provider and the user for secretly sharing a 

symmetric key for secure data access that solves the problem 

of key distribution and management. Authentication will be 

done using Two Factor Authentication Technique with the 

help of key generated using Diffie-Hellman key exchange 

algorithm The proposed work is highly efficient and secure 

under existing security models. 
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1. INTRODUCTION 
Today’s most of small scale industries and companies are 

outsourcing there data over the cloud.Cloud is a infrastructure 

provided by the service provider to build internet application. 

Cloud computing is the delivery of computing as a service 

rather than a product, whereby shared resources, software, and 

information are provided to computers and other devices as a 

metered service over a network (typically the 

Internet)[2].Various commercial models are developed that 

can be described as “X as a service”, where X can be a 

hardware, software, application or storage. Various examples 

of cloud computing service providers are Google App Engine, 

Microsoft Azure, Amazon.  

Cloud Computing however suffers from various security 

issues as data owners store their data on external servers, there 

have been increasing demands and concerns for data 

confidentiality, authentication and access control.Cloud 

providers have recognized the cloud security concern and are 

working hard to address it. In fact, cloud security is becoming 

a key differentiator and competitive edge between cloud 

providers. By applying the strongest security techniques and 

practices, cloud security may soon be raised far above the 

level that IT departments achieve using their own hardware 

and software. The work done proposes cryptographic access 

control model as shown in Figure.1 which we have considered 

as the system model in our work. This model mainly consist 

of Cloud Service Provider(CSP) and a Data Owner(DO).The 

Data Owner at first uploads the data over the cloud provided 

by the Cloud Service Provider. This data is kept in an 

encrypted format as the Cloud Service Providers may not be 

trustworthy. Then whenever the data user requiresthere data, 

authentication occurs and data access is provided to valid 

users if the authentication is successful. This is shown in the 

following figure 1.Some methods of data security guarantees 

confidentiality, integrity and authentication, but the problem 

with this model is that the owner is required to be always 

online when the user wants to access the data. The key 

management between the Data Owner and Cloud Service 

Provider is also very difficult.

 

            Figure 1: Example of Secured Data Access 

We proposed a secure and efficient data access to the cloud 

service users. The proposed system ensures secure access to 

outsourced data. It also relieves the DO from worrying about 

data access request made by the user, resulting in increase 

efficiency of access control 

2. LITERATURE SURVEY 
While coming with this paper we had visited many small scale 

industries and companies those are recently using cloud 

services for outsourcing there confidential data over the cloud 

and are suffering with some problems while exchanging keys 

and accessing the services. They are also worried about the 

recent security techniques, which are currently available. For 

this paper we have refer the technical paper on Secure Data 

Access Over Cloud Computing And Secure Data Access In 

Cloud Computing. With the help of these two papers we are 

providing a combined approach for providing security over 

the cloud, which mainly consist of using a Diffe-Hellman Key 

Exchange Protocol and Two Factor authentication technique. 
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For data security, the user data will be outsourced in an 

encrypted format using a RSA algorithm. 

3. SYSTEM  ARCHITECTURE 
In our proposed system we are developing two parts, namely 

Data owner and cloud service provider. Data owner is our 

user and the Cloud Service Provider is a Combination of 

several Service providers like Amazon, Google, and 

Microsoft which has very large storage and computation 

capacity. Cloud Service Provider is always online. The 

authentic users can get theredata file that is stored on the 

Cloud whenever they requires. We also assume that Data 

owner is not always online. We also assume that the Data 

Owner can also execute a binary application code at the Cloud 

Service Provider for managing his data files. Communication 

between the Data owner and Cloud Service Provider is made 

secure using cryptographic algorithm like Diffie-Hellman Key 

Exchange and symmetric Key Encryption. Diffie-Hellman 

key exchange algorithm is used to exchange the key between 

Data Owner and Cloud Service Provider, which removes the 

dis-advantages of current technologies where there is heavy 

load and overhead in Key Distribution Management.Data 

owner creates their accounts on the cloud. Cloud service 

provider maintains the list of its entire user by registering 

them into database. While registering the user or data owner is 

required to provide there user id and password and some other 

User information details and a entry is made into database. 

This entry contains the information about data owner, its 

username and mobile number.User mobile no.is used for 

cheeking whether the user is genuine or not by sending him a 

message which will contain a password generated using the 

Diffie-Hellman Key Exchange Algorithm. This password then 

user enters which after matchingwith the one generated by the 

server a account is being created. After creating the account 

on cloud, data owner can use the services that are provided by 

the cloud service provider. 

 We use two-way authentications for accessing the account. 

When users wants to login into their account, after entering 

the username and static password, another one time password 

is sent to the user on their specified mobile number by server. 

Using this password user can login into their accounts. One 

time password lasts for the complete session or for given time 

slice. Before transferring any data files to the cloud user 

encrypts them with a symmetric key which ensures that the 

data is secured and can not be read by anyone and even if the 

data is being hacked or stolen will be of no use to that person 

or a hacker. We use symmetric key algorithm for encryption 

and decryption of user data. These symmetric keys are 

generated and exchange using Diffie-Hellman algorithm. 

Using that symmetric key user can secure their private data 

from being lost. In this way over proposed scheme removes 

the dis-advantages of the Data Owner being always online and 

it also removes the dis-advantage of overhead in Key 

Distribution Management. 

 

 

 

Figure 1: System Architecture 

4. FUNCTIONAL SPECIFICATIONS 
 

A. AuthenticationModule: 
 

1) Make New Registration for Cloud Service 

:At first the company or a user who needs the various cloud 

services are required to register. During registration various 

details of user such as there user id and mobile no. is taken . 

The mobile no.is later used for validating a user whether it is a 

genuine user or not by sending immediately a small text 

message which will include a key that the user will require to 

enter for creating a account over the cloud and then the 

registration will be successful. Figure shows how the 

authentications process occurs which depicts that when a user 

enters its user id and a password, a key is being send to his 

device which is being generated using a D-H Key Exchange 

and also this key is valid a specific time instance and will get 

destroyed after that specific time instance. 

2) Using Cloud Service: 

Whenever a user is required to use the services provided by the 

cloud service provided ,the user enters his user id and 

password ,if the user id and password is correct a new key is 

generated using the Diffie-Hellman Key Exchange Algorithm 

and is sent to the users mobile device using the number which 

was provided by the user during registration.  

The user then enter the key which he/she has received onhis 

device .If the key matches with the one generated using the 

Diffie-Hellman Algorithm, data access is provided to the user 

and all the cloud services are provided to the user after 

authentication is made successful. 
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Figure 1: Authentication Module 

B. Administrator Module 
Administrator Module is mainly used for User database 

management that will be used bye the cloud service providers 

for providing specific services to specific users only. It will 

also be used for deciding the various access rights for 

different users as per their login details. For example say 

Company Owner will be provided all the rights and their 

employees according to the access rights provided by the 

company owner. 

 

 

Figure 1: Block Diagram Of a System 

C. Encryption and Decryption Module: 
The data which the user will outsource over the cloud will be 

kept in an encrypted format using the same key which was 

generated using the Diffie-Hellman algorithm. This encryption 

will ensure that even if the data is being hacked or is been seen 

by some one, then it will be in an encrypted format and will be 

of no use to the unknown person who has stolen that data. 

Similarly the Decryption process will occur if the user is 

genuine and the data access will be provided only to the valid 

uses. In this way the encryption and Decryption module will 

also provide a security to the outsourced data and will be 

secured. 

 

5. ANALYSIS OF  OUR PROPOSED 

SCHEME 
Security Analysis: 

Inthis section, we analyze the security properties and the 

performance of our Proposed Scheme. The analysis consist of  

analyzing various security properties such as Data 

Confidentiality, Authentication and Integrity of the data. 

1) Data Confidentiality: Data Confidentiality of our proposed 

scheme is analyzed by comparing it with various data 

Encryption algorithms such Advanced Encryption Standard or 

Data Encryption Standard which uses the symmetric key for 

encrypting the data. 

In our proposed scheme as the data is encrypted, 

hence the cloud service provider do not have any access to the 

data as he do not know the key, and is only known to the data 

owner which ensures the Data Confidentiality. 

2)  Authentication:  In our proposed scheme, whenever a new 

user is added or  it tries to access the data over a cloud , a Two 

Factor Authentication is performed with the help of  the 

password set by the user during registration and the key which 

is generated with the help of Diffie-Hellman algorithm which 

is sent to the user mobile device. If the password and the key 

matches or is correct then access is granted to the user over 

the cloud services. In this way the Authentication occurs in 

our proposed scheme. 

3) Integrity: Integrity of data is maintained with the help of 

encryption module of our proposed scheme. It ensures that the 

data integrity is maintained and the data over the cloud is 

secured. 

4) Computational Complexity: Fig shows the computational 

complexity of a public key encryption technique and the 

Diffie-Hellman Key Exchange. As the size of the Key 

increases, the computation complexity also increases in the 

Public key encryption technique when compared to Diffie-

Hellman Key Exchange. 

This shows that the computation complexity of a  

Diffie-Hellman Key Exchange is much better as compared to 

any Public key Encryption technique. 

 

 

Figure : Computational Complexity Of  D-H and Public 

Key 
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6. SIMULATION 
In this section, we describe our simulation of our system. 

Servers and clients are created using Java RMI technique. We 

set up the Cloud Server on one machine and Data Owner 

Server on another machine. These machines are having 

specifications as-Intel[R] Core 2 Duo CPU with the speed of 

2.90GHz having 1.96 GB of RAM. Both the machines were 

running Microsoft Windows XP, Service Pack 2 Operating 

System. Java RMI methods of remote Java objects can be 

invoked from other Java virtual machines, possibly on 

different hosts. The Data Owner has the flexibility to come 

online at any time which removes one of the dis-advantages of 

always Data Owner being online.  Data Owner can make any 

changes to data files stored by them. We ran all our processes 

for all possibilities and got observable result. 

 

Figure 4: Implementation of Diffie-Hellman Key 

Exchange 

7. ADVANTAGES AND BENEFITS 
1. A good control over the business assets. The main 

assets in any company are its data files with 

customer information. 

2. Risk of data loss due to improper backups or system 

failure can be avoided. 

3. Security, Privacy, Compliancy along with 

availability is achieved. 

4. Data Owner is not required to remain always online 

whenever a user is required to use services provided 

bye the Cloud Service Provider. 

 

8. FUTURE SCOPE 
1 Sharing of a software’s over various types of 

network such as LAN/MAN/WAN/Internet in  a 

secured way. 

2 The ability to make software sharable and the client 

PC acting as a dump terminal opens up a new 

concept over a software industry i.e Virtualization 

of Software’s 

3 Enabling user to use different types of features 

provided by various software in a secured manner. 

4 There will be no any type of attack or data loss 

caused by the attackers  and the intruders. 

5 A very high security will be provided to the users 

who outsourced there data to the cloud service 

providers and thus the use cloud services will be 

increased tremendously.  

5. Enables new Business opportunities such as: 

A} On- Demand IT 

B)  Self-service IT 

C) Pay By Use. 

 

9. CONCLUSION 
This paper represents the security methods, which secure the 

data of users not only at the cloud but also on transmission as 

the man in middle attack is completely avoided by Diffie-

Hellman key exchange algorithm. This paper also addresses 

the problems of the access control using proper authentication 

mechanism by two factors. D-H protocol fits better in this 

scenario as number of users on cloud is very large and key 

management is very difficult. Our proposed scheme 

eliminates the overheads of key computation and their 

management. Implementation of the cryptographic algorithms 

in a cloud computing environment using Java RMI is also 

covered in this paper. Provision of security to the users data 

on the cloud will defiantly empowers the Data owner to 

outsource the data to cloud. 
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