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ABSTRACT

Cryptography today is assumed as the study of
techniques and applications of securing the integrity
and authenticity of transfer of information under
difficult circumstances. This paper presents an
innovative  concept on  Encryption/Decryption
application that is able to work with image files, data
files and audio files. The method of encryption is
simple but competent enough to fit the needs of the day.
This paper presents Chaos based cryptography where
the chaos is generated by using the concept of Fractals
.The technique uses a key of variable length which
generates a 128 hit message digest using MD5 hash
algorithm. Then the generated hash value used as a seed
to generate fractals using Julia Set algorithm and this is
used as a chaos for the respective files. The final
encryption is performed through XOR operation on
each block of data to generate the cipher file which is to
be transmitted.

General Terms
Cryptography and Data Security.
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1. INTRODUCTION

Cryptography is the study of Secret (crypto-)-Writing (-
graphy).lt is the science or art of encompassing the
principles and methods of transforming an intelligible
message into one that is unintelligible and then
transforming the message back to its original form.
Cryptography is a particularly interesting field because
of the amount of work that is, by necessity, done in
secret. The irony is that today, secrecy is not the key to
the goodness of a cryptographic algorithm.

This scheme uses a powerful encryption algorithm. The
strength of cryptography lies in the choice (and
management) of the keys as longer keys will resist
attack better than shorter keys [16] hence in this scheme
in the first level of security, a secret key of variable
length generates a 128 bit message digest using MD5
algorithm[3] which is very complex to break. The MD5
Message-Digest ~ Algorithm is a widely used
cryptographic hash function that produces a 128-bit
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(16-byte) hash value. MD5 was designed by Ron Rivest
in 1991 to replace an earlier hash function, MD4. An
MD5 hash is typically expressed as a 32-digit
hexadecimal number. MD5 is a one way hash function
that works in one direction but not in the other. This
means that it is very easy to compute a hash value from
a pre-image and very difficult to compute the pre-image
from a certain hash value. A good one-way hash
function is also collision free. This means that it is hard
to find two pre-images with the same hash value. So we
have used this unique feature in our scheme to make the
key more secure. This makes the algorithm more
confused and thus it becomes more robust since the
intruders cannot guess the size of the key.

In the second level it uses a more powerful encryption
algorithm in which fractals are used as chaos to
generate cipher file. This scheme uses fractal to create
chaos due to its unique features such as irregularity and
chaotic nature. The key used in this method is used in
generating fractals and thus is chaotic in nature which
provides more confidentiality against the intruders to
manipulate the key and is obviously resistant to
cryptanalysis.

The technique allows the sender to enter a secret key of
variable length with a fixed lower limit but no upper
limit which generates a 128 bit message digest using
MD5 algorithm[4][5]. The hash value so generated is
used as a seed for generating fractal [6] [7] using Julia
set algorithm [8]. This fractal is used as a chaos for data
files. The fractal file is XOR-ed [8] with the plain text
to create the encrypted cipher file.

This scheme provides strong protection at the
encryption phase but the computational complexity is
very low. Moreover, it is simple, so applicable to
various applications with low end processors on hand
held system.

2. RELATED WORK

A fractal is a mathematical set that has a fractal
dimension that usually exceeds its topological
dimension and may fall between the integers. Fractals
are typically self-similar patterns, where self-similar
means they are "the same from near as from far".
Fractals were first described in the 1970s by IBM
mathematician Benoit Mandelbrot. He found traditional
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geometry to be incomplete. It could not describe the
enormous and irregular shape of a mountain. It had no
formal representation of the appearance of a cloud. The
new geometry that he developed could do all this. It
was a description of the beautiful yet irregular and
fragmented patterns around us.

Fig. 1: Fractal generated with the Mandelbrot set.

The term ‘fractal” was coined by Mandelbrot from the
Latin fractus, an adjective for the irregular and the
fragmented. Essentially, they replicate themselves by
fragmentation.

What is a Julia Set:

Julia studied rational polynomial expressions of various
degrees (e.g., z4 + z3/(z + 1) + z2/(z3 + 4z2 + 5)+ ¢),
but in this project we have limited the work mostly to
the family of sets generated by the special quadratic
case form f(z) = z2 + c. Here z represents a variable of
the form a+ib (a and b real numbers) which can take on
all values in the complex plane. The quantity ¢ also is
defined as a complex number, but for any given Julia
set, it is held constant (thus it is termed a parameter).

Fig. 2: Potential of filled Julia set

Chaos Theory has been established since 1970s in many
different research areas, such as physics, mathematics,

engineering, and biology. The most well known
characteristics of chaos are the so called "butterfly-
effect"” (sensitivity to initial conditions), and the
pseudo-randomness  generated by  deterministic
equations [20]. (Many fundamental properties of
chaotic systems have their corresponding counterparts
in traditional cryptosystems. Chaotic systems have
several significant features favorable to secure
communications, such as sensitivity to initial
conditions, control parameters and random like
behavior [21].

With all these advantages, scientists expected to
introduce new and powerful tools of chaotic
cryptography. So, chaos may become a new rich source
of new ciphers.

3. PROPOSED WORK
3.1 Concept
3.1.1 Encryption Process

The proposed scheme uses symmetric key algorithm.
This means that the sender and the receiver will use the
same key for encryption and decryption process. At first
the algorithm creates a fixed 128bit length of MD5 hash
value from the variable length key entered. The hash
value so generated is used as a seed for generating
fractal using Julia set algorithm. This fractal is used as a
chaos for input data file .After fractal is being
generated, XOR based encryption algorithm is used
where each and every byte of original data file is
XORed with individual byte of the constructed fractal
image which in turn produces a chaotic file known as
cipher file. This cipher file is to be transmitted where
the original information of the data file is being
ciphered.

3.1.2 Decryption Process

In the decryption phase, the receiver receives the cipher
file. He enters the same key communicate securely
earlier and generates a 128-bit message digest using
MDS5 algorithm. Then this generated hash value is used
as a seed to generate fractal using Julia Set algorithm.
After this, the generated fractal is XORed with the
cipher file to get back the original data file that is being
transmitted. However if the receiver enters a different
key then it will not produce the same hash value. Thus
the fractal generated will be different and when it is
being XORed with the cipher file, it will fail to decrypt
the original data file.

3.1.3 Algorithm
3.1.3.1 Encryption Phase

This scheme is applied for any data file which we want
to transmit over the network. The algorithm to encrypt
the file can be described by the following algorithm:

Stepl: Select any data file which is to be transmitted.

Step2: Enter a secret key of variable length with a
lower limit (we have taken 10) but no upper limit.
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Step3: Evaluate the hash value of the entered key using
MD?5 algorithm ultimately to make it to 128 bit. This
makes the algorithm more confused and thus it becomes
more robust since the man in the middle cannot guess
the size of the key.

Step4: The hash value so generated is used as a seed for
generating fractal using Julia set algorithm.

Step5: This fractal is used as a chaos for data file. The
fractal is XORed byte by byte with the original data file
to generate the encrypted cipher file.

3.1.3.2 Decryption Phase

The algorithm to decrypt the transmitted file can be
described as follows:

Stepl: Take any chaosed encrypted cipher file.
Step2: Enter the secret key.

Step3: Evaluate the hash value of the entered key using
MDS5 algorithm ultimately to make it to 128 bit.

Step4: The hash value so generated is used as a seed for
generating fractal using Julia set algorithm.

Step5: Now the generated fractal file is XORed byte by
byte with the selected cipher file to get back the original
file.

3.2 Data Analysis with SNR Value

Signal-to-noise ratio (often abbreviated SNR or S/N) is
a measure used in science and engineering that
compares the level of a desired signal to the level of
background noise.

Data Analysis with SNR values of cipher files with
respect to the original files of the above proposed
scheme are as follows. In cryptography higher the
values better the confusion. Fig 3 shows in this case is
always above 99% i.e. both known text attack and blind
text attack are impossible.

99.94
99.92

99.9
99.88
99.86 :. I
99.84 - : : :

Cipherl Cipher2 Cipher3 Cipherd

Fig. 3: Data Analysis with SNR Value
3.3 The Advantages of Proposed System

Since the key size of any arbitrary length is transformed
into a 128 bit hash value thus it takes 8 trillion
millennia time to search 50% of the key space. This
makes the algorithm more confused and thus it becomes

more robust since intruders cannot guess the size of the
key.

The formula of Fractal transformation is one-way. By
changing the parameters of the formula, different
fractals are generated. Hence the proposed encryption
algorithm confirms confidentiality and security and is
highly useful where low end processors are used but
security is a major challenge.

The generation of chaos using fractal generation creates
confusion for the intruders and thus diffusion of
information is less for cryptanalysis.

3.4 Input and Output Example with GUI
3.4.1 GUI of the Proposed Scheme
3.4.1.1 Encryption Phase

a5 Encrypt Form

S
Enter the key
[ o e ] [ T ]

[ Generate MD 5 ]

l Generate Fractal ]

’ XOR the Fractal file with Data File ]

Fig. 4: GUI of the Encryption Phase
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Fig. 5: Input Text File/ Message to be sent and thus
encrypted
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Fig. 6: Cipher file

3.4.1.2 Decryption Phase
00—

o Decrypt Form

Select Cipher [ Browse ]

Selectthe key

[ Enter key l [ Load key ]

‘ Generate MdE ‘

‘ Generate Fractal ‘

I XOR the Fractal File with the Cipher File ]

Fig. 7: GUI of the Decryption Phase
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Fig. 8: Text file / Message Output after Decryption
4. CONCLUSION

This scheme have introduced a new robust and fractal
based cryptography scheme which provides a good,
efficient method for hiding the data from intruders and
sent to the destination in a safer manner. This proposed
system will not change the size of the file even after
encoding. The Encryption and Decryption techniques

have been used to make the system more secure and
robust.

This scheme is a better cryptography scheme because it
not only confirms confidentiality but also provides
strong protection of the secret file at the decryption
phase. The basic idea behind this paper is to provide a
good combination of speed, high security, complexity,
reasonable computational overheads and computational
power during the encryption and decryption phases for
low end processor in hand held system.
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