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ABSTRACT

Intrusion Detection system is one of the major and efficient
defensive mechanisms against attacks on Wireless Sensor
Networks (WSN). An Integrated Approach of Intrusion
Detection System (IAIDS) has been proposed as a defensive
mechanism against possible intruders in WSN. In order to get
integrated approach, the combined versions of an Packet
Verification Module (PVM) and a Packet Analysis Module
(PAM) is considered and eventually the performance of the
scheme is evaluated by simulating the network. The simulated
outcomes are used to show the capability of intrusion
detection of the proposed method. In addition, the
performance of the proposed system is analyzed in terms of
false alarm rate and detection rate.
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1. INTRODUCTION

Over the past few years network security has become one of
the most interesting and promising research areas [9]
especially in the field of Wireless Sensor Networks (WSN).
WSN is used as a popular communication medium because of
its low cost architecture. It is considered as the emerging
wireless networks among the various classes of wireless
communication networks such as Cellular Networks, Adhoc
Networks and Mesh Networks.

A Wireless Sensor Network is defined differently by different
authors. According to Akkaya and Younis [16] WSN is a
network that consists of small nodes with sensing,
computation and communication capabilities. Akylidiz et
al.[17] defines WSN as a network consisting of large number
of nodes that are deployed in such a way that they can sense
the phenomena. Gowrishankar et al.[10] defined WSN as a
special class of Adhoc wireless network that are used to
provide a wireless communication infrastructure that allows
us to instrument, observe and respond to the phenomena in the
natural environment and in our physical and cyber
infrastructure. In short, a WSN is a special kind of Adhoc
wireless network equipped with the sensors to sense the
environment [12].

WSN is regularly deployed in unattended and hostile
environments. Therefore the security is a critical challenge for
creating robust and reliable sensor networks.  Although
various first line of defensive mechanisms [6][14] such as
cryptography (key management), and installation of firewalls
have been employed but it is also true that, whatever
defensive techniques are employed, there will always be an
ample of scope for weak links [2][3][7]. As the sensor
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networks have different characteristics hence security
solutions have to be designed with limited usage of
computation and resource utilization. Keeping these things in
mind an Integrated Approach of Intrusion Detection System
(IAIDS) is proposed to prevent intrusions in WSN. The design
goals of the proposed IDS are to achieve high detection rate
and low false alarm rate.

The rest of the paper is as follows. Section 2 describes the
proposed methodology where the WSN model, system
architecture and various modules of the system is analyzed.
Section 3 solely focused on results and analysis followed by
conclusion at Section 4.

2. PROPOSED METHODOLOGY

A detailed description of the proposed WSN architecture is
discussed below.

2.1 WSN Model

It is assumed that the base station is physically guarded and
cannot be compromised. The presence of intruder is always
shouted by the sensor nodes or the cluster heads. Based on the
anomalies or intrusion information from sensors, base station
guesses about attacks and can initiate the appropriate action.
This centralized approach is necessary because individual
sensor nodes can be easily compromised. The base station
securely informs about the addition of new nodes to their
neighbors. Therefore it is safe to assume that nodes know
their neighbors.

2.2 Basic Assumptions

e All the nodes including Base Station (BS) are immobile in
nature.

e The simulated environment consists of 25 to 250 nodes in
an area of 500x280 square meters.

e The removal or addition of any node in a Cluster is
supervised by the Base Station.

e Cluster Heads keep track of each node in its cluster and
sends periodic status information to the Base Station.

e FEach node identified by unique identifier and can
communicate directly with other nodes in the same
cluster.

2.3 System Architecture

The proposed IDS consist of a Packet Verification Module
(PVM) and a Packet Analysis Module (PAM). The PVM runs
in sensor nodes where as PAM runs at the cluster heads. The
PVM filters the incoming packets using three child modules
known as Packet Delay Detection Module (PDDM), Collision
Detection Module (CDM) and Packet Dropped Detection
Module (PDRDM). The corresponding nodes of the filtered
packet records of PVM are referred as probable malicious
nodes. These suspicious packets containing the probable
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malicious nodes and its characteristics are then sent to PAM
for further analysis and detection. The PAM is responsible for
identifying the actual malicious packet and thus identifying
the corresponding malicious node. The list of malicious nodes
ascertained by cluster heads is sent to the base station for
follow up action. The proposed system can be visualized
through figure 1.
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Fig 1: The proposed system architecture
2.3.1 Packet Verification Module (PVM)

The main aim of PVM s to recognize probable malicious
nodes using clustering architecture[5][8]. The clustering
approach not only reduces communication overhead but also
save energy. The Packet Verification Module identify the
suspicious nodes using the following parameters.

2.3.1.1 Delay

The packet delay is analyzed by the Packet Delay Detection
Module (PDDM). The packet delay should not be more than
or less than the allowed time limit [13]. This module catches
the packets suffered by attacks [1][4][11] such as Selective
forwarding, Black hole and hello flood attacks.

2.3.1.2 Collision

The number of collisions associated with a message must be
lower than the expected number of collision in the network.
The jamming attack[1][11][15], where a node introduces
noise into the network to disturb the channel, can be tracked
by this parameter.

2.3.1.3 Packet Dropped
The number of packets dropped from source to destination
should not be more than the allowed limit.

A node or a set of nodes can be treated as intruder if there is
any deviation between the said properties of a healthy packet
and the properties of the incoming packets. Here three
algorithms separately for these parameters operate in PVM for

detection of malicious activity. The result of PVM of each
sensor node is passed to the PAM for further detection.

2.3.2 Packet Analysis Module (PAM)

The PAM is used to encapsulate the result of PVM. This
module basically runs in the base station. It determine whether
or not a node is an intruder or not. It will then report the
results to the administrator to help them handle the state of the
system and make further corrections. The algorithm of the
PVM are shown in Table I.

Table 1. Rules of Packet Analysis Module

Packet Analysis Module Rules (PAM)

Step 1. For each node ascertain the common set of nodes
from the packets return by PDDM, CDM and PDRDM.

Step 2. The result set of all the nodes are summarized and
the common set of this summary will be considered as
intruders.

Step 3. Send the summary set to the Base Station for follow
up action.

In this module the results of the algorithms of PVM is
considered. The result of the algorithms of PVM provides a
list of probable malicious nodes. It is worth to remember that
PVM only emphasizes nothing more than that the attacker is
one of the node in the list of probable nodes. However the
intersection of these sets of suspicious nodes definitely
provides the target list of intruders.

The entire scenario can easily understood through the
following case study.

Table 2. A Case Study Showing the Entire Process

Nodes o hom E\éll\\/l/l porOM | T AM
N1 NZN’(;B’ NZNIS\I?,, NZNL\B, N2 N3
N2 N1N4N3' I:|15 ':I% N3, N5 N3
\3 N1N5N2, NlNGNZ, NlNrglz, NL N2
N5 N1N6NZ, N2N6N4, N1N16\|2, N2 N6
N6 NlmNS' Nlm'\‘z' N2, N5 N2

The above case study reveals that, six different nodes sending
the result to the respective cluster heads. In the cluster head
the results are intersected to identify the intruders. From Table
Il it is clear that node N1 stating node N2 and N3 as an
intruder, whereas node N2 stating node N3 as an intruder and
so on. However the six nodes of the PAM module frequently
reveals the impression that node N2 as an intruder. Hence, it
can be concluded that node N2 is malicious which eventually
reported to the base station for follow-up action.

3. RESULTS AND ANALYSIS
The following sections evaluate the proposed methodology in
terms of detection rate and false alarm rate.
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3.1 False Alarm Rate over the Percentage

of Anomalous Nodes
False Alarm Rate (FAR)[3] is the ratio between the numbers
of normal measurements that are incorrectly misclassified as
anomalous to the total number of abnormal measurements and
is calculated by using:

Number of misclassified normal

Fa = X 100%
A Total number of abnormal measurements 0

The results are shown in figure 2
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Fig 2: False Alarm Rate with the increase in percentage of
anomalous node

For an effective intrusion Detection System, the FAR should
be minimum. In the proposed system it is found that the FAR
is lies between 0 -5.3%.

3.2 Detection Rate over the Percentage of

Anomalous Nodes

Detection Rate (DR) [3] is defined as the ratio between the

numbers of correctly detected anomalous measurements to the

total number of anomalous measurements and is calculated as:
Number of correct classified normal

Dgr = X 100%
R Total number of abnormal measurements 0

The results are shown in figure 3
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Fig. 1. Detection Rate with the increase in transmission range

For an effective Intrusion Detection System, the detection rate
should be maximum. In the proposed system it found that the
detection rate lies between 94-100 %.

4. CONCLUSION

The rapid application of WSN in today’s world leads to
various attacks and security threats. Therefore, it becomes
necessary to deploy strong security mechanisms to prevent
possible intruders in WSN. In this regard architecture of
intrusion detection for WSN has been proposed addressing
various security threats such as exhaustion, selective
forwarding, and packet dropping. The architecture has a
Packet Verification and Packet Analysis Module to deal with

potential intruders. The proposed mechanism achieves high
detection rate with low false alarm rate. It is worth to mention
that the present scheme do not substitute cryptography based
techniques which generally provide the first line of defense,
instead it compliment the first line of defenses to reduce
chances of intruders
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