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ABSTRACT

At present the mankind are progressively relying more on a
number of online storage stores to back up our data or for
using it in real time which gives an anywhere, anytime access.
All these services bring with it, concerns of security and
privacy weaknesses for all the services provided by them
since the user’s data are stored and maintained out of user’s
premises. This paper portrays the various issues associated to
privacy while storing the user’s data on third party service
providers, which is more commonly termed as cloud service.
Cloud computing refers to the fundamental infrastructure for
an up-coming model of service provision that has the benefit
of dropping cost by sharing computing and storage resources,
united with an on-demand provisioning mechanism depending
on a pay-per-use business model. Without appropriate security
and privacy solutions designed for clouds this computing
paradigm could become a huge failure. There is a lot of
research being made to spot out the issues with these cloud
service providers and cloud security in general. This paper is
on regard of one of the key issue -privacy that occur in the
context of cloud computing and analyze the various works
being done to solve the issues in privacy and thus to ensure
privacy to outsourced data on cloud storage.
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1. INTRODUCTION

Security is a necessary component for strong privacy
safeguards in all online computing scenarios, but security
alone is not enough. Consumers and businesses are ready to
use online computing only if they have the reliance that their
data will stay private and secure. So to create a trusted
environment for customers, we need to develop software,
services, and processes with privacy in mind. Cloud
computing is the biggest buzz in the computer world these
days. Cloud computing is everywhere. The locality of
physical resources and devices being accessed are in general
not known to the end user. It also provides services for users
to build up, deploy and manage their applications ‘on the
cloud’, which involves virtualization of resources that
maintains and manages by itself [1]. NIST definition of cloud
computing:

“Cloud computing is a model for enabling convenient, on-
demand network access to a shared pool of configurable
computing resources (e.g., networks, servers, storage,
applications, and services) that can be rapidly provisioned
and released with minimal management effort or service
provider interaction”.

One of the first cloud offerings was cloud storage and it
remains a popular answer. Cloud storage is a model of
networked online storage in which the data is stored in
virtualized pools of storage that are generally being hosted by
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the third parties. Cloud storage allows data stored remotely to
be temporarily cached on mobile phones, desktop computers,
or other Internet-linked devices. Security and cost are the top
issues in this field and vary greatly, depending on the vendor
one choose. Despite the first success and recognition of the
cloud computing model and the extensive availability of
providers and tools, a number of challenges and risks are
innate to this new model of computing.

The rest of the paper is organized as follows. The notion of
privacy in cloud storage and the privacy challenges in cloud
storage are presented in Section Il. The Section Ill presents
the possible solutions for the privacy problems in cloud
storage. This section gives a brief introduction about the
traditionally available privacy and integrity mechanisms and
further  categorizes the  existing  privacy-preserving
methodologies. Finally, the paper concludes in Section 1V.

2. PRIVACY IN CLOUD STORAGE

Newly, many services in the cloud, e.g., healthcare, online
marketing, banking & payment, and social media depend on
the use of personal information. Those privacy-sensitive data
are residing in the other side of the globe. This movement
highlights concerns on privacy in the cloud like how privacy
of users is perceived and protected. For these growing privacy
concerns, many technologies have been proposed, and
governments in the world are preparing lawful frameworks to
protect privacy. Nevertheless, there are still gaps between
practices and proposed solutions, conflicts of interests, and
disagreement on requirements and concepts.

2.1 What is Privacy?

Privacy means that the person to be free from all interference.
Privacy control allows the person to maintain a degree of
intimacy. Privacy is the protection for the truthful use of
personal information of cloud user. Privacy breaches may
create a lot of troubles to cloud users.

The American Institute of Certified Public Accountants
(AICPA) and Canadian Institute of Charted Accountants
(CICA) define that, “Privacy is the right and obligation of
individuals and organizations with respect to the collection,
use, retention, and disclosure of personal information”.

2.2 Privacy Issues in Cloud Storage

When considering privacy risks in the cloud context, it is very
important as privacy threats differ according to the type of
cloud scenario. The papers [2][3] presents some of those
issues in privacy which is as follows: lack of user control, lack
of training and expertise, unauthorized secondary usage,
complexity of regulatory compliance, addressing transborder
data flow restrictions, litigation, legal uncertainty, compelled
disclosure to the government, data security and disclosure of
breaches, data accessibility, location of data, transfer and
retention.



Amrita International Conference of Women in Computing (AICWIC’13)

Proceedings published by International Journal of Computer Applications® (1JCA)

3. POSSIBLE SOLUTIONS FOR THE
PRIVACY PROBLEMS BASED ON
DIFFERENT METHODS

Cloud Computing is presently one of the hottest topics in
information technology (IT). Since the outsourcing of all the
essential data is available with a third party, there is always
having a concern of cloud service provider’s trust-worthiness.
Due to data privacy, it is essential for users to encrypt their
sensitive data before storing them into the cloud. Yet, there
exist some shortcomings in the situation of traditional
encryption. When a secret key owner wants to look for some
data that are stored in the cloud storage, he may be needed to
download all encrypted data from the cloud server, and then
decrypts and searches them. If the encrypted data are huge or
the client is a mobile user, then it will be very inefficient and
is not convenient. Otherwise he must send his key to the cloud
server which performs the decryption and search procedures.
It causes a serious trouble that the cloud server obtains the
secret key So many models were existed to ensure the
integrity of data file.

In “Provable Data Possession” (PDP) model [4] ensures the
possession of data files on untrusted storages. It uses a RSA
based homomorphic linear authenticator for auditing
outsourced data, but this model leaks the data to external
auditors and hence was not provably privacy preserving. Juels
et.al [5] describes a “Proof of Retrievability” (PoR) model,
where spot-checking and error correcting codes are used in
order to ensure the possession and retrievability. But this
approach works only with encrypted data. Improved versions
of PoR protocols had been proposed which guarantees private
auditability and one which make use of BLS signatures. But
these approaches were not privacy-preserving. Then comes
the TPA based approach to keep online storage honest. This
scheme only works for encrypted files which requires the
auditor to keep state, and suffers from bounded usage, which
potentially brings in online burden to users when the keyed
hashes are used up.

Thus to provide secure cloud storage supporting privacy-
preserving many methodologies, frameworks and protocols
have been proposed. This paper examines those existing
methodologies that guarantee the privacy in cloud storage by
categorizing it into four types by which the privacy in cloud
storage is achieved and performs the analysis on the existing
methodologies which best suits to deal with the privacy issue.

3.1 Encryption Methods

There are approaches that make use of encryption techniques
to achieve privacy in cloud and the papers [6]-[10] state about
it. RuWei et.al [6] proposed the design of privacy-preserving
cloud storage framework to solve privacy security problem,
this comprises the design of data organization structure, the
generation and management of keys, the interaction between
participants and the handling of change of user’s access right
and also supports the dynamic operations of data. It uses an
interactive protocol and an extirpation based key derivation
algorithm. It ensures data confidentiality, solve
ineffectiveness of key derivation, reduces the burden of
encryption and decryption, can be able to manage numerous
keys, saves owners storage space, reduce run-time overheads
of the system, gives excellent privacy security and can apply
to multiple users, data owners and service providers. But it
needs to have techniques to reduce owner’s encryption burden
and to work on ciphertext.

A method for improving user privacy with secret key recovery
in cloud storage that allows users’ to encrypt their files in the
cloud storage has been proposed in [7]. A Secret sharing
Algorithm to Key Recovery Mechanism is used. AES-128 to
encrypt user’s file, the key length is set to 128 bits is used.
Key Recovery scheme partially trusted because no one has the
full information about the encryption key except the user
himself. The compression algorithm used here is ZIP. The
user’s privacy is protected and it decreases the risk of
encryption key lose. But it puts a big computation burden for
users. It has concerns about transforming speed. Renewing
user’s key is a challenge here, users can’t search words and
there is dispersal of information. RuWei et.al in [8] provides a
privacy-preserving cloud storage framework supporting
ciphertext retrieval, it is to solve the problems while operating
on an encrypted data and to reduce the data owner’s workload
on management of data and support data sharing. Interaction
protocol, Key derivation Algorithm, combination of
symmetric and asymmetric encryption and Bloom Filter is
used here. It can operate on encrypted data; reduce data
owner’s workload on managing the data and storage space,
reduce communication, computation and storage overhead. It
can manage numerous keys and is efficient, safe and
economic. But it supports only owner-write-user-read and
lacks in technique that support cipher text-based computing.

The paper [9] is about controllable privacy preserving search
functionalities which include revocable delegated search and
un-decryptable delegated search that are based on symmetric
predicate encryption in the cloud storage. Thus the Owner of
cloud can easily control lifetime and search privileges of data
which is suitable for delegation-based business applications.
But it cannot support complex access control and search
privileges. A method using discretion algorithm [10] for
preserving privacy through data control in a cloud computing
architecture, which provides security solution that requires
more than user authentication and digital certificate are
discussed. Here the SP can directly use data without any key
and is more flexible and safe to protect individuals’ privacy.
But the use of Encryption limits data usage and needs
communication and compatibility with heterogeneous host.

The main problem in using encryption based technique is that
it limits the data usage and puts into an additional burden. The
access control mechanisms are available which will overcome
the burden of the above overheads.

3.2 Access Control Mechanisms

The access control mechanisms that provide privacy has been
discussed in papers [11] and [9]. A privacy preserving access
authenticated access control scheme for securing data in
clouds that verifies the authenticity of the user without
knowing the user’s identity before storing information has
introduced in [11]. Here only valid users are able to decrypt
the stored information. It prevents reply attack, achieves
authenticity and privacy. It is decentralized and robust which
allow multiple read and write, distributed access control and
the identity of user is protected. But in [9] the access policy
for each record stored in the cloud should be known and
should be based on assumption that cloud administrator is
honest but it does not support complex access control.

3.3 Query Integrity/Keyword Searches

There are approaches that make use of queries and keyword
search scheme to check the privacy in cloud and papers [12]-
[13] discusses those schemes. Qin Liuy et.al [12] proposed an
efficient privacy preserving keyword search scheme in cloud
computing that allows a service provider to participate in
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partial decipherment and enables them to search the keywords
on encrypted files. It makes use of an efficient privacy
preserving keyword search scheme (EPPKS). It provides
protection of user data privacy, queries privacy and support
key word search on encrypted data. It is found efficient,
practical and provably and semantically secure. But the
computation on encrypted data was a challenge. A privacy
preserving approach for data outsourcing in cloud
environment which make use of Fragmentation and heuristic
algorithm is used by Sayi et.al [13]. It proves to be efficient
and effective but confidentiality is not achieved.

3.4 Auditability Schemes

Auditing reduces risk for customers as well as give incentives
to providers to improve their services [14]. Auditability falls
under two categories as follows when we consider the
available schemes in auditability: private auditability and
public auditability. Even though schemes with private
auditability can attain higher scheme efficiency, public
auditability permits anyone, not just the client (data owner), to
deal with the cloud server for correctness of data storage
while keeping no private information. Then, clients are able to
pass on the evaluation of the service performance to an
independent third party auditor (TPA), without giving their
computation resources. So we can denote the types of auditing
protocols as Data Owner Auditing and Third Party Auditing.

According to [15] the methods of data storage auditing
methods can be categorized into three: Message
Authentication Code (MAC) - based methods, RSA- based
Homomorphic methods and Boneh-Lynn-Shacham signature
(BLS) — based Homomorphic methods. The challenging
issues of data storage auditing include Dynamic Auditing,
Collaborative Auditing and Batch Auditing. We need to meet
the three performance criteria when comes to designing of
auditing protocols as: low storage overhead, low
communication cost and low computational complexity.

This paper compares the schemes available in public
auditability. The papers [16]-[22] are some works related to
public auditability in cloud. But the papers [16]-[19] are
provably not privacy preserving but they lead to the
development of efficient privacy-preserving methodologies in
papers [20]-[22].

3.4.1 Remote Data Possession at Untrusted Host
The paper [16] has been proposed with the goal of remote
data possession checking schemes. This paper proposes an
efficient RDPC scheme which is efficient in terms of
computation and communication; it allows verification
without the need for the challenger to compare against the
original data; it uses only small challenges and responses, and
users need to store only two secret keys and several random
numbers. Finally, a challenge updating method is proposed
based on Euler’s theorem.

3.4.2 Public Verifiability for Storage Security

A work has been done in [17] for studying the problem in
ensuring the integrity of data storage in Cloud. To ensure the
correctness of data they allow a third party auditor to work on
behalf of the cloud consumer, to check the integrity of the
stored data in the cloud. This scheme ensures that the storage
at the client side is minimal which will be helpful for thin
clients.

3.4.3 Remote Data Checking Using Provable

Data Possession
This paper [19] Ateniese et.al, introduces a model for
provable data possession which can be used for remote data

checking. By having a sampling random set of blocks from
the server, this model produces probabilistic proofs of
possession which will significantly reduce 1/0 costs. In order
to minimize network communication the challenge/response
protocol transmits a small and constant amount of data. The
model incorporates some mechanisms for mitigating arbitrary
amounts of data corruption and it is robust. It offers two
efficient secure PDP schemes and the overhead at the server
is low. To add robustness to any remote data checking scheme
based on spot checking it proposes a generic transformation.

3.5.4 Privacy Preserving Data Integrity Checking
A privacy preserving remote data integrity checking protocol
with data dynamics and public verifiability [20] make use of a
Remote Data Integrity Checking Protocol. The protocol
provides public verifiability without the help of a third party
auditor. It doesn’t leak any privacy information to third party,
which provides good performance without the support of the
trusted third party and provides a method for independent
arbitration of data retention contracts. But it gives
unnecessary computation and communication cost.

3.5.5 Privacy Preserving Public Auditability for

Storage Security

The studies about the problem that ensures integrity of the
data storage in Cloud Computing has been analyzed in paper
[18]. It allows a third party auditor to confirm the integrity of
dynamic data stored in the cloud. This scheme achieves both
public auditability and dynamic data operations. The authors
in [21] propose privacy-preserving public auditing for secure
cloud storage. The protocol design to achieve the security and
performance guarantees like: Public Auditability, Storage
Correctness, Privacy-Preserving, Batch auditing, and to be
Lightweight. The method is found to be scalable and efficient
which provides complete outsourcing solution, integrity
checking and thus saves amount of auditing time. It relies on
third party auditors and has the use of expensive modular
exponentiation operations which leads to storage overhead on
server and extra communication cost. Zhu et.al [22] proposes
an efficient audit service outsourcing for data integrity in
clouds. It is based upon the creation of an interactive PDP
protocol to inhibit the dishonesty of prover (soundness
property) and the leakage of verified data (zero-knowledge
property). It describes the periodic verification for improving
the performance of audit services. Here the approach adopts a
way of sampling verification. The scheme not only prevents
the deception and forgery of cloud storage providers, but also
prevents the leakage of outsourced data in the process of
verification. It supports an adaptive parameter selection. The
system shows only lower computation cost as well as a shorter
extra storage and the scheme is less complex due to fragment
structure. It achieves Audit-without-downloading,
Verification-correctness,  Privacy-preserving and High-
performance.

4. CONCLUSION

Cloud Computing releases the world of computing to a wider
range of uses and increases the ease of usage by giving access
through any kind of internet connection. Though with these
increased ease of usage also come drawbacks. Privacy
security is a key issue for cloud storage and is to be
considered very important. To ensure that the risks of privacy
have been mitigated a variety of techniques that may be used
in order to achieve privacy. This paper has addressed some
privacy approaches for overcoming the issues in privacy on
untrusted data stores in cloud computing. There are still some
approaches which are not dealt in this paper. This paper
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categories the methodologies in the literature as encryption
based methods, access control based mechanisms, query
integrity/ keyword search schemes, and auditability schemes.
The work in [22] is giving an efficient privacy-preserving
storage compared to other works. Even though there are many
approaches in the literature for mitigating the concerns in
privacy, no approach is fully sophisticated to give a privacy-
preserving storage that overcomes all the other privacy
concerns. Thus to deal with the concerns of privacy, we need
to develop privacy—preserving framework that overcomes the
worries in privacy security and encourage users to adopt cloud
storage services more confidently.
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