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ABSTRACT 

Peer-to-Peer (P2P) systems allow all peers to communicate 

and share resources with equal responsibility thereby 

eliminating the need for central authorities. These networks 

have gained wide popularity in providing services ranging 

from file sharing to distributed computing applications. In 

P2P networks the peers can join or leave the system 

dynamically and so the network topology changes due to this 

behavior. These features of a P2P make it vulnerable to 

different types of attacks. Trust and Reputation models can be 

used to minimize the impact of such threats. This paper 

proposes a trust model to identify malicious nodes in a P2P 

network. The main aim of the paper is to deploy a trust model 

for determining the trust value of peers with the notion of 

avoiding malicious ones. In this paper the global trust of a 

base peer is computed by only those set of peers that are 

reliable to the base peer. This can greatly help to reduce the 

computation and communication overhead associated with 

other trust and reputation based models where all the 

interacted peers have to respond to compute the global trust of 

the base peer. The proposed model takes the responsibility to 

detect malicious nodes and eliminates them from the system.  

General Terms 
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1. INTRODUCTION 
P2P networks have gained wide popularity as a medium for 

sharing huge amounts of data. These types of networks allow 

users to share files and data located on their own computers 

and share resources found on other computers. All the peers in 

a P2P network are considered equal and they possess same 

abilities to effectively utilize available resources on the 

network.  

The peers in such a network can join or leave the system in a 

random manner and so the network topology changes due to 

this dynamic behavior [1]. These features of a P2P make it 

vulnerable to different types of attacks such as Distributed 

Denial of Service attack (DDoS attack). A  DDoS attack is an 

attempt to make a resource unavailable to others who intend 

to use it. The most common form of such an attack is flooding 

of invalid queries into the system. This prevents valid queries 

for files or queries for parts of file from being delivered. Hosts 

in a P2P network should be able to identify reliable or trust 

worthy peers to protect themselves from malicious entities.  

Security mechanisms can be used to offer protection against 

the malicious agents. The traditional mechanisms used for 

such security protect resources from malicious users, by 

restricting access only to authorized users. But in some cases 

the providers of resources themselves can provide false or 

misleading information, in such cases the traditional security 

mechanisms fail. These mechanisms are called hard security 

measures such as authentication and access control based on 

cryptography. In such situations we have to use soft security 

measures like trust and reputation based mechanisms [2, 3].  

Identification of reliable peers is a challenging task for a 

dynamic network like a P2P network [4]. To address this, 

several solutions have been proposed based on trust and 

reputation [5-10].  

In this paper we propose a trust model to identify malicious 

peers in a P2P network. We identify the malicious peers 

which inject invalid queries to the network based on the 

computed trust values. Most of the existing models on trust 

and reputation compute global trust value of a peer by 

considering response from all interacted peers in the network. 

Thus the computation and communication overhead is very 

high since all peers in the network are engaged in the trust 

computation. The computation of global trust of a peer say 

peeri can also involve responses from peers which peeri may 

consider malicious. Hence in our proposed method we restrict 

the global trust computation of peer with only those peers that 

peeri treats benevolent peers i.e., peers reliable to the former.  

The rest of paper is organized as follows. Section 2 discusses 

the related works.  Section 3 is the proposed scheme. Section 

4 discusses the simulation set up. Section 5 is the result and 

analysis section. Section 6 concludes the paper with future 

work. 

2. RELATED WORKS 
To achieve better cooperation between peers and to reduce the 

number of malicious file uploads by peers, trust management  

is very essential in a P2P file sharing system. In a reputation 

based P2P system, reputation is used to build trust among 

peers based on the peer‟s history of transactions and uploads. 

In such systems usually reputed peers will be selected to 

upload requested files, thereby  decreasing significant 

malicious uploads in the system [11].Trust management is 

very difficult in peer to peer networks because a peer cannot 

know all other peers in that network. Efficient trust 

management model is necessary to manage and distribute trust 

on peers to distinguish good and bad peers [12].  

To counter the problem of spreading inauthentic files in a P2P 

networks several trust and reputation models have been 

proposed such as Eigen Trust[13],Peer Trust[14],Cuboid 

Trust[15], AntRep[16] and many others[17-22]. 

Eigen Trust is one of the most cited trust and reputation based 

model used in P2P systems [13]. It is a method that can fight 

against malicious peers and allow P2P file sharing to remain 

feasible. This model assigns each peer a local trust value with 

every other peer with which it had interacted. Also the model 
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assigns each peer a global trust value computed by all the 

peers that had interacted with the peer based on the local trust 

values. The algorithm converges only if all peers respond with 

their local and global trust values. Thus, the algorithm assigns 

each peer with a unique global trust value based on the peer‟s 

history of uploads thereby achieving a decrease in the number 

of inauthentic file downloads. The algorithm introduces the 

concept of pre trusted peers that help fast convergence of the 

algorithm and avoid the interaction with malicious collectives 

to certain extent .The global trust value is used to determine 

the probability of a peer in being selected as the download 

source. The algorithm does not discuss about the case where 

some set of peers does not respond with their trust values.   

Peer Trust[14] is a reputation based trust supporting system 

that includes a coherent adaptive trust model for quantifying 

and comparing the trust worthiness of the peers. The trust 

values are compared based on a transaction based feedback 

mechanism. This model possesses two important features. 

One feature is that it introduces three basic trust parameters 

and two adaptive factors in computing the trustworthiness of 

peers. The basic trust parameters are feedback a peer receives 

from others, the total number of transactions a peer performs 

and the credibility of the feedback sources. The adaptive 

factors include transaction context factor and community 

context factor. The second important feature is that it defines 

a general metric to combine these parameters. The way it 

measures the credibility of a peer does not distinguish 

between the confidence placed on a peer when supplying a 

service or carrying out a task, and when giving 

recommendations about other peers.  

CuboidTrust[15] is a global reputation based trust model 

which builds four relations among the three trust factors 

contribution of the peer to the system, trustworthiness of the 

peer in reporting feedbacks and the resource quality. The 

model applies power iteration in order to compute the global 

trust value for each peer in the network.  Here, direct trust 

values are not given a differentiated treatment and the score 

takes discrete values in the set {1,-1} instead of continuous 

values in the interval [-1, 1] which cannot be well interpreted. 

Like Eigen Trust algorithm this algorithm also maintains the 

concept of pre trusted peers. 

AntRep[16] is a reputation model where the reputation 

evidences are distributed over the P2P network, based on a 

swarm intelligence paradigm. In this model, each peer has a 

reputation table which is very similar to distance routing table. 

The model differs from the distance vector routing table in 

two aspects (i) each peer in a routing table corresponds to a 

single reputation content (ii) the metric used is the probability 

of choosing each neighbor as the next hop instead of the hop 

count to destinations. AntRep has the ability to easily adapt to 

the dynamic topologies of P2P networks. 

Eigen Trust makes use of transitive trust which means a peer 

trusts those peers that possess a high reputation in the opinion 

of trust worthy peers. Researchers proposed a negative trust 

metric in [17] that combines negative opinions like Badness, 

Positive Dishonesty and Negative Dishonesty with Eigen 

Trust in a single reputation algorithm. The resulting 

framework is very effective in reducing the number of 

inauthentic downloads from malicious peers. Also the model 

is found very effective against a number of threat attacks from 

the coalition of malicious peers. The model detects most of 

the malicious peers using an improved K means Clustering 

algorithm.  

3. PROPOSED WORK 
One drawback of the distributed Eigen Trust algorithm [13] is 

that the algorithm will not converge unless all peers respond 

with their global and local values. Even if one of the peers 

fails to report their trust value the algorithm will not converge. 

This requirement does not seem to be a reasonable since in a 

P2P network; one cannot expect peers to respond with a query 

always.  If a peer say peeri has got a very good past reputation 

then definitely it will have many number of nodes having 

downloaded from it. Also the trust value of peeri is computed 

by all peers in Set A (set of peers interacted with peer i) which 

may also contain peers that peeri treats malicious. So the 

proposed mechanism will not consider all peers in Set A, but a 

subset of peers in A say A‟ which is the set of peers in A that 

are benevolent to peeri.  In the proposed mechanism we filter 

the nodes in A into a set A‟ which contains peers benevolent 

to peeri i.e. the set of reliable peers to peeri. Peers that are 

benevolent to peer i should satisfy the minimum criteria being 

specified by peer i. The experiments conducted prove that the 

proposed work provide results faster than the existing 

algorithm. 

3.1 Modified Global Trust Calculation 

algorithm 
The network model consists of two types of peers: normal or 

good peers and bad or malicious peers. Normal peers 

participate in the network to download resources/files, always 

share authentic information and give exact rating to each 

resource it has consumed. But the malicious peers on the other 

hand upload inauthentic or pirated resources having the main 

notion of subverting the system. In our network set up we 

assume the existence of small fraction of pre trusted peers 

which are normal peers which will never act malicious or 

upload any wrong information. These peers are included in 

the network mainly for reducing the impact of malicious 

collectives. In existing scheme to calculate the global trust 

value of a peer all peers having interacted with it have to 

respond. But in the proposed scheme to compute the global 

trust of a peer, we consider only those peers that are 

benevolent to the former. We assume that the peers that 

satisfy the minimum criteria specified by the former are 

benevolent to it. Let peeri be the peer whose global trust value 

need to be computed. A is the set of peers having downloaded 

files from peeri. Only those peers that satisfy the following 

conditions take part in the global computation of peeri in the 

algorithm proposed in [13]. The conditions that peers 

benevolent to peeri should possess include the following: 

1. Minimum number of successful transactions with 

peeri. 

2. Contribution score of the peers in the network is 

always greater than one. 

3. Peers possessing local trust score above the 

threshold set by peeri. 

4. Number of requests for the same file (before the 

actual downloading finishes) is less than minimum 

number of requests. 

The peers that satisfy the above conditions are said to be 

benevolent to peeri. Each peer has a contribution score based 

on the quality and the amount of files it shares. It is a number 

that tells about the upload and download rate of the peers. It is 

computed as ratio of number of files uploaded by a peer 

(along with its upload file quality parameter) to the number of 

files downloaded by a peer. A selfish peer will always have a 
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value near to zero for this contribution score. For a malicious 

peer even if the value of number of uploaded files outnumber 

the number of downloaded files, this score value will be less 

than 1, since the quality of files uploaded value will be very 

feeble. This file quality parameter is obtained by collecting 

feedback from other peers having interacted with it regarding 

its upload file contents. 

We filter the nodes in A into the set A‟ which is the set of 

benevolent nodes to peeri. Using the new approach if all peers 

in A‟ respond with their trust values then we can easily 

compute the global trust value of peeri. Moreover this 

approach also minimizes the computational overhead in 

considering the trust values of all peers in A in cases if peeri 

had transactions with majority of nodes in the network. The 

last criteria can be used as a good indicator of a malicious 

peer since such a peer will always ask for the same file before 

the actual downloading finishes with the sole purpose of 

subverting the network. 

 Table 1: Notations used in the Algorithm 

No Notation Meaning 

1 N(i,e) Number of Transactions 

between peers i and e 

2 MIN_TRANSACT Minimum number of 

transactions between two peers 

3 S(i,e) Local trust score of e with i 

4 TR_THRES The threshold local trust value 

5 CS(e) Contribution score of peer e 

6 REQ_FILE Request for the same file before 

the actual downloading finishes 

7 TS Tracker Server 

8 NS(i) Neighbors of peer i 

9 E(i) Cardinality of NS(i) 

10 Π Maximum number of 

connections for each peer 

11 threshold_trust Global trust threshold 

12 MIN_R Minimum number of requests 

for the same file 

  Case 1: New Peer Joining the Network 

1. Peer p is joining the network for the first time. 

2. p contacts the tracker server TS to get the list of 

currently active peers. 

3. p randomly selects peer Pr if and only if the 

following conditions hold. 

If E(Pr)< π  and S(Pr,i)=0 then 

connect(Pr,p)=1. 

4. Otherwise p picks another peer from TS. 

Case 2: Connection to be established between two peers j and 

k already transacted and disconnected later. 

1. Peer j requests for a file say F. 

2. j contacts tracker server which responds with set of 

peers possessing F , the list also contains k. 

3. j first sends out a connection request to peer k. 

4. Peer k on receiving the request establishes 

connection with j only if the following conditions 

hold. 

      If E(k) < π  and S(j,k)> TR_THRES then 

               connect(k,j)=1 

               E(k)=E(k)+1. 

      Else if If E(k) < π  and S(j,k)< TR_THRES then 

                connect(k, j)=0.  

                Then j selects another peer from T 

Case 3: No prior transaction occured between j and k. k on 

receiving request from j, retrieves the transaction list of j, N(j) 

from which it takes the recommendation ratings of peer j. 

1.  If E(k)< π  and S(j,k)=0 then 

K retrieves the list NS(j). 

2. For every peer m in NS(j) do 

Aggregate the recommendations S(m,j) to get the 

global trust value of peer j, G(j). 

3. If G>threshold_trust then 

Connect(k,j)=1 and 

E(k)=E(k)+1. 

4. Else Connect(k,j)=0. 

Case 4: Updation of Ratings for every transaction between j 

and k. 

[1] Having established connection with peer k, peer j 

may rate k based on the file download from k. 

S(k,j)=S(k,j)+β for every successful file transfer 

from k 

[2] If the file downloaded is not the desired one or is of 

poor quality then 

S(k,j)=S(k,j)-β 

               where β is the trust update parameter 0< β<1. 

Algorithm: Global Trust Calculation of Peers 

1. Assume that we have a set of pre trusted peers 

which never behave maliciously and always provide 

good files. In the initial set up only the pre trusted 

peers have trust value greater than 0 and all other 

peers have their initial global trust value equal to 

zero. 

2. When peer „a‟ transacts with peer „b‟ it will access 

the quality of transaction as the function g(a,b) 

defined as 

g(a,b) = 1 if transacted file is of desired quality. 

          = 0 if not the desired file. 

3. Based on the above function, the local trust score 

value is defined as 

numbagbaS

num

k

/),(),(
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where   num is the number of transactions between a 

and b. If num=0 then S(a,b)=0. 
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4.  To find the global trust of a peer say i, select the set 

of peers that have interacted with peer i say the set 

A. 

5. For every element e in A do the following 

If  N(i,e) > MIN_TRANSACT &&  

S(i,e)> TR_THRES && CS(e)>1 

&& REQ_FILE<MIN_R then 

        Add e to the new set A‟. 

6. The global trust computation of a peer i will include  

                only those peers in set A‟. 

7. For every peer  i 

i) Ask every peer j in A‟ about its opinion about 

i. 

ii) Repeat until trust values do not change 

(1) Compute global trust value by 

aggregating the opinions and trust values. 

)(*),()1(
|'|

1

kTjiSkT i

A

i

i 


  

(2) Repeat the above two steps until all peers 

in A‟ respond, we will get the global trust 

value of peers. 

8. If the global trust value of peer is below the trust 

threshold then that peer is treated malicious and can be 

removed from the network.  

Existing algorithms take into account all peers in the global trust 

computation. In the proposed scheme we consider only those 

peers in the set A‟. Thus the complexity reduces to O (nm) 

where n is the total number of peers and m is the number of 

peers satisfying the criteria, and always m<n. Thus the 

algorithm is better than existing algorithm that takes complexity 

of the form O (n2).Thus the proposed scheme is better than the 

existing ones.  

4. EXPERIMENTAL SET UP 
We have conducted the experiments in Java. In our 

experiments, each peer is capable of both downloading and 

uploading files. Each peer is identified using a unique 

identifier say its IP address.  As the dynamic network grows in 

size, a peer is elected as the supervisor (dynamic in nature). 

This supervisor has the role of a tracker server that keeps track 

of the peer list and resources. Whenever a peer wants a 

particular file, it requests it to the supervisor which will direct 

it to the appropriate peer holding the file. If the same file 

fragment is located at more than one machine then the 

supervisor initiates a load balancing algorithm where the file 

is accessed from the machine from where it was least 

accessed. The supervisor selection is dynamic in the sense, 

each time the network is set up; the supervisor is elected (as 

the one possessing the highest IP). The supervisor keeps the 

record of all listing of files and other resources of peers in that 

network. 

The network model consists of nodes transacting with fixed 

number of neighbors. Each peer maintains the history of all 

nodes it has transacted with. Every peer in the network is 

capable of providing both authentic and inauthentic files to 

other peers in the network. The node parameters include 

neighbor list and for every neighbor, the number of 

transactions, number of requests for the same file, the time 

stamp of the request etc. Based on the history of transactions, 

each peer is assigned a global trust score as its reputation in 

the network.  

The assumption that malicious peers upload inauthentic files 

in most of the cases hold true and eventually they can inject 

invalid queries into the system. Based on the history of 

transactions the trust value corresponding to the peers may 

vary. If the peers upload good files and possess a good 

resource sharing capability in the network, then they can 

achieve a high trust value. Eventually if at any time it is 

exhibits an inauthentic behavior, it gets a low trust rating from 

other peers in the network. Finally those peers whose trust 

value is below the threshold trust value are treated malicious 

and removed from the system since such malicious peers are 

capable of producing a DDoS attack. The results show that 

peers with low global score are capable of providing a higher 

fraction of inauthentic files than authentic files and are to be 

removed from the network.   

We have simulated a Peer to Peer network with 100 nodes. 

The network consists of a sizeable population of malicious 

peers uploading inauthentic files and good peers providing 

authentic files. We also assume the presence of pre trusted 

peers which never upload wrong or inauthentic files. The 

result section discusses the global trust values with the 

existing approach where all peers engage in trust computation 

and our proposed scheme where only benevolent peers take 

part in trust computation. The graphs prove that malicious 

peers upload a higher fraction of inauthentic files than 

authentic files. The algorithm efficiently identifies the peers 

that possess global trust values below the trust threshold and 

are removed from the network. 

5. RESULTS AND ANALYSIS 
The following section discusses how trust values of peers are 

computed using both existing and proposed algorithms. In 

existing algorithm all peers engage in trust computation. Here 

we simulate the experiment using 100 peers. Figure 1 shows 

graph representing the global trust values of the 100 peers 

using Eigen Trust algorithm calculated based on its history of 

transactions with other peers. Our main objective is to identify 

the malicious peers uploading more inauthentic files than 

authentic files based on the notion of trust. These malicious 

peers have the main intention of subverting the system and 

thereby can induce a DDoS attack in a P2P file sharing 

system. These malicious peers will possess a global trust 

value less than the threshold and can be easily identified as in 

Figure 1 and Figure 2.  
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 Figure 1: Global Trust Values using Eigen Trust 

Algorithm 

 Figure 2 shows the trust values generated using the modified 

trust computation algorithm where only those peers reliable to 

a peer will take part in its trust computation.  

 

Figure 2: Global Trust Values using Modified Trust 

Algorithm 

The computed global trust values obtained using the improved 

approach is less than the existing Eigen Trust algorithm. This 

is because not all peers engage in trust computation, only 

reliable peers engage in trust computation. The main aim of 

our approach is not to maximize the peer‟s global trust values 

but to compute the global trust values of peers by only those 

peers that are benevolent to it. The resulting trust value of a 

peer is reliable since they are computed by only those peers 

that the peer finds trustable thereby preventing opinion from 

peers that it finds malicious. In existing approach only if all 

peers respond with their opinions, we are able to compute the 

global trust values. If any one of the peers does not respond, 

then the algorithm will not converge. In the proposed work, it 

is required that only benevolent peers respond with their 

opinions to compute the global trust value. 

 

Figure 3: Fraction of files uploaded by malicious peers 

 In our experiment, we get 38 peers out of 100 possessing 

a trust value below the threshold trust.  

The malicious peers upload a higher fraction of 

inauthentic files than authentic files. Figure 3 shows the 

fraction of files both authentic and inauthentic files uploaded 

by all the identified malicious peers. From the graph it is very 

clear that these peers upload greater fraction of inauthentic 

files than authentic files. Also the experimental set up shows 

that the proposed algorithm converges with the final trust 

values faster than the existing approach since in the new 

approach only benevolent peers engage in trust computation. 

Convergence is defined as that point where the global trust 

value does not change in further iterations. To justify the 

convergence of the trust values we considered a 10 peer (p1 to 

p10) network. Figure 4 and Figure 5 show the convergence of 

the global trust values using existing approach and proposed 

approach. The graphs show that the proposed algorithm 

converges in fewer numbers of iterations than the existing 

algorithm.  

 
Figure 4: Convergence of Trust Values using Existing 

algorithm 
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Figure 5: Convergence of Trust Values using proposed 

algorithm 

In the proposed algorithm since only benevolent peers engage 

in trust computation, the algorithm converges in fewer 

number of iterations than the existing one. Figure 5 shows the 

convergence of peers to their final values using proposed 

method. 

6. CONCLUSION 
This paper proposes a trust based model to identify malicious 

peers in a P2P file sharing environment. Using the Eigen 

Trust algorithm, a unique global trust value is assigned to 

each peer in the network based on local trust score of peers, 

moreover all nodes take part in the global trust computation.  

In this paper the trust score of  a peer is computed by only 

those peers that the former treats benevolent. Benevolent 

peers are those peers that satisfy the minimum criteria 

specified by the base peer. The resulting framework is found 

very effective in reducing the number of inauthentic file 

downloads in the system.  This is because the peers providing 

more inauthentic files are identified based on its low trust 

rating and are removed from the network. This framework can 

improve resistibility against DDoS attacks in a Peer to Peer 

file sharing system, since the malicious nodes are identified 

and removed.  
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