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ABSTRACT 

In this paper, the requirements and methodological issues to 

build a prediction model for network performances in the face 

of security risks was presented. Attempt was made to 

investigate risk management approaches that are most 

relevant to network security and to establish a formal model 

with a level of detail sufficient to enable realistic predictions 

of operational network behavior, portray security 

measurements and properties of the network accurately and 

consequently incorporate relevant objects of significance to 

the network security risk management. The proposed model 

will predetermine the effect of network security risk factors 

on the network Confidentiality, Integrity and Availability. 

This will enable early detection of network security risk 

problems which in turn should quickly alert the network 

administrator of any problem area in the network environment 

and make effective decision for quality of services.  

General Terms 

Network Security, Bayesian Network, Risk Management,  

Keywords 
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1. INTRODUCTION 
The number of users using networks is increasing every day. 

The protection of networks is therefore more than useful, it is 

vital. Thus, maintaining network security is on-going, ever 

changing, and an increasingly complex problem. The 

performance management of a network is closely related to 

the security management of a network. The continued growth 

in the number of network elements, end users, interfaces, 

protocols and vendor makes the network vulnerable to threats 

and attacks, which result to security risks. Network Security 

risks are events that could result in the compromise of 

network asset, resources, rules, policy and guidelines. These 

compromises adversely affect the network performances by 

altering or tampering with the three set network security 

objectives i.e. Confidentiality, Integrity, and Availability 

(CIA) of network.  Network Security Risk is the potential 

impact that a threat can have on the confidentiality, integrity, 

and availability of network systems resources and services by 

exploiting a vulnerability of the networks, thus inefficiencies 

in the performance of the network are inevitable. 

A major difficulty faced by network administrators is the need 

to make decisions for situations where there is considerable 

uncertainty in understanding how the network system works 

and how particular management actions will  

influence the system. Currently, network administrators or 

security managers operate by instinct and experience rather 

than relying on objectives metrics to guide and justify their 

decision making. This is a subjective approach, which is liable 

to human error and biases. There is a need for a flexible, 

adaptable and affordable system to measure the security status 

quantitatively and reduce reliance on human element. 

This paper attempts to address this problem by employing the 

concept of Bayes theorem as the decision tool to make 

inferences on the likelihood of occurrence and impact of the 

security risk factors on the network performance. The rest of 

this paper is arranged as follows: Section 2 discusses the 

related works while Section 3 presents the proposed 

framework while Section 4 described the expected result and 

the conclusions are described in Section 5. 

2. RELATED WORKS 
There has been quite a good amount of work regarding the 

state- of- the- art of network security risks management. Risk 

management problems in networks have been looked into 

analytically by reviewing the theory and practices of formal 

security management. Several security framework that 

overcomes the problems of managing security risks were 

proposed in literatures [1], [2], [3], [4], [5] and [6]. 

A modelling language for information system security risk 

management was designed in [7] in order to integrate security 

and risk management concepts in information system 

development methods. The researchers in [7] and [8] provide 

a research method to design a modelling language for 

Information Systems Security Risk Management (ISSRM) 

and give consensus and integration to address information 

systems security problems.  

In [9], approaches and methodology for security risk 

management were developed. The study considered risks and 

its impacts on organization and how to minimize their impact 

on the organization. The outcome of the study provides the 

approaches and methods involved in the process of security 

risk management. Algorithmic aspects of risk management 

were figured out in [10]. Risk computation was used in the 

research to drive changes in an operating system’s security 

configuration. This study allows risk management to occur in 

real time and reduces the window of exposure to attack.  

Towards dealing with network security threats and 

vulnerabilities both qualitatively and quantitatively, systems’ 

threats and vulnerabilities were uncovered in [11] by 

proposing a framework for security risk assessment. The 

researchers in [11] developed a qualitative framework for 

security risk and vulnerabilities assessment by adding new 

components to the processes of existing framework. The study 

provides comprehensive structure for security risk analysis.  

Application of Artificial Intelligence (AI) tools to risk 

management has also been utilized by some authors. A study 

that deals with uncertainty in software project management 

was presented in [12]. The authors in [12] make use of 

combination of Bayesian Network and Knowledge 

Engineering method of Artificial Intelligence to analyze risk.  

The outcome of the study in [12] affirmed that one approach 

of risk assessment is the application of Bayesian framework. 
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In [13], Bayesian Networks was used for cyber security 

analysis in order to capture the uncertain aspects in cyber 

security. The cyber security uncertainty was modelled using 

Bayesian networks. The presented work in [13] also showed 

that Bayesian Network is a modeling approach that correctly 

captures uncertainties. 

More recently, the problem of Security risk assessment and 

mitigation was addressed in [14] by proposing a dynamic 

security risk management using Bayesian Attack Graphs 

(BAG). The BAG was used to model vulnerability 

exploitations in a test network. It was shown in [14] that the 

attack graphs-based risk management framework using 

Bayesian Networks enables a system administrator to quantify 

the chances of network compromise at various levels and also 

help in risk mitigation procedure by identifying the most 

critical and probable attack path in the network. Conversely, 

the attack graphs can get complex as the network attacks 

sequences increases i.e. lack of scalability. It is also a 

scenario-based approach. 

In this research, attempt will be made to develop a 

performance predictive model for managing security risks in a 

Data Communication Network that will monitor and report 

the security status of a network. The model will also gauge the 

effectiveness of security controls and manage risk, provides a 

basis for trend analysis, and identify specific areas for 

improvement. In addition, the proposed model will identify 

likely vulnerabilities that may exist, and tracking and 

analyzing security flaws that are eventually discovered. The 

proposed model will utilize the probability characteristics of 

Artificial Intelligence method known as Bayesians Network to 

address the challenges being faced by network administrators 

in using objective metrics to measure their network security 

and justify the performance of their network, rather than 

relying on their instinct or experience. 

3. MODEL DESCRIPTION  
Figure 1 shows the conceptual model of the decision-support 

system that would assist a network manager deciding between 

several available interventions for a security risk occurring in 

a data communication network. This model predicts or 

predetermines security risk compromises in a data 

communication network. The proposed predictive 

performance management of a network when performed 

periodically or on regular basis by the network administrator 

will monitor and diagnose the network resources and assets in 

order to forecast security risk compromises so that a needed 

planned management can be performed prior to the network 

failure. The regular security risk prediction will allow the state 

of the resources which is a function of the usage to be taken 

into account in the course of the management. 

The model will perform continuous resource status and 

performance monitoring to detect possible failures 

proactively, and it will collect performance data and analyzes 

it to identify potential problems to resolve them without 

affecting the network end-users. It will assist the network 

administrator or the security manager to predict ahead of time 

that which cannot be known or measured now. This will lead 

to proper network capacity planning, which will discard as 

much detail as possible while still retaining the essence of the 

network performance characteristics. 

 This security risk prediction requires a consistent 

framework in which to couch the expected functions. The 

features of the proposed model are as follow: 

i. Synergistic Approach: It combines the synergy 

effects of both quantitative and qualitative risk 

analysis methods. The working together of both 

methods will produce an effect greater than the sum 

of their individual effects. 

ii. Updateable: The model incorporates the use of 

technical repository for assets, threats and 

vulnerabilities. This makes the results of the risk 

analysis to be properly stored so that it can be 

updated, modified and retrieved easily. 

iii. Reusability: It is possible to reuse the result of a 

previous risk analysis on a system, sub system or 

component and to include these results in a new 

analysis. This leads to less risk management time 

and increased dependability. 

iv. Modularity: The methods used in this model are 

based on documented models i.e. Risk management 

model, Risk Prediction model, Risk Treatment 

model. The model comprises of entity-based or 

object-based data models.  In effect, it is possible 

for a user to improve or to replace these models. 

3.1 Model Specifications 
Computer networks have experienced an explosive growth 

over the past few years and have become the targets for 

hackers and intruders. With this rapid growth of computer 

networks, network security has become a crucial issue. As 

depicted in Figure 1, the computer networks is opened to an 

increasing number of security risks from which organizations 

must protect themselves in order to ensure network 

performance which is the main mission of Quality of Service 

(QoS). It is worthy of note that no systems are absolutely 

secured. Network security risk comprises of: 

i. Threats:  These are anything that can have a negative 

impact on network systems. Threats may be intentional 

(e.g. malicious intent) or unintentional (e.g. 

misconfigured server, data entry error). 

ii. Vulnerabilities: These are flaws or weaknesses in the 

network system security procedure, design, 

implementation, or control that could be intentionally or 

unintentionally exercised by a threat.  
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Figure 1: Conceptual Framework of a Performance Prediction Model for Network Security Risk Management: 

iii. Attacks: These exploit network vulnerabilities in order to 

gain entry to the network and starts manipulating it. 

The network security manager or administrator is the main 

actor-on-the-scene.  In essence, the network security manager 

or administrator must have intimate knowledge of the network 

environment and a thorough knowledge of the working 

operations of the servers to ensure minimal downtime. They 

must be able at any time to provide any information regarding 

the state of the networks. When security risks occur in a 

network, most network administrators respond to the security 

events after they have occurred and have caused network 

performance inefficiencies, thereby reducing the Quality of 

Services of the network.  This is a reactive measure, it can be 

regarded as the response to security risks that has already been 

exploited and turned into security incidents. It is therefore 

imperative that a proactive approach be considered. The 

model in Figure 1 thus depicted how the security risk in a 

network could be pre-empted before their manifestation, so 

that proper measures will be taken to prevent or mitigate the 

effect of the security risks. 

 The proposed model as shown in Figure 1 is made up of 

five major operational modes and several functions for each 

operational mode. The model incorporates the standard risk 

management processes as described by [15] and [16]. Thus 

the scheme to specify, visualize and construct the data flow 

within the proposed model blueprints shown in Figure 2 is 

described using algorithm in Figure 3. 

3.2 Proposed Model Problem 

Formulation 

The model problem definition is formulated as "Given a 

network domain, predict the probability of a security risk 

effect given information about the causal factor?"  The three 

dependent elements of this model are as follows: 

3.2.1 Network Domain Structure 
The Network Domain Structure represents the knowledge 

structure, describing the activities involved in the domain. 

This is as shown in Figure 4. In this study, the desiderata for 

the network domain are: 
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Figure 2:  Data Flow Of The Proposed Model 

 

 

 

 

i.  It must have a centralized network administration, in 

which the permissions that grant access to resources in the 

network are maintained in one or more servers. 

ii. The network must use a hierarchical structure that enables 

assigning different permissions to users who collaborate 

with different departments in an organization.  

iii. The network must employ client-server model i.e. utilizes 

client and server devices each designed for specific 

purposes. 

iv. It must be service-oriented, and employs a request-

response protocol. 

3.2.2 Network Domain Uncertainties 
Uncertainty in a network domain can be described as the 

lack of certainty, a state of having limited knowledge in 

which it is impossible to describe precisely existing state 

or future outcome. Decision making is widely recognized 

by network administrators as an integral part of the whole 

network management process in guaranteeing quality of 

service to end users.  

There are essentially three kinds of sources of uncertainty 

in the network domain. They are:  

(a) Deficiencies in the configuration, 

(b) Deficiencies in the network services; and,  

(c) Real-world features.  

Some of the security risk-related problems caused by these 

uncertainties in the network domain are: 

i. Incomplete information: When collecting 

information about one determined phenomenon which 

involves several variables in a network, it is quite 

usual that in some cases such information cannot be 

found due to various reasons. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3: Algorithmic Description Of The Proposed Model 
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Figure 4: Network Domain Structure 

ii. Erroneous information: Within the several phases in 

which the process of collection of information is divided, 

it likely results to aberrant values. 

iii. Inaccurate information: Some interest data that are 

easily expressed by means of natural language are vague 

or fuzzy in nature and result too difficult to be expressed 

in a numerical way. 

iv. Non-deterministic real world: Many times, the 

obtained effects from the same causes of a security risk 

are different as a consequence of this feature present in 

the real world. 

v. Incomplete model: In many occasions the model used 

for approximating the reality of a certain security risk 

problem is incomplete, in the sense that the causes of 

many security risk problems are unknown. 

vi. Inexact model: It could also happen that the model 

structure is the appropriate one, although the 

determination of the parameters that rule this model 

behaviour could have been carried out only in an 

approximate way. 

3.2.3 Network domain Causality- Effect Model  
Causal-Effect model are cognitive structure that represent the 

causal knowledge of subject-matter experts in the network 

domain. This causality-effect modelling is used to represent 

experts’ knowledge of network domain. They describe the 

relationships between network security risks, causes (causal 

factors) and effects. It organizes and graphically represents the 

causes of a particular security risk. The main purpose of the 

Cause and Effect Diagram is security risk identification.  

The conceptual causality model development involves 

identifying the important system variables and establishing 

the links between variables. The causal conceptual structure 

shown in Figure 5 was inferred from Knowledge Engineering 

method, which is an information elicitation approach used in 

structuring the situation for reasoning under uncertainty. It 

involves the following process: 

i. Qualitative information elicitation- interview with 

subject-matter experts; 

ii. Gathering(validating expert knowledge);  and  

iii. Consolidation.   

This knowledge-based approach is especially useful in a 

situation where domain knowledge is crucial and availability 

of data is scarce. Hence, the knowledge-based approach uses 

causal knowledge of domain experts in constructing the 

causality model. Data elicitation is first drawn from a domain 

expert, and is followed by a detailed analysis of the context 

through a systematic content analyzing technique to map the 

causal relations within the expert’s domain, leading to the 

creation of the causal map shown in Figure 5. 

Expertise knowledge is gathered and documented concerning 

the topic in question with an interview with a subject-matter 

expert yielding important insights into general knowledge 

held by a variety of individuals. The technical specialists were 

selected based on their expertise and understanding of security 

management of a network. The key issue of this interview is 

to gather information of hazards, causes and consequences. 

Interviews were conducted in a conversational style to allow a 

complete and uninterrupted flow of thought from the 

interviewee. To ensure a full understanding of the 

interviewee’s knowledge was captured, probing questions 

were asked, for example “How” and “Why”. This style of 

questioning encouraged responses detailing the interviewee’s 

understanding of risk causes and effects. Care was taken 

during the interviews to not ask leading questions and thus 

bias the interviewee’s response.  

Some of the issues that were addressed during the course of 

the interview are: 

i. What can go wrong? 

ii. What are the causes? 

iii. What are the effects and consequences? 

iv. What are the controls used? 

v. Why the controls do fail? Etc 

The responses to these interviews are gathered and transcribed 

in textual fashion to get narrative information. Structured 

methods are used for confirming or validating the expert 

knowledge by gathering the factors relevant to the decision.  

3.3 Formulation of the Prediction Model 

  as a Bayesian Network Problem 
An adaptive network performance prediction was formulated 

as a Bayesian Network (BN)-based problem. A Bayesian 

network is employed as a tool to represent uncertain, 

ambiguous or incomplete knowledge of the client-server 

model described in Figure 4. Bayesian networks make use  
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Figure 5: Causality-Effect Model of Network Security Risks 

of probability theory to represent the uncertain knowledge. 

Bayesian networks are probabilistic networks derived from 

Bayes theorem based on the Bayesian theories, which allows 

the inference of a future event based on prior evidence.  

Applying Bayes’ theorem: 

                                     

(1) 

 

                                                 

Where: 

F   -   represents Risk Causal Factor  

E   -    represents Risk Effect 

P(F) - represents Prior Probability of Risk Causal Factor (F) 

  i.e. the Unconditional Probability 

P(E |F) -  represents the Conditional Probability of Risk  

  Effect (E) given the Risk Causal Factor(F) 

P(E) -  represents Marginal (unconditional probability) of the 

  Risk Effect (E) also called  the normalizing constant 

  or prior predictive distribution i.e. the probability that 

  risk effect occurs when there is no specific    

  information about the event or factor that influence it.  

P(F |E)  - represents Posterior probability of the Risk Causal 

  Factor (F) given the evidences of Risk Effect (E).  

 Thus, this prediction model will use Bayes’ law to find the 

probability of the effect of a security risk on network 

performances in terms of its Confidentiality, Integrity and 

Availability given that one of the possible causes the risk has 

occurred. Thus, Equation (1) can be written as: 

  

 (2) 

 

 

 

 

 

 

4. EXPECTED RESULT 
This paper only reveals the theoretical background of the 

performance prediction model for data communication 

network security risk. This study presents procedures that 

support dynamic decision-support model that will 

predetermine the impact of network security risk on the 

selected network domain given the causal- effect model.  The 

research will provide a system that will monitor and report the 

security status or posture of a network to enhance network 

performance and facilitate efficient quality of services.  

5. SUMMARY AND CONCLUSION 
This study is still an on-going research work. The study will 

provide information on the severity and overall nature of the 

security risk in a network. The proposed model will assist 

network managers in predicting the effect of security risk in 

networks as well as recommend actions for optimal network 

performance. 
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