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ABSTRACT 

A network is a collection of two or more computer systems 

which connected with each other. It is type of replace of 

information to communicate with one another. It is an 

association or set up of computer devices which are involved 

with the communication facilities. When number of computer 

is connected simultaneously to exchange information they 

form networks and contribute to resources. Networking is 

used to distribute information like data communication. 

Sharing resources can be software type or hardware types. It 

is central administration system or supports these types of 

system [1]. The communications protocols used to organize 

network traffic, with the network's size, its topology and its 

organizational intent. A network can be wired network and 

wireless network. Wired network is that which used wires for 

communicate with each other’s and wireless network is that 

which communicate without the use of wires through a 

medium. 

In this paper we will discuss the method to detect and 

Isolation of Selective Packet Drop Attack in Mobile Ad hoc 

Networks. 

Other aspects of the paper are:- 

 To study and evaluate the selective packet drop attack in 

MANET and its consequences. 

 To detect the selective packet drop in MANET using AODV 

protocol. 

 To propose a new scheme to detect malicious node in the 

network which are responsible for triggering the selective 

packet drop attack in the network. 

 Simulating the detection of selective packet drop attack 

using AODV protocol in MANET using NS-2 tool. 
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1. INTRODUCTION 
A network is a group of two or more computer systems which 

linked together. It is mode of exchange of information to 

communicate with one another. It is a connection of computer 

devices which are attached with the communication facilities 

[1]. When number of computer are joined together to 

exchange information they form networks and share 

resources. Networking is used to share information like data 

communication. Sharing resources can be software type or 

hardware types. It is central administration system or supports 

these types of system. 

Different types of networks are as following: 

 Transmission media based networks like wired network and 

wireless network. 

 Network Size based network like MAN, LAN and WAN. 

 Management based networks like peer-to-peer and 

client/server. 

 Topology based networks called connectivity like bus, star, 

and ring topology. 

 

Fig 1: Diagram of Computer Networks 

A network can be wired network and wireless network. Wired 

network is that which used wires for communicate with each 

other’s and wireless network is that which communicate 

without the use of wires through a medium. 

2. WORKFLOW OF DESIGN 
In this chapter we describe the AODV protocol which is used 

to establish the best path between the source and destination. 

The monitor mode algorithm which is used to bring the other 

nodes in the monitor mode which senses the path which is 

used for communication. This chapter shows the problem 

implementation and the solution problem. 

3. NETWORK DEPLOYMENT 
Firstly we deploy the mobile ad hoc network with infinite 

number of mobile nodes. All the mobile nodes are randomly 

deployed into the fixed area. The source and destination are 

selected for route establishment. For the route establishment 

source node flood the route request packet in the network and 

route reply packets are send back to the source by the adjacent 

nodes. The route is established between source and 

destination on the basis of hop counts and sequence numbers. 

The malicious node exists in the route which is selected 

between source and destination. The malicious node will be 

responsible for triggering the selective packet drop attack.  

The proposed mythology will detect the malicious node and 

isolate, it from the network. In Delay sensitive selective 

packet drop attack in which either packets drop or transfer to 

other route to reach to the destination by malicious node. In 
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throughput sensitive packet dropped by the malicious node.  

In our proposed work we overcome the problem of dropped 

packet by detecting them and redirect to the source with the 

help of monitoring nodes. 

 
Fig 2: Activation of monitor nodes 

In figure 2 The nodes which received the flood messages goes 

to the monitor mode which is used to detect the malicious 

node which redirect the path of the node. Other nodes are 

route nodes are considered in route nodes from source to 

destination after receiving fake packets. 

 
Fig 3: Detect Malicious node 

In above figure monitoring node monitor the flood packets. 

They identified the malicious node which redirects the path 

from source to destination path to other path. When monitor 

nodes detect malicious node they all send reply message to the 

source node to isolate the path. 

 
Fig 4: Isolated existing path 

In this figure after receiving reply message from the monitor 

node source node isolated existing path and find out new path 

for communication from source to the destination. 

In our proposed work we deal with the throughput delay 

sensitive wormhole attack. Suppose we have a network in 

which number of nodes are present. There are two ways in 

which packets are transferred from source to destination. First 

of all source sends fake packets for the route establishment 

from source to destination. We can also say that source sends 

fake messages. Secondly source flood the packets in the 

network as data packets. The node which received data 

packets goes to the monitor node. In this process source 

generate ICMP packets that flood in the network. The nodes 

which receives them as a data packet goes to the premicous 

node or monitor node. After receiving monitoring packets 

other nodes than monitor nodes in the network, they start 

monitoring intermediate nodes from source to destination. 

Monitor node sends packets on route. It does not send data 

packets but send random packets in the network.  Now the 

nodes which receive the packets forward it to the destination 

and consider that path as a route. But the monitor nodes also 

monitoring those nodes which drop the packet that is 

malicious node dropped the packets or send it to the 

destination through other paths. Monitoring nodes detect that 

node which further does not send it to the destination. So the 

nodes which detect the malicious node reply to a source node 

expect route node so that source isolate the path and stop 

forwarding more packets. 

4. ALGORITHM 
Start ( ) 

1. Deploy the wireless ad hoc network with fixed number 

of mobile nodes and in fixed area 

2. Select the shortest path between the source and 

destination using AODV routing  protocol 

3. The source node send fake messages to destination to 

verify the route 

To verify the route 

{ 

4. Source flood the monitor mode in the network 

5. The nodes after receiving the monitor mode 

message start monitoring  the route between 

source and destination 

If (Malicious node ==exits) 

{ 

6. A The other nodes in the network send malicious 

node information to source 

7. B The source isolate the selected path 

8. C The source select the other best path 

9. Else 

{ 

The source keeps on communicating with destination 

} 

End 

5. TOOLS USED  
For the implementation of the protocol NS2 tool has been 

used. Set the simulation environment various scenarios are 

used as following below: NS-2 is an open-source simulation 

tool running on Unix-like operating systems. It is a discreet 

event simulator targeted at networking research and provides 

substantial support for simulation of routing, multicast 

protocols and IP protocols, such as UDP, TCP, RTP and SRM 

over wired, wireless and satellite networks. It has many 

advantages that make it a useful tool, such as support for 

multiple protocols and the capability of graphically detailing 

network traffic. Additionally, NS-2 supports several 

algorithms in routing and queuing. LAN routing and 

broadcasts are part of routing algorithms. Queuing algorithm 

includes fair queuing, deficit round robin and FIFO. NS-2 

started as a variant of the REAL network simulator in 1989. 

REAL is a network simulator originally intended for studying 

the dynamic behavior of flow and congestion control schemes 

in packet-switched data networks. In 1995 ns development 

was supported by Defense Advanced Research Projects 

Agency DARPA through the VINT project at LBL, Xerox 

PARC, UCB, and USC/ISI. The wireless code from the UCB 

Daedelus and CMU Monarch projects and Sun Microsystems 

has added the wireless capabilities to ns-2. 

NS2 Overview: The network simulator (NS), which is a 

discrete event simulator for networks, is a simulated program 

developed by VINT (Virtual Internetwork Test-bed) project 

group. It supports simulations of TCP and UDP, some of 
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MAC layer protocols, various routing and multicast protocols 

over both wired and wireless network etc. 

Depending on user’s requirement the simulation are stored in 

trace files, which can be fed as input for analysis by different 

component: 

 A NAM trace file (.nam) is used for the ns animator to 

produce the simulated environment. 

 A trace file (.tr) is used to generate the graphical results with 

the help of a component called X Graph. 

5.1 Problem Implementation 

Network Deployment 

 
Fig 5: snapshots of initialization of network 

The source node is sending the route request packets to its 

adjacent nodes to establish path to the destination. Every node 

on the network receive the packets. 

 
Fig 6: Snapshots of source node sending request packet 

The adjacent nodes which is having path to destination will 

reply back with the route reply packets. 

 
Fig 7: snapshots of sending reply to the source node 

The source node selects the best possible path to destination 

on the basis of hop count and sequence number. 

 
Fig 8: snapshots of best path establish 

The path which is selected between source and destination, is 

the optimized path. In the selected path malicious node exists 

which is responsible for triggering the selective packet drop 

attack. 

 
Fig 9: snapshot for find the malicious node 
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5.2 Solution Implementation 
The network is deployed with the fixed number of mobile 

nodes. 

 
Fig 10: snapshot of network deployment 

The source node floods the route request packets in the 

network. The source wants an optimized path to the 

destination. The optimized means the path between source 

and destination which is having minimum hop count and 

maximum sequence number. 

 
Fig 11: source node floods the route request packets in the 

network 

The adjacent nodes to destination which is having path to 

destination will reply to source with the route reply packets. 

 
Fig 12: snapshot of path to destination 

The best path between source and destination is selected on 

the basis of hop count and sequence number. 

 
Fig 13: snapshot of best path between source to 

destination 

The source node also floods the moniter mode messages in the 

network. The nodes when receives moniter mode messages 

will go in the moniter mode and start monitering the path 

between source and destination.

 
Fig 14: snapshot source node floods the monitor mode 

messages in the network 

The other nodes in the network which receives monitor mode 

messages will detect the malicious node in the network and 

isolate the path between the source and destination. The 

source selects the other best possible path between source and 

destination 

 
Fig 15: snapshot of sending packet through the other  best 

possible path 

6. RESULTS & ANALYSIS 
The following three graphs can show the improvement in the 

performance graphs. 
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1.) In the figure, it is shown that graph of network delay. The 

network delay is more in the previous scenarios. The network 

delay is reduced in the new scenario. (Fig.16) 

 
Fig 16: Delay Graph 

2.) In the figure, it is shown that graph of packet loss. The 

packet loss is more in the previous scenarios. The packet loss 

is reduced in the new scenario. (Fig.17) 

 
Fig 17: Packet loss Graph 

3.) In the figure, it is shown that graph of Throughput. The 

network throughput is more in the new scenario. In the old 

scenario it will reduced due to selective packet drop attack in 

the network which is triggered by the malicious node. (Fig.18) 

 
Fig 18: Throughput Graph 
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