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ABSTRACT 
WLANs (Wireless local area networks) are the most widely 

used networks in homes as well as in commercial areas. 

WLANs suffer from various security threats. One of the most 

important attacks in denial of service (DOS) attacks are 

jamming attacks. As the communication in wireless networks 

are based on radio channels, jamming attacks interfere with 

the transmission channels by sending semi-valid packets 

(useless) in order to disturb the communication between actual 

nodes. 

The main objective of this paper is to explain frequency sweep 

jammer working and how it affects the performance of a 

network using OPNET simulation tool. For this purpose 

wireless networks are simulated by flooding the network with 

frequency sweep jammer and to determine whether switching 

channels can avoid jamming attack. In the simulations, 

initially network is configured to communicate in channel 1 

and comparisons were made for network throughput and delay 

with and without jammer, which has demonstrated that 

jamming effects the performance. To avoid jamming attack 

communication channel is changed to 6 and the results of 

switching channels are explained.  

General Terms 
Throughput, Delay, Performance. 

Keywords  
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1. INTRODUCTION 
Wireless local area network (WLAN) links one or more 

computers in a network. Usually the WLANs are connected to 

wider internet with the help of access point. WLAN provides 

the users to move within the local area and can connect to the 

internet. Due to mobility in WLAN, they enjoy widespread 

implementation throughout the world. 

The main use of WLANs is to transfer data between devices 

linked in the network, so they are expected to provide 

confidentiality and data integrity. Therefore the security of 

WLANs is most important. Most common attacks are denial 

of service attacks to make the resource unavailable to users. 

Data transmission between nodes is communicated by using 

channels in wireless networks. IEEE (Institute of Electrical 

and Electronics Engineers) states that in all the wireless 

networks transmission of data using channels are defined by 

frequencies (IEEE Org., 2012). Out of different types of 

denial of service attacks, jamming attacks are most common 

type of attacks on wireless LANs which utilises frequency 

flooding. Jamming attacks causes the system to break down 

by sending unnecessary packets. Switching to a different 

channel is one method to avoid jamming attacks, because 

jamming attack concentrates on single frequency to block the 

network. The frequency sweep jammer generates continuous 

transmission over a range of frequencies at a particular rate. 

The frequencies are swept by sampling the bandwidth at a 

particular number of frequency intervals and by repeatedly 

cycling during these intervals at fixed length at every step 

Previous researchers studied about wireless LAN working, 

some of them like Amit Nagpal, Pooja Nagpal, Yashkaran 

Rathore (2012) explained that WLANs are also designed to 

support 4G heterogeneous networks. The mobility of users in 

4G networks with WLAN can be implemented by using 

vertical handover decision algorithm. Further research on 

WLAN was discussed in San Diego, Cisco Live (Conf, 2012) 

to improve radio frequency and spectrum in order to provide 

stable spectrum for applications like video and voice. Araujo 

(2012) explained about new emerging technology called 

CWSN (Cognitive Wireless Sensor Network) for improving 

security and he also analysed various types of attacks and 

security measures to handle the attacks on CWSN. Lin (2012) 

proposed a new protocol to avoid internal attacks like flooding 

attack and route disruption attacks; he also stated that the new 

protocol has better packet delivery ratio. A new algorithm was 

proposed for channel allocation by Monteiro (2012) called 

DCAA-O (Distributed Channel Allocation Algorithm), which 

defines a new solution to avoid interference between access 

points in a network  

A group based channel assignment method to improve 

performance in wireless networks was suggested by Kim, 

Kim, Suh (2012). In their proposed method group channel 

assignment uses algorithm to divide data rate by multiple 

channels. Fu Quan, Zhang (2012) described in a paper that ad-

hoc networks suffer from severe bottle neck attacks which 

cause degradation in the network. So they proposed a scheme 

to utilize the network in terms of concentric tiers called tier-

based proactive path selection mode. 

When a network is attacked by a jammer in one channel then 

switching to the other channel can protect the network from 

being attacked. When the node in a network detects jamming 

attack then they jump to other channels and resume their 

communication as usual and the research was done by Beg, 

Ahsan, and Mohsin (2010) showed that the amount of packets 

dropped reduced instantaneously without delay. Jamming 

attacks is the most common type of attacks and easy to 

implement. Jamming attacks can cause severe problem to the 

network. In some cases these attacks causes break down of the 

entire network. Typically jammer is a small device like a 

node, sends radio signals that interfere with legitimate signals 

in the network. Buchbinder (2012) suggested in a paper about 

varying channels to increase data throughput and also 

decreasing power. He considered single transmitter power by 

varying time channels. Counter measures for jamming by 
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detecting them by received signal strength. He simulated 

various experiments in real time for detecting jamming.   

Rest of the paper is organised as follows. Section II describes 

the experimental setup in which how WLAN has been 

configured. Section III presents and discusses the various 

performance results and finally section IV concludes the 

paper. 

2. RESEARCH WORK 
This section explains the design methodology of the network. 

The whole network consists of 20 mobile nodes, 5 fixed 

nodes, 5 access points and an IP backbone with a jammer in 

the middle of the network. 

Figure 1. Wireless LAN Network 

 

 
 

2.1 Access Points 
Access point in a network is also called as BSS, which means 

it acts as a base station to all other network nodes. In this 

network each access point provides connection to 5 nodes. As 

per the standard of IEEE 802.11g, access point can cover up 

to 75meters distance. In this network as the default power 

level is changed to 0.005W, the access point can cover 

500meters.  The characteristics of access point are shown in 

the below table: 

 

Table1. Access Point Characteristics 

 

The nodes in the network are connected to the access point by 

using BSS identifier, which is a unique WLAN MAC address. 

The channel for communication is automatically assigned and 

configured throughout the network which can be changed as 

per the user needs. In this network initially channel 1 is 

assigned for the communication. 

2.2 Frequency Sweep Jammer 
The frequency sweep jammer generates continuous 

transmission over a range of frequencies at a particular rate. 

The frequencies are swept by sampling the bandwidth at a 

particular range of frequency intervals and continuously 

cycling through these intervals at fixed length at every step. 

The jammer frequency is set to 2,401MHz. The performances 

of both mobile and fixed nodes results are compared. 

 

The characteristics of transmitter are same as other jammers 

as shown below. 
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Table 2. Jammer Characteristics 

 
 

2.3 Channel Switching 
The main objective of this experiment is to find the best route 

to prevent jamming attack on the network. As per IEEE 

802.11 standards, wireless devices communicate with each 

other or with network by using channels. The channels are 

defined by frequencies. Each channel has its range of 

frequency.  

 

Table 3. IEEE WLAN 2.4GHz Channels, Cisco(2012) 

 
 

Channel 1 starts from 2401 MHz to 2423 MHz with a centre 

frequency of 2412 MHz.  Each channel has an interval of 

5MHz. Due to this interval only 3 independent channels exist 

which are channels 1, 6 and 11. In this network all the nodes 

and access points are automatically assigned by the wireless 

network wizard, which assigns channel 1 to the nodes and 

access points.  Jammers in OPNET also use channel 1 which 

is 2,401 MHz frequency as shown in the above transmitter 

characteristics.  Each access point in the network is assigned 

with channel 1.  

When the channel assignment is changed to 6, then the 

frequency at which communication is also changed to 2426 

MHz and with a bandwidth of 22 MHz (22,000 KHz) as 

shown below: 

Table 4. Access Point Characteristics 

 
 

3. SIMULATION RESULTS AND 

ANALYSIS 
This section describes the experiment results and analyses the 

results. Different comparisons of results were done to analyse 

the throughputs at different situations. Frequency swept 

jammer is configured in the network to flood the network with 

useless packets. The time average output of wireless LAN is 

compared with performance of the network with and without 

the jammer. 

 

Figure 2. Network throughput (With and without jammer) 
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Figure 3. Network Delay (With and without jammer) 

 

 
 

The graph compares the overall throughput of network with 

and without jammer. Straight line represents the overall 

throughput of wireless LAN with jammer and dashed line 

represents the throughput of wireless LAN without jammer. 

Without jammer in the network the throughput is around 

8500bits/sec, but when jammer is applied in the network, the 

throughput is decreased to less than 3000bits/sec. This shows 

that network performance is degraded and network is severely 

affected. The delay in the network has increased from 

2seconds to 10seconds. 

In order to prevent the network from being attacked by the 

jammers, switching channels for communication is an 

efficient method. The main objective of the next simulation is 

to determine the best method to avoid jamming when different 

jammers are used to flood the network. All the simulations 

were made with different jammers by changing the channel to 

6. 

In the experiment comparison of two different simulations 

were made between two networks. Both networks have 

common jammer in place (frequency sweep) but different in 

channels. 

Figure 4. Network Throughput (Before and After Channel 

Switching) 

 

Figure 5.  Network Delay (Before and After Channel 

Switching) 

 

 
 

In the above figure, straight line represents throughput after 

switching channel and dashed line represents before channel 

switching. when a jammer is attacking the network  The 

network throughput is increased from 3000 bits/sec to 10,000 

bits/sec which is best performance with jamming attack. The 

graph also shows that the jamming has almost no effect on the 

network. In terms of delay also network has at its best state. 

Delay in the network is decreased from 2sec to 1sec.  

The above results conclude that to avoid jamming attack 

channel switching is a good method for infrastructure wireless 

network and also the throughput is increased higher than the 

network performance in channel 1.  

4. CONCLUSION AND FUTURE 

DIRECTIONS 
The aim is to study the effect of frequency sweep jammer on 

the performance of WLANs. Beginning of the research started 

with analysing and by understanding the concepts of wireless 

LANs and their working principles. The next stage is to 

investigate the effect of frequency sweep jammer, because of 

frequency sweep jammer the network throughput is decreased 

significantly. This stage in the research clearly demonstrated 

that jammers can affect the wireless network. If jammers are 

used with more power or for particular amount of time 

continuously the network can be destroyed by the attacker 

which is a serious concern. To avoid jamming effect on the 

network, channel switching is one of the prescribed 

techniques to avoid jamming by many researchers. When a 

jammer is attacking the network, to prevent the network 

communication from being interfered, channel for 

communication is switched to another. By switching channels 

network performance can be increased.  

Further research can also be done by developing the wireless 

devices to communicate in varying channels. With varying 

time, channel of communication is also need to be changed 

which can prevent the attacker to sense the communication 

channel characteristics. But in order to develop this type of 

method in nodes by varying channels, power consumption 

will be high which needs to be investigated further. 
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