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ABSTRACT

An approach of an image watermarking scheme using neural
network is presented in this work. In the proposed approach,
watermark comes from the weights of an identify image that
are loaded from a learned feed-forward neural network, the
neural network is learned by using the back-propagation
learning algorithm. To improve the robustness of
watermarked image; the procedure of watermark embedding
is embedded into host image through selecting and modifying
the Gaussian coefficients comes from a noisy image. The
noised image is damaged by the salt and pepper noise. In
order to identify the cover of extracted watermark, feed-
forward neural network is used in the watermarking
identification to overcome the limitation of unknown data
comes randomly. The results of the scheme realization show
the robustness of proposed scheme that has preferable
performance for both identification and watermarking of a
noised image
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1. INTRODUCTION

For online shops by customer identification watermarking
digital watermarking is a technique for digital multimedia
copyright protection, today it is used in various applications
offering an alternative to more restrictive digital rights
management approaches. The main requirements of the
watermark are the robustness and the imperceptibility. Image
is considered as a communication channel to transmit
messages in the watermarking schemes. Different image has
different watermarking capacity, therefore; watermarking
capacity should be associated with the content of image [1].
Watermark allows invisible mark to be placed on top of
normal information, so it is an important protection and
identification technique. Normal information such as bank
note, 1D card, magnetic card and valuable documents. When
visibility to users is required, watermarking techniques is
developed to protect digital images against illegal
reproduction and illegal modifications. A simple and widely
used technique for watermarking images is to add a pattern on
top of an existing image. Usually this pattern is an image itself
a logo or something similar, which distorts the underlying
image. In Fig.(1), the pattern is the red middle image while
the portrait picture of man’s face is the image being
watermarked [2].
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Fig. (1) Visible watermarking [2]

It is possible to reverse any, i.e. In a standard image editor it is
possible to merge both images and get a watermarked image.

Adverse effects so that the original doesn’t need to be kept.
This method is only really applicable to watermarking, as the
pattern is visible and even without the original watermark, it
is possible to remove the pattern from the watermarked image
with some effort and skill.

This paper, offers an approach based on back-propagation
Neural Network [3] to train a given cover image to produce a
desired watermark image. The approach for hiding the
weights into the cover image has been designed in such a way
that it does not produce visual deterioration of the original
cover image. This method is extra secure as it leads to
watermarking indirectly the noised image with the salt and
pepper: the Gaussian filter [4] has been established for
restoration of images contaminated by the noise as reliable
method to remove it without damaging the edge details, the
weights result were uploaded into the multilayer feed-forward
neural network to produce the enhanced image which turn to
be the watermarked image into the cover. At the end of the
training, the entire trained neural network weights have been
hidden within the cover image itself.

The organization of the paper is as follow: Section 2 describes
the literature survey of watermarking algorithms, how to
process the image noised with salt and pepper, and
emphasizes on neural network watermarking algorithm.
Section3 gives algorithms about visible watermark embedded
in noisy images. Section 4 analyzes the results. Conclusion is
discussed in section5. The paper ends with the references.

2. LITERATURE SURVEY

The current literature is rich in watermarking algorithms
developed for various types of media, such as image, and text
data. The algorithms work in various domains like spatial,
DCT, DWT, wavelet, and neural also implemented on FPGA
for real time watermarking. For images corrupted by salt and
pepper noise and the use of neural network in watermarking.
[5] Provide an introduction to three strategies to support fast
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watermark embedding: Container watermarking based on pre-
calculations which today are already used in industrial
applications, client-server watermarking where the content is
marked after the transfer to the customer and grid
watermarking using the computational power of grid
networks. [6] Discuss the feasibility of coding an
"undetectable" digital water mark on a standard 512*512
intensity image with an 8 bit gray scale. Two methods of
implementation are discussed. The first is based on bit plane
manipulation of the LSB, which offers easy and rapid
decoding. The second method utilizes linear addition of the
water mark to the image data, and is more difficult to decode,
offering inherent security. [7] Present a new adaptive
watermarking algorithm. The adaptive watermark is generated
from the image content and can be treated as a digital
fingerprint of the image, it is robust against any degradation,
hacking and attack. [8] Propose algorithm combines
advantages of both wavelet based frequency domain
watermarking which provides the robustness against different
attacks and bit plane slicing scheme of spatial domain
watermarking ~ which  provides lesser  computational
complexity suitable for real time implementation that was
implemented on FPGA. [9] Propose a method based on the
kFill algorithm that can be accomplished in single-pass scan
over the image. The algorithm is capable to remove
simultaneously both salt noise and pepper noise of any sizes
that are smaller than the size of document objects. A modified
decision based unsymmetrical trimmed median filter
algorithm for the restoration of gray scale, and color images
that are highly corrupted by salt and pepper noise is proposed
in [10]. [11] Propose a two-phase scheme for removing salt-
and-pepper impulse noise. In the first phase, an adaptive
median filter is used to identify pixels which are likely to be
contaminated by noise (noise candidates). In the second
phase, the image is restored using a specialized regularization
method that applies only to those selected noise candidates.
[12] Propose a DWT domain image watermarking; watermark
comes from a binary image encrypted by two-dimensional
chaotic stream encryption. The watermark is embedded into
host image through selecting and modifying the wavelet
coefficients using Genetic algorithm In order to identify the
owner of extracted watermark, Synergetic Neural Network is
used in the watermarking identification to overcome the
limitation of correlation analysis or the human sense organ
after some attacks. [13] Offer a technique based on
backpropagation Neural Network to train a given cover image
to produce a desired watermark image. At the end of the
training, the entire trained neural network weights to be
hidden within the cover image itself. By extraction
techniques, the weights can be derived from the cover image
and used to reconstruct the trained Neural Network again
which in turn converts the cover image into desired
watermark image. [14] Used multi-layer feed-forward Neural
Network to model human visual system and present an image-
adaptive method of watermarking for the watermarking on
DCT coefficients. In [15] an image watermarking approach
based on the human visual system model and neural network
technique is proposed as an attempts to define an adaptive
watermarking scheme based on Multi-Layer feed-forward
neural networks to determine the strength of watermark bit
that should be embedded into the middle-frequency
coefficients of block DCT domain of the host image.
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3. ALGORITHMS

3.1 Gaussian Filter

Read the noised image with salt and pepper, which is
represented in Fig.(4-a), put the value of the image intensity
into a matrix with size of w*h, (e.g 250*250) where “w”
represent the image width and the “h” represent the image
height.

The process of learning the neural network about the noised
image will take two steps:

First step: Apply the Gaussian law to remove the
noise; this operation will take the following steps:

a) Apply window slide operation on the image matrix
to divide it in to N*N window (e.g.3*3);

b) Find the value of the fuzzy function “u(g,.)” for
all the neighbors pixels of the center pixel of the
window “g,,” this step represent a fuzzy process to
the pixels of the noisy image and represent as the
equation below:

—(gf;gﬂ)z]

u(gse) = exp exp [_7‘12]

c) Find the new value of the center pixel and all its
neighbors’ pixels inside the window as follow:
g.;t = Ust Gst

d) Rearrange all the new values of the pixel in the
window and then take the medium value and replace it
with the center value of the window:

fij =medivm (g ) where s,t €1,j
Second step: The output image that is shown in
Fig.(4-b), will be entered through back-
propagation learning algorithm in order to learn
the multi-layered feed-forward neural network
after applying the window slide to split the image
into wind of 3*3 and enter each row of this window
to learn it and save output in anew array and the

weights in file.

3.2 Multi-layered Feed-Forward Neural
Network

(i) Neurons’ no. of inputs in the input layer is 3.

(j) Neurons’ no. of inputs in the hidden layer is 3.

(k)Neurons’ no. of inputs in the output layer is 3.

e Initialize randomly by (-0.5, 0.5) both the weights
connecting the input layer to the hidden layer, W1
(wy) and the weights connecting the hidden layer
to the output layer W2 (wj), which are arranged
as a matrix.
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. Choose X; as an input and the target output Y;

Input Hidden Layer Qutput
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Input #1 —=
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Fig.(2) MLFF Neural Network [3]

3.3 Back-propagation
Algorithm

1) Propagate activation function from input to hidden
layer

Learning

hi = !

T 1geIwly xj

1) Propagate activation function from hidden to the
output layer

Oj — 1/(1 + e—Ziji hi)
111) Calculate the error based on the actual output g; and
the target output y;

62j = 0j(1 = 0))(j — 0j)
1X) Calculate the error in the hidden layer

81i = hi(1 — hi) X 62j w2ji

X) Adjust the weights between hidden layer and output
layer

Aw2ji = u 82j hi
where U = 0.5 (the learning rate)

XI) Adjust the weights between the input layer and hidden
layer

Awlij = p 61i xj
XII) Go to step (1) and repeat.

International Journal of Computer Applications (0975 — 8887)

Volume 92 — No.1, April 2014

3.4 Watermarking using Neural

Network

1. Save the weights that are resulted from the

algorithm into a file.

2. Enter the noisy image [Fig.(4-a)] into the neural
network algorithm with the weights of the resulted
filtered image that is shown in Fig(4-b)

3. The resulted image from the neural network will be
displayed without noise as is shown in Fig.(4-c).

4. Take the cover image[Fig.(4-d)] and enter it to

the neural network algorithm as an input and

save the weights into another file.

5. Enter the watermark image [Fig.(4-c)] to the neural
network with weights of the covered image then
produced the output hiding image that is shown in

Fig.(4-e).

6. To extract the cover image from the watermark
image enter the produced hiding image to the neural
network with the weights of the covered image.

Make total

No

If total error < final

error =0

l

Apply first
pattem and train

!

Get eror for each
output ieuron 1

network, make ¢
posttive, and add fo
total error
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pattern
has

yes o Stop

If last pattern has
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with first pattern
otherwise load next
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Fig.(3) Back-propagation flowchart
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(4-b) (cover)

Fig.(4-e) hide image result for watermark(4-c)
uploaded with the weights come from cover (4-d).

Fig. (4)- a), b), c), d), )

Fig.(5)shows the flow chart that represents the whole
procedures.

5. CONCLUSIONS

This paper describes the use of back-propagation learning
algorithm that is applied to the feed-forward multi-layered
neural network, with an additional advantage of hiding the
trained network weights within the original cover image. The
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watermarked image has a good robustness and the
imperceptibility of the cover image is also highly preserved.
For the extraction, only cover image is required and no
external weights files need to be supplied with the
watermarked image. Thus, this work leads to a successful
watermarking scheme. We have outlined an approach to
embed a nearly invisible watermark into an image. Although
it said to be nearly invisible, it is to find out the watermark
visually, for a careful observer. On the other hand, the
watermark is unique to individual image, and will be destroy
completely in case of small modification, which is a property
to against hacking. Finally, since we are using back-
propagation learning algorithm to get the weights, these
weights are robust enough to feed the feed-forward neural
network cover and ordinary image which was processed from
noise by the Gaussian filter, and makes it possible to supply
only the cover image without any external weight files. By
extraction, the weights can be derived from the cover image
and used to reconstruct the trained Neural Network again
which in turn converts the cover image into desired
watermark image.
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Fig.(5) Flow chart represents the procedure of the
proposed approach
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