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ABSTRACT 

A new approach for secret sharing of key in networks is 

proposed in this paper. Secret key sharing is an important 

problem in cryptography. This paper explains how secret key 

can be safely transmitted by combining Classical 

cryptography and Quantum techniques. The usage of dual 

channel technique and programmable polarizer are analyzed 

which ensure the way to remove the practical difficulties of 

quantum cryptography. This hybrid combination result in 

feasibility of authentication and hacker identification there by 

introducing a novel method for secret key transmission. 
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1. INTRODUCTION 
Secure communication has become the most important need 

of the modern society and its developments are increasing 

dramatically. To make this secure transmission of data, 

cryptographic techniques have been used. In Classical 

Cryptography, keys are generated by mathematical 

computation or logical techniques. No one can assure the 

security of the key that is send via physical means. This leads 

to the major failure in classical cryptography. Quantum 

cryptography overcomes this disadvantage by sending the key 

in the form of photon using quantum channel.[1]. The most 

important aspect of Quantum cryptography is that quantum 

system has qubits which not only has two states ie ‘0’ and ‘1’ 

but also a superposition of both.  Various protocols have been 

proposed in quantum cryptography such as BB84, B92, EIR 

etc [2]. BB84 protocol was first proposed by Bennett and 

Brassard. According to this protocol two channels are 

required for key transfer one quantum channel and one public 

channel. Sender measures the photons on the basis of 

information obtained through public channel and makes raw 

key.  Quantum cryptography is theoretically strong but has lot 

of practical difficulties [3]. Few drawbacks of Quantum 

Cryptography are implementing authentication schemes, 

generating single photon, possibility of change in polarization 

of photons. But the major drawback of quantum cryptography 

is that it is very difficult for long distance photon 

transmission. Hence both the cryptographic technique does 

not provide solution for key transfer. 

The basic objective of this paper is to put forth a new 

technique by combining the advantages of Quantum 

cryptography and classical cryptography there by introducing 

a new technique for secret key transmission.  

 

2. BB84 PROTOCOL 
BB84[4]  allows a bit string to be agreed between two 

communications parties without having two parties to meet 

face to face. BB84 allows the  receiver and sender, to 

establish a secret common key sequence using polarized 

photons.  Each of these photons is in a state denoted by one of 

the four following symbols: —, |,   ⁄, \, According to [1], the 

first two photon states are emitted by a polarizer which is set 

with a rectilinear orientation and the other two states are 

emitted by a polarizer which is set with a diagonal orientation. 

If the receiver wants to obtain the secret key as it is sent by 

the sender, then the receiver needs to receive each photon in 

the same polarised state.  

To exchange a secret key in BB84 protocol, Sender and 

receiver must do the following: 

Sender creates a binary random number and sends it to 

receiver using randomly two different  bases + (rectilinear) 

and ×(diagonal). Receiver simultaneously measures the 

polarization of the incoming photons by randomly using the 

different bases. Here the receiver does not know which of his 

measurements are deterministic. Later, the sender and receiver 

communicate the list of the bases they used via public 

channel.  This communication carries no information about 

the value of the measurement, but allows sender and receiver 

to know which values were measured by receiver correctly. 

Receiver and sender keep only those bits that were measured 

correctly and will discard those sent and measured in different 

bases. If the   50 % of the bases are same then the receiver 

agree with sender bits and, hence they can reconstitute the 

random bit string. In other case they may think that the 

information channel was eavesdropped. 

Error may appear during the raw key generation because of 

long distance travel. The transmission length, the data rate, 

and the quantum  bit error rate are the three important factors 

of quantum key distribution. According to Quantum Bit Error 

Rate (QBER) and raw key rate a general formula could be 

arrived. Key rate is the product of pulse rate υ, average no of 

photons per second μ, the transfer efficiency ηt , and detector 

efficiency  ηd 

𝑅
𝑟𝑎𝑤 =

1

2
𝜐𝜂𝑡𝜂𝑑

                                       Eq(1) 

Tancevski[18] has estimated the fraction of bit loss due to 

error correction as 

rec=QBER(
7

2
− 𝑙𝑜𝑔2

QBER)                    Eq(2) 
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And the fraction of bit loss due to privacy amplification as  

𝑟𝑝𝑞 = 1 + log2(
1+4𝑄𝐵𝐸𝑅−4𝑄𝐵𝐸𝑅 2

2
)   Eq(3) 

So the final bit rate is  

              Rfinal=(1-rec)(1-rpq)Rraw                                    Eq(4) 

As the transmission distance increases the quantum 

transmission efficiency decreases. Presence of disturbances in 

the channel decreases receiving efficiency. More over single 

photon generation is very difficult. Practical implementation 

of quantum key distribution has lot of hurdles like long 

distance transmission,    and high QBER. Hence a new 

method has been proposed. 

3. NOVEL METHOD 
Extracting the advantages of  both the techniques a new 

concept has been proposed. This proposed work  considers 3 

channels, Channel A,B and C.  

                                

 

                               

 

 

                    

 

Fig 1 Simple Architecture of proposed method 

Channel A and B are the dedicated channel between sender 

and receiver. Channel C is the open channel (eg) internet. Bit 

string is then made to pass through the programmic polarizer.  

In programmic polarizer there are two bases one bases 

representing rectilinear polarization and other representing 

diagonal polarization. In rectilinear polarization there are two 

states (0º, 90º.). For representing 0º state binary value of S is 

selected and for 90º state complement of S is selected. In 

diagonal polarization there are two states (45º, 135º.). 

For representing 45º state binary value of P is selected and for 

135º state complement of P is selected. For each bit,the  

sender can select any one of the bases depending on his 

choice. After selecting the base, the sender can select any one 

of the state . If  the sender select the rectilinear base, then the 

data along with the state, is then send through the channel A. 

If sender selects the diagonal base, then the data along with 

the state is then send through the channel B . Receiver will 

receive the data from both the channels. Receiver will 

generate its own choice of bases and corresponding states.  

And send the states to sender through the dedicated channel. 

This whole process is known as raw key extraction. 

 

 

 

 

 

 

 

Table 1.  Key Generation in Transmission Section 

 

Receiver will compare each states. If  both the states matches 

that bits will be selected. Then the bits will be compared. 

Same bit will be selected. Otherwise that bit will be discarded. 

This process is known as key error correction. Now the sender 

and receiver will compare their raw data and common bits are 

taken as the secret key. 

 

 

 

Table 2. Key Generation in Receiving Section 

 

 

 

 

 The transmission length, the data rate, and the bit error rate 

(BER)are the three important factors of novel key 

distribution.Tancevski  has estimated the fraction of bit loss 

due to error correction as 

rec =BER(
7

2
− 𝑙𝑜𝑔 2

BER)                                                      Eq(5) 

so the final bit rate is 

Rfinal=(1-rec) Rraw                                                                                            Eq(6) 
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Table 3. Comparison table for features of various 

cryptographic algorithm 

Features Classical 

cryptography 

Algorithm 

BB84 Novel 

Method 

Authentication Yes No yes 

Need 

dedicated 

channel 

No yes yes 

Distance 

transmission 

Longer Short  longer 

Bit rate error Lower higher lower 

Key transfer Insecure secure secure 

 

4. NOVEL BB84 PROTOCOL 
1. Sender and Receiver are in need of a secret key generation 

2. Sender and Receiver generate independent secret sequences 

of random bits. Random bits are then divided in to two equal 

halves 

3. Sender now allows the one half of the random bit to pass 

through programming polarization (P.G). P.G has two choices 

representing rectilinear and diagonal polarizer .Sender can 

select its own choice of representation  

4. S and S bar represent 0º, 90º polarization respectively  P 

and P bar represent 45º and -45º polarization respectively.  

5. Depending on senders choice each random bit is combined 

with polarization representations 

6. Now sender selects the value for S and P. If S=0 then P=1 . 

so automatically Sbar will become 1 and Pbar become 0 and 

If S=1 then P=0 .so automatically Sbar will become 0 and 

Pbar become 1  

7. Sender will now send the two half of the random bit 

combined with polarization representations through two 

channels to the receiver 

8. Same operation will be performed by receiver using other 

secret sequences of random bits and will send the two half of 

the random bit through two channels to the sender 

9. Using classical communications to identify which half of 

the random subsequence of shared secret bits have to be 

selected first 

10 Sender and Receiver will announces their own S and P 

value 

11. Sender and Receiver perform an error correction 

procedure on the data using classical communication 

12. Sender and Receiver   if select opposite value for S and P 

then data will be discarded otherwise resulting data is the raw 

key 

13. Now the sender and receiver will compare their raw data 

and common bits are taken as the secret key 

 

 

 

 

5. CONCLUSION 
In classical cryptography the probability of bit received is 

100%  which means bit rate error is 0%. But the breakage of 

classical algorithm is highly possible since the key transfer is 

very much insecure. Hence in classical cryptography the 

probability of hacking is unknown and is equal to 0%security 

In quantum cryptography Sender and Receiver chooses two 

bases which are rectilinear bases and diagonal bases. Since 

Sender and Receiver use different bases half of the photons 

are discarded, so the probability of bit received will be only 

50%. Another disadvantage of QC is single photon generation 

and detection is possible only to small extent . This will again 

reduce the QC bit rate gain. In this proposed system the bit 

rate error is reduced to 0% and security increases  as dual 

channel is employed and transmission delay is calculated. The 

selection criteria at the receiver do not depend entirely on the 

rectilinear and diagonal bases, but are taken on the basis of 

combination factors  
By  combining  the advantages of quantum techniques and 

classical techniques a try has been made to implement  a 

novel technique to ensure secure communication. 
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