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ABSTRACT

Cloud services enable continent on demand network access to a
shared pool of configurable computing resources. Data
migration within cloud is complicated. Cloud computing
strategy is subjected to many inhibitors. This paper deals with
the deployment of Fuzzy Interpretive Structural Modeling
(FISM) to model the interrelationships among the inhibitors of
cloud computing. The model is made based on SSIM, Fuzzy
initial reachability matrix, fuzzy final reachability matrix and
stagnation matrix. From MICMAC analysis the most sensitive
inhibitors are identified.
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1. INTRODUCTION

The major risks are the deterioration of customer care and
service quality decreasing job satisfaction of support engineers
sales marketing staff, departmental downs sizing and
uncertainty with new technology. Due to simple, apparent,
cheap and scalable nature cloud computing is deployed in IT
system. Data migration within cloud storage is complicated due
to cloud scaling. In data migration the optimization is in scaling
speeds. Scalability is the main reason for using cloud
computing paradigm. Relocation of huge chunks of data
simultaneously causes a drastic degradation in performance.
Storage cloud is based on infrastructure as a service. Storage
cloud is able to change number storage devices.

The main characteristic of cloud computing is that datas are
hosted by cloud service providers, Data security must be
strongly considered in cloud. The performance of cloud
depends on privacy requirement and data encryption. Privacy is
very much important in e-commerce applications.
Identification,  authorization of data like password, user right
etc are critical for ensuring authenticity of users and proper
access to resources. Information security and privacy concerns
cloud service use in business critical applications. Cloud
services enable convenient on demand network access to a
shared pool of configurable computing resources that can be
rapidly provisional and released with minimal management
effort or service providers’ interaction. Privacy measurement
can be carried out by service providers. Cloud service providers
should publish different kind of reports concerning how
personal data handling is done how errors are handled. Privacy
awareness of quality and quantity of the end users can be
measured. Cloud storage systems have hundreds of data servers.
Same information may be stored in multiple machines.
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Different power supply may also be used to keep redundancy.
Workload aware scheduling algorithm can improve storage
migration performances. In cloud computing third party stores
data for the data owner. Third party provides both storage
capacity and processing capacity. The chief issue regarding is
integrity and safety of data. Once the organizations data is
moved to the cloud data control is lost by the organization i.e.
the data is controlled by the third party in cloud. Cloud
computing can facilitate the flow of information between the
outsourced service and the outsourcing service.

The aim of this paper is to develop relationship among the
major inhibitors of cloud computing using FISM. MICMAC
analysis is done on inhibitors based on their driving power and
dependence power. The inhibitors are classified into different
categories. The objective of the study requires qualitative data.
Various inhibitors of the services and qualitative data are
identified based on literature survey and discussion with
experts. The major inhibitors are given below

Table 1.Major Inhibitors of Cloud Computing

Inhibitors | Major Inhibitors of Cloud Computing References

ack of sufficient security (11, [2], [4). [6). [7

I

2 | Lack of reliability (11, [21, [4]. [6], [7]
[3 | Lack of portability [0, 21.018]
[4 [ Tack of privacy [0, 1210181
[5 Lack of standardization [ (1], [2],[18]
: 6 Lack of comprehensive management | [1], [2],[18]
[7 Weak access control 07, 1210181
[8 Lack of data confidentiality [ [1], [2],[18]
9 ["Ineffective back up management [ [1], [2],[18]
10 | Cost/ time barrier (17, [2.(18]
11 | Network management barrier [ [1], [2].[18]
[12 [ Tegal issues 7. 21.018]
13 [ Infrastructure security —at network level | [1], [2],[18]
14 | Infrastructure security —at host leve |17, 121.118]
| Infrastructure security —application level | [1], [2],[18]
16 [ Data security 7. 1210181
17 Data integrity [1], [2].[18]
18 [ Data availability [1], [21,[18]
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In order to increase the readability of the article, a brief
enumeration of the term is given below.

1. Lack of sufficient security: It is related to the security
concern of the cloud services. Security should include
browser security also.2. Lack of reliability: The customer
should feel that the services done by the cloud service
provider is reliable in the sense the data’s attaining from the
cloud is correct. It is not assured.3. Lack of portability:
The data stored in one country can be transferred to another
data center in another country. A pointed violation of local
law may result. 4. Lack of privacy: Privacy is the
accountability to data and transparency to an organizations
practice about personal information. 5. Lack of
standardization: Standards are source within the cloud
mass adoption is difficult without standards. 6. Lack of
comprehensive tools management: These tools would
help automatic server providing and aids with capacity
planning and configuration management. 7. Week access
control: The ability to manage the infrastructure is weak
more control to manage servers, networking and cabling
are weak. 8. Lack of data confidentiality: Authorization
and authentication relate to confidentiality. Confidentiality
depends on how data put into the cloud will be secure and
available.

9. Ineffective backup management: Lack of how
effective backup of data. 10. Cost/time management:
Cost/time barrier should be evaluated closely as a cloud
migration. 11. Network Management: Cloud services are
done through internet world wide web. Managing the
network is a tedious process. 12. Legal issues: Cloud data
migration from one country to another face legal issue. 13.
Infrastructure Security: -In network level — Network
topology should be changed according to the security
requirement. 14. Infrastructure Security: In host level,
depends on the delivery models like SaaS, PaaS, laaS and
deployment models like private, public and hybrid. 15.
Infrastructure Security: In application level-depends on
the revolution of current practices and security in
application. 16. Data Security: Data should be protected
without making any processing on it. 17. Data Integrity:
What a customer wants to do is to validate the integrity of
data while that data remains in the cloud. 18. Data
availability: Data should be available for the customer at
their needs, highly available database form is more
complex.

2. LITERATURE SURVEY

Cloud computing is facing many issues. Security issues of
cloud computing is very large .Privacy is one of the most
important issue [1, 2, 3]. The laws regarding privacy are
different in different countries [1]. Multiple jurisdictions
are existing for clouds [1, 8, and 9]. Computing resources
are provided as public utility and can be used anywhere at
anytime. Cloud computing support cloud manufacturing
which is a service oriented network manufacturing
paradigm. Service Oriented Architecture and utility
computing provides manufacturing services on demand
according to the requirement of end user through internet.
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Production oriented manufacturing system is completely
turned into service oriented system [Quan Liu, Lu Gao,
Ping Lou, 2011]. Policy issues in cloud computing
technology are privacy, security, anonymity, government
surveillance, reliability, availability etc. Most of the users
may be using the same virtual machine and if somebody
hack and take control over it he will be able to access the
whole data within the machine. The hacker may copy the
content of the virtual machine before detecting out of
control of that virtual machine by the cloud service
providers [Farzad Sabatri, 2011]. Many risks of internet is
faced by cloud computing and one of the most powerful
attack facing by cloud is the distributed denial of service.

Cloud computing services are effected by data access and
interoperability [Craig A LEE].Rapid growth in
information technology in rural area is provided by cloud
computing, Cloud computing has wide field of
applications. The cloud infrastructure consists of large
number of parallel servers operated in distributed
networking environment using virtualization technology.
For developing user friendly programs many application
programming interfaces are used to run software as a
service mode. [Peirisc, Sharma. D-2011].The computing
resources are managed automatically through software
virtualization. Efficiently all CPU resources are shared and
distributed as if a single server environment. Evolution of
cloud computing is affected by the regulatory laws and
order. A set of major security and privacy risk is created by
cloud computing services paradigms. These issues can
harm the cloud service. [Reijoo M Savola2010 IEEE]. For
studying the interrelationship of variables affecting any
system, interpretive structural modeling has been used for
past twenty five years. This methodology is dealing with
complex issues. It is considered as a computer assisted
learning process [Sage A1977] [J.Warfield-1973]. In fuzzy
ISM fuzzy logic is used to describe fuzziness. Fuzzy set
theory resembles human reasoning in its use of
approximate information and uncertainty to generate
decision. Fuzzy logic is specifically designed to
mathematically represent uncertainty and vagueness and
provide formalized tools for dealing with the imprecision
intrinsic to many problems. Many engineering and decision
problems can be greatly simplified. Fuzzy logic is a set of
mathematical principles for knowledge representation
based on degrees of membership. Unlike two valued
Boolean logic i.e. true or false (0 or 1) fuzzy logic is multi-
valued. It deals with degrees of membership and degrees of
truth. Fuzzy logic uses the continuum of logical values
between O(completely false) and 1 (completely true).

3. METHODOLOGY

Fuzzy ISM is an advanced methodology compared to ISM.
ISM is a learning process for finding the inter relationship
between variables of a system. ISM has predefined steps
for achieving the results. For obtaining the interrelationship
among the variables ISM uses binary number 0 and 1. 0 is
used for no relation and 1 for having the relation. In fuzzy
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ISM an additional input of possibility of interaction is on 0-
1 scale avoiding 0&1.

3.1 Development of fuzzy ISM

Based on contextual relationship among inhibitors a
structural self interaction matrix is developed A pair-wise
relationship among the inhibitors are carried out. Assuming
i& j are the element then the symbol V denotes that i will
help to achieve j. The symbol A denotes that j will help to
achieve i. The symbol X means i & j will help each other to
achieve. O means i & j are unrelated. Structural self
interaction matrix is shown in Table 2

Table2. Structural Self Interaction Matrix (SSIM)
18 13 10 8

17|16| 15| 14 12|11 9 716]|5]|4]|3 Zl
1 |Lack of sufficient VIV|IV]|A|V]|V|o|lV]|]O|JA|lV]V]O]JO]A|O \/l
2 |Lack of reliability VIV|IV|IA|A|[A|lV]V]O|JA|lV]O]A]|lV|O]O
3 |Lack of portability viv]jojojofjofVv|Vv]|]A]JO]JO]JO]JO]JA]O
4 |Lack of Privacy viv]v]ojofjofv|o]Jo]Jo|J]A]V]O]O
5 |Lackof Standardization | X | VI A|AJA|JA|[V]|V]A]|O|V]A]|X
6 |Lack of comprehensive | 0| O O|A|A|JA|JO|A]A]|]O]JO]|A
management tool
7 |Weakaccess control v|iviv]|v]v|v]o]jofo A
8 |Lackof data VIV iv]Vv]Vv|Vv ofo
| Jconfidentialit
9 |In effective backup viv]v]|v]oflofofo]o
management
10 |Cost/time barrier v|iviv]v]joflo]v]o
11 |Network management ofojJojolv]|Vv|Vv
barrier
12 |Legalissues vliv]oJo]o]o
13 |Infrastructure security | V | V| V
network level
14 |Infrastructure security —| V.| V.| V| A
host level
15 |Infrastructure security | V| V| V
—application level
16 |Data security \2 Y
17 |Data Integrity \%2
18 |Data availability

The rules for achieving initial reachability matrix from
structural self interaction matrix (SSIM) are

1. If the (i, j) entry in SSIM is V, then (i, j) entry in the
adjacency matrix is 1 and (j.i) entry is 0.

2. If the (i.j) entry in SSIM is A, then (i, j) entry in the
adjacency matrix is 0 and (j.i) entry is 1.

3. If the (i.j) entry in SSIM is X, then (i, j) entry in the
adjacency matrix is 1 and (j.i) entry is 1.

4. If the (i.j) entry in SSIM is O, then (i, j) entry in the
adjacency matrix is 0 and (j.i) entry is 0.

The initial reachability matrix is constructed based on the
above rule and is shown in Table 3. Then final reachability
matrix is constructed, instead of using 0& 1 an additional

input of 0-1 scale is introduced avoiding transitivity. Final
reachability matrix is shown in Table 4.

Table 3. Initial Reachability matrix

1[2]3]4 AEE 11121314 J15J16 1718
11 afofofofolslsoJol 1o oa]1]1
2(o[t]ofo|1]ololi]oJo|r|r|ofofof[z][z]t
s{oflo[1]o]ofololoJoJolx|z]ofofofolz]Tt
al1lololr]o]ol1]oJo]olola]olofo[s]z]xt
s[oflols]ola]alola]o]ola]a]ofofofols]t
6ol t]ololal1lolo]oJoloJololofofofo]o
7lolofolol a1l o]o]ofofox a2z
slofofola] 1ol a]a]o]o]ofolaaas]t]x
o[ 1] 1]olo]ololoJo]a]olofololo[a[a]1]1
wlofolrfol s sloloJoltlo1]olo1t]1]1]1
1foflofofofo[z]o[z]ofolr[t]1|1]o]o]o]o0
2loflofofofofoloJoJololo1]ololo]o|z1]1
wBlo[1lofolxlolse]olololoaaa]a]a]1
o1 lofolrlol st ololololol1]o]1]1]1
i rfofolrfoleleJoatlololo a1
wlolofo[x[xfolzs]ol1]olofololo]1]z]1
wlolofo[xfofolse]olslololololo]o]1]1
wBlofofo[ ot ]o[t]oJoJoJoJo]oJo|1
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Table4. Final Reachability matrix with driving power
and dependence power

inhibitors | 1 2 3 4 15 T6 8 ) 10 11 |12 113 |14 (15 |16 [ 17 [18 [ pP

i
3 ) ) ( To | ) ( ]
: 8]0 0 |1 _|0¢ 1|0

DEP (85385711

3.1.1 Level Partitions

From the final reachability matrix, the reachability and
antecedent set for each element is found. The reachability
set consists of the elements and other elements which may
help to achieve it. The antecedent set consist of the element
and other elements which may help in achieving it. After
getting reachability set and antecedent set intersection set is
derived for all elements. The element for which the
reachability and the intersection sets which are same
occupy the top level in the ISM hierarchy. The top level
element would not help achieve any other element above its
own level, The top-level element is separated from other
elements. The same process is repeated to find out the next
level elements. This process is continued until the level of
each element is found. These levels are used for building
Fuzzy interpretive structural model Figure 1.

Table 5. First Level Partition

Flements Reachability Set Antecedent Set Intersection Leve
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Table 6.Complete levels of the Inhibitors

Figure 1.Fuzzy interpretive structural model

3.1.2 Stagnation Matrix

The row sum is taken as driving power; the column sum is
taken as dependence power and is represented as R1 &C1.
Final reachability matrix is multiplied to a power of 2. Here
the row sum and column sum is taken as R2 & C2. The
process is continued, each time row sum and column sum is
calculated and tabulated and is shown in Table 5.

Table 5. Stagnation Matrix for Inhibitors.

A comparison is made between R1 &R2,
R2&R3,R3&R4,R4&R5,R5 &R6 and so on until the rank
of the driving & dependence power remain s the same, i.e.
maximum to minimum value of the driving power remains
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the same for the same inhibitors. The same process is
repeated for the dependence power. A comparison is made
between C1 &C2, C2&C3, C3&C4, C4 &C5, and C5&C6
and so on. Check for stagnation. A matrix is said to be in
stagnation  when the dependence power and the driving
power remains the same for the same inhibitors even
though matrix is multiplied to higher powers. When
comparing R5 &R6, C5 &C6 the value remains the same
.So the matrix is in stagnation. For example inhibitor 1
keeping 12th position in driving power and 9" position in
dependence power. This position remains the same for
further multiplication. Stagnation of the final reachability
matrix is obtained to a power of 5. MATLAB function is
used for plotting fuzzy ISM .A three dimensional view of
fuzzy ISM is shown in Figure 2.

Fuzzy ISM

Power

Inhibitors Inhibitors

Figure 2. Fuzzy ISM

3.2 Development of FMICMAC

Fuzzy Matrices d’ Impacts Croises Multiplication
Appliquee a UN Classiment can be used for finding direct
and indirect relationship among inhibitors of cloud
computing. Conventional MICMAC analysis considers
only binary type of relationship. Fuzzy set theory is
introduced to increase the sensitivity of conventional
MICMAC analysis. An additional input of possibility of
interaction 0 throughl scale is introduced in fuzzy
MICMAC. For fuzzy MICMAC analysis the final
reachability matrix Table 2 is considered. The sum of the
row is taken as driving power and sum of column is taken
as dependence power. A graph is plotted taking dependence
power on X axis and driving power on Y axis, [Figure3].
Based on driving power and dependence power all the
inhibitors under study are classified into four categories.
They are (1) Autonomous, (2) Dependent, (3) linkage, (4)
Independent. It is observed from Figure 3 that the element
3 has driving power 5 and dependent power 3.8. The first
cluster known as autonomous have low dependence power
and low driving power. Since both the powers are weak the
inhibitors are considered as weak one. Second cluster is
dependent, having low driving power and high dependence
power. Third cluster Linkage is having high dependence
power and high driving power . Fourth cluster is
Independent having high driving power and low
dependence power. By making a study on above categories
it is found that autonomous element i.e. the inhibitors in the
autonomous region is very weak and it doesn’t influence
the system. So autonomous elements can even be
disconnected from the system. The inhibitors under
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dependent cluster , linkage cluster and independent cluster
are very important. Elements coming under second ,third
and fourth cluster are strongly interrelated and its influence
will changes the system as a whole

Transition Region
Figure 3.Driving Power dependence Diagram

4. RESULTS AND DISCUSSIONS

In the selected inhibitors the 3™ one (lack of portability) is
coming under autonomous. It is very weak so it can be
eliminated. In the second cluster element 12(legal issues) is
coming under dependent. The elements 2,5,7,8,11,14,16,17
and 18 is coming under 3™ cluster and has to be considered
as very powerful inhibitor which can affect the system.
These inhibitors should be handled carefully. Elements 1,
4,6,9,10,13 and 15 are under 4™ cluster- independent
category. This will also affect the system. . In fuzzy
MICMAC a ‘transition region” (shown in yellow color) is
also considered (Pramod &Banwet, 2012). Transition
region is due to influence of fuzziness. The elements have
tendency to move to nearest region. The elements in the
transition region have an affinity to jump other regions.
Here the elements 1,2,14 are in the transition region. So
the prediction of elements in the four clusters may vary
depending on the fuzziness.

Elements having high driving power & dependence power
are the most important inhibitors (lack of privacy and
ineffective backup management). Dependence power and
driving power direct some valuable insight about the
importance and interdependence of inhibitor within a
system.

5. CONCLUSION

The research work pinpoints the impact of various
inhibitors of cloud computing by making Fuzzy ISM
analysis. Fuzzy ISM model is constructed considering
partition levels . FISM model considering stagnation is
generated using MATLAB. From the above models the
interrelationship between the inhibitors can be identified
there by necessary steps can be taken to avoid the major
inhibitors. In this paper, selected eighteen elements are
considered as inhibitors and proved by analysis that all the
fifteen inhibitors from eighteen are important and necessary
remedies should be taken to avoid it. Fuzziness among the
interrelationship is studied .Cloud computing is an
automated, pay as you go service through a web browser.
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Flexibility of cloud computing is very high .Structural
flexibility of the inhibitors is derived from a graph relating
dependence power and driving power i.e. with FMICMAC
analysis. The inhibitors affecting the system can be
corrected so as to improve the quality of cloud computing
services. Cloud service is said to be portable if we can get
service among countries. Lack of portability is considered
as an inhibitor and is numbered as 3. This element is
coming under autonomous i.e. having weak driving power
and weak dependence power. This inhibitor can be
removed from the system itself as it doesn’t cause any
relationship with others. This finding provides guidelines to
cloud computing security issues.
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