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ABSTRACT 

SMS/Multimedia messages are one of the popular ways of 

communication. Sending an SMS/MMS is cheap, fast and 

simple. Because of mobile networks attack or smartphones 

hackers, the GSM networks are not secure, so that all 

information or SMS/MMS messages are vulnerable. This 

paper describe an android application that helps the user to 

encrypt the message (SMS/Multimedia files) before it is 

transmitted over the mobile network. The new idea of the 

program is to transmit encrypted messages and multimedia 

files via mobile networks or the internet as an alternative 

mean. To maintain intensive security, the program uses a 

Hybrid encryption algorithm based on Blowfish and S-Boxes 

of DES encryption. Moreover, it uses a private key encrypts 

the files and another private key encrypts file name. The 

transferring media is maintained online in the absence of 

mobile network coverage.   
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1. INTRODUCTION 
Mobile communication devices [1] have become 

commonplace during the past few years, integrating multiple 

wireless networking technologies to support additional 

functionality and services. One of the most important 

developments that have emerged from communications 

technology is SMS [2]. They are designed as part of Global 

System for Mobile communications (GSM) [3]. Banks 

worldwide are using SMS to conduct some of their banking 

services [4]. For example, clients are able to query their bank 

balances via SMS or conduct mobile payments. In addition, 

people sometimes exchange confidential information such as 

passwords or sensitive data amongst each other [5]. SMS 

technology suffers from some risks such as vulnerabilities, 

eavesdroppers and unauthorized access [6].Therefore, we 

need to secure SMS messages and keep their contents private, 

without increasing their size. This paper provides a solution to 

this SMS security problem. Our approach is to secure the 

SMS/Multimedia message using an encryption (Blowfish) 

system [7]. The proposed technique encrypts SMS with 16-

round Feistel cipher and uses large key-dependent S-boxes. 
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2. SMS TECHNOLOGY 

SMS is a standard communication service in the Global 

System for Mobile Communications [8]. It is a technology 

that enables text messages to be sent and received as same as 

voice calls. The short message is transmitted over the radio 

channel using the signaling path [9]. The first appear of SMS 

is in Europe in 1992. The maximum size of SMS is (160 

characters if 7-bit character encoding) or (70 character if 16-

bit Unicode character) is used. 

SMS contains some meta-data [10]: 

a. sender number and Service center number. 

b. Data coding scheme and Protocol identifier. 

c. Timestamp. 

3. BLOWFISH ALGORITHM 
Nowadays cryptography becomes a numerous techniques for 

data security. There are two methods for data encryption, one 

of them uses one key for encryption and decryption, it's 

known as symmetric cryptography like DES and Blowfish. 

The other method uses two keys for encryption and 

decryption it is a symmetric cryptography like RSA 

Algorithm [14]. 

3.1 Blowfish Encryption Algorithm 

Blowfish [15] is a 64-bit cipher and its key length extended 

from 32 bits to 448 bits, it has 16 rounds and generates the 

key dependent S-Boxes. 

 

Figure (1) [16] shows a Function that uses four s-boxes S1, 

S2, S3, S4 derived from the encryption key. Each s-box 

contains 32-bit words. The s-boxes act as substitution boxes 

[17], by replacing an 8-bit input with a 32-bit output. F splits 

its 32-bit input into four 8-bit. It replaces each byte by the 

contents of an S-box, and combines the results as follows 

[18]: 

Letting      signify addition modulo 232: 

F(a, b, c, d) = ((S1[a]     S2[b])     S3[c])      S4[d] 
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Fig.1 Substitution box of Blowfish 
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Figure (2) [19] shows the block diagram of the Blowfish 

encryption algorithm like the Feistel network. There are 16 

rounds (Feistel network); each round consists of a key-

dependent permutation and a key and data-dependent 

substitution. All operations are XORs and additions on 32-bit 

words. The Key [20] is converted from 448 bits to several 

sub-key arrays totaling 4168 bytes. The keys are generated 

before data encryption or decryption.  

The p-array [21] consists of (P1, P2,..P18) sub-keys each one is 

32-bit. And also four 32-bit S-Boxes each one consist of 256 

entries (Sn, 0, Sn, 1,… Sn, 255).then 521 iterations are done to 

generate all sub-keys. 

In this function, the only additional operations are four 

indexed array data lookup tables for each round. 

4. DATA STANDARD ENCRYPTION 
The data encryption standard (DES), known as the data 

encryption algorithm (DEA) by ANSI and the ISO, has been a 

worldwide standard for 20 years [22]. Although it is showing 

signs of old age, it has held up remarkably well against years 

of cryptanalysis and is still secure against all but possibly the 

most powerful of adversaries [23]. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Figure (3) [24] shows the cipher function. This function is the 

main part of rounds consists of four separate stages as the 

following [25]: 

4.1 Expansion 
The 64-bit cipher text divided into two parts, each part 

contains 32-bit. Every part processes separately and expands 

to 64-bit using the expansion permutation. 

4.2 Key generation 
The result from previous process combined with a sub-key 

using XOR process. A 16-48 bit sub-key for 16-rounds for the 

DES algorithm. 

4.3 Substitution Process 
After mixing in the sub-key, the bits divided into eight 6-bit 

before s-boxes which can be called substitution boxes, each s-

box provides 4-bit as output from 8-bit. The core security of 

DES is s-boxes. 

4.4 Permutation  
Finally, the 32 outputs from the S-boxes are rearranged 

according to a fixed permutation, the P-box. This is designed 

so that, after permutation, each S-box's output bits are spread 

across 4 different S boxes in the next round. 

 

5. IMPLEMENTATION OF SMS/MMS 

ENCRYPTION PROGRAM 

 

Fig.4 Login Screen of the program 

Figure (4) shows the first screen in the application, which has 

one button, it is used for authentications login to allow 

authorized users only to use the application and prevent the 

unauthorized users from use it. 

 
 

Figure (5) shows the first screen in the application which has 

three buttons, the first button is used for encrypting and 

decrypting text messages, the second one is for encrypting and 

decrypting all files types on the mobile, the third is used for 

uploading or download files via Internet. 
 

Fig.2 F-function Blowfish 
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Fig.5 Start screen of SMS/MMS Encryption 
program 

Fig.3 S-Boxes of DES 
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Figure (6) shows how to encrypt or decrypt text messages. 

Encrypting text by inserting private key into first textbox then 

the message inserted to second textbox, when pressing the 

"Encrypt" button, the result cipher text displayed in third 

textbox. 

Decryption cipher text by inserting private key into first 

textbox, when pressing "Get Inbox SMS" button then the 

program opens the SMS inbox of the smart phone and picking 

out the income cipher message, it returns in the second 

textbox, when pressing the "Decrypt" button the result 

decrypted text message displayed in the third textbox. 

 

 

 

Figure (7) shows how to encrypt or decrypt multimedia or any 

type of files. 

Encrypting files by inserting private key in the first textbox 

then when pressing the "Get Files" button, the program 

explores the mobile phone files and picks the file, its name 

and path returns in the second textbox, when pressing the 

"Encrypt" button, the encryption process starts, then the 

encrypted file name and path will be displayed in the third 

textbox. 

Decrypting files by inserting private key into first textbox 

then when pressing the "Get Files" button, the program 

explore the mobile phone files and picks the encrypted file, its 

name and path returns in the second textbox, when pressing 

the "Decrypt" button, the decryption process starts, then the 

decrypted file name and path will be displayed in the third 

textbox. 

 

 

Figure (8) shows alternative way to upload/download files to 

a secured website with a username and password within the 

program to maintain more security so that the user has nothing 

to do with this information. 

Uploading encrypted files: by pressing the "Get File" button, 

the program explores the mobile phone files and picks the file, 

its name and path returns in the first textbox, then when 

pressing the "Upload File", the program uploads the file to a 

secured website on the internet. When uploading completed, a 

notification message appears. 

  For high strength in the complexity of encryption, press the 

"Send File Name to SMS Encryption" button, as a result of 

that the program sends only the file name without path to the 

SMS encrypting screen to encrypt then send it. 

 Downloading encrypted files: by opening the "Main screen of 

encrypt/decrypt SMS" window, pressing the "Get  Inbox 

SMS" button, choosing  the message including the encrypted 

file name, pressing the "decrypt" button to decrypt the file 

name, copying this file name to the clipboard, then switching 

back to the "Upload/download" screen, pasting the file name 

in the first textbox. By pressing the "Download File" button, 

the program will download the file from the secured website 

on the internet, and then when downloading process is 

completed, a confirming message appears. 

Sample of encrypting plain text to cipher text 

 

Fig.6 Main screen of encrypt/decrypt 
SMS 

Fig.7 Main screen of encrypt/decrypt File 

Fig.8 Alternative way to upload/download 

encrypted file 
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Example: 

Figure (9) shows input text "Encrypted SMS by Blowfish" 

and private key "123" 

 

 

 

 

Figure (10) shows Cipher text as a result by pressing the 

"Encrypt" button, the result appears in the third text box. 

6. CONCLUSION 
In this paper, the need of encrypting important information is 

shown, Because of mobile networks attack, the GSM 

networks are not secure. Thus, the paper described an android 

application that solved this problem, the program has a simple 

user interface and a startup screen with password added for 

authentication purpose. The program encrypts the text 

messages, image, voice, video files, and sends them via 

mobile networks. Two ways have been considered to send a 

message from one mobile to another; the first, the program 

sends messages via GSM networks as text messages or multi-

media ones, the second, by connecting the mobile to internet 

through the mobile network or a wireless internet network, 

where the program uploads the files to a specific file hosting 

site that requires a user name and a pass word already created 

and hidden, to maintain more security, in the program. The 

receiver using the same program will be able to download the 

files. In case of weakness or losing mobile network signals, 

the internet connection is considered as alternative means for 

that. 
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