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ABSTRACT

Nowadays everyone needs Internet for their useful. So internet
becomes a public network in the world wide. Intrusion Detection
(ID) is the art of detecting inappropriate, incorrect, or anomalous
activity. It is a security service that monitors and analyzes system
events for the idea of finding, and providing near real-time or real-
time notice of, attempts in order to access system resources in an
unauthorized manner In proposed system the ‘relevance vector
machine' (RVM), a model of same functional form to the popular
and state-of-the-art “support vector machine' (SVM). It
demonstrate that by exploiting a probabilistic Bayesian learning
framework and it can derive accurate prediction models which
typically utilize dramatically fewer basis functions than a
comparable SVM. These include the benefits of probabilistic
predictions, automatic estimation of “nuisance' parameters and the
facility to utilize arbitrary basis functions. The experiment is
carried out with the help of MATLAB and WEKA by using KDD
Cup 1999 dataset and the results indicate that the proposed
technique can achieve higher detection rate and very low false
alarm rate than the regular SVM algorithms.
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1. INTRODUCTION

Network instruction detection is the ‘burglar alarms’ or ‘intrusion
alarms’ of the computer and network security field system. The
chief idea of this to defend a system by using a combination of an
alarm that sounds whenever the site’s security has been
compromised, and an entity — most often a site security officer that
can respond to the alarm and take the appropriate action. An IDS
tries to identify attempts to hack or break into a computer system
or try to misuse it. IDSs may check packets passing over the
network, monitor system files, observe log files, or set up
deception systems which attempt to trap hackers. [1]

Intrusion detection is needed in today’s computing environment
because it is impossible to keep pace with the current and potential
threats and vulnerabilities in the computing system techniques.
This type of surroundings is constantly evolving and changing
fueled by new technology and the internet system. To make
matters inferior, intimidation and wvulnerabilities in this
environment are also constantly developing. Intrusion detection
products are tools to assist in managing threats and vulnerabilities
in this changing environment.

Intrusion detection attacks are segmented into two groups they are
Host-based attacks[2-4] and Network-based attacks[5-7]

Categories of IDS
There are many ways to categorize IDS:

Misuse detection vs. anomaly detection: In misuse detection, these
analyze the information it gathers and compares it to large
databases of attack signatures. Basically, it looks for a specific
attack that has already been documented. Similar to a virus
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detection system, this type of detection software is only as good as
the database of attack signatures that it uses to compare packets
against. In anomaly detection in this that the system administrator
defines the baseline their normal and the state of the network’s
breakdown, traffic load, typical packet size and protocols. This
type of detector monitors network segments to compare their state
to the normal baseline and look for anomalies.

Network-based vs. host-based systems: In a network-based system,
it analyzes the individual packet flowing through the network. It
can detect malicious packets that are designed to be overlooked by
a firewall’s simplistic filtering rules. In a host-based system the
activity on each individual computer or host examined by the IDS.

Relevance Vector Machine (RVM) is a Bayesian learning model
for regression and classification of identical functional form to the
Support Vector Machine (SVM). RVM can be generalized well
and provide inferences at low computational cost. The proposed
scheme employs RVM classification.

The paper can be arranged as follows : Section Il provides the
related works involved in intrsion systems and the techniques used
in it. Section Il tells the proposed methodology and section 1V
gives the experimental results of the proposed work.

2. RELEATED WORK

Instruction detection is the process of monitoring and analyzing
events occurred in a computer or network and presenting the
results to the administrator [8, 9]. The related research on intrusion
detection started in the early 1980°s stage. Then the instruction
detection sustained through several major DARPA projects and
other Government programs. Later in the beginning of the 1990s it
became a hot research topic and commercial IDRS started to
emerge [10] when the internet era arrived.

Unlike a traditional network, which only passively transforms data
packets, an active network allows the network node to execute
mobile code carried in packets. The proposed IDRS combines
distributed monitoring techniques (through individual host and
LAN monitors) and data mining methods to analyze the threats of
the incoming data and respond to the intrusions effectively (which
is achieved by an intrusion detection center).

The KDDCup99 datasets includes very high training samples. This
dataset is a common standard for evaluation of intrusion detection
techniques. This dataset contains a number of connection records
where each connection is a sequence of packets containing values
of 41 features. The attack types in this dataset drop into four main
categories: denial of service (DoS), probe, user to root (U2R), and
remote to local (R2L). Feature values in this data set are as
continuous, discrete and symbolic. Range of values for some of
these features is very large and diverse. [11]

An emerging trend that addresses these problems is the deployment
of intrusion detection systems. These systems are designed for
detecting threatening situations which occur in spite of other
security measures and follow two main paradigms: anomaly
detection and misuse detection systems. They are planned to be
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used in conjunction with additional security measures enforcing the
security policy. They constitute a second line of defense sitting
behind the locks on the doors and windows like motion detector in
building. [12]

3. METHODOLOGY

The proposed methodology used for employing Intrusion detection
system is explained in this sector. The figure 1 show the steps
involved in the proposed system.

Data Collection and Pre-
Processina

A\ 4

Sparse Bayesian Learning
for Rearession

A 4
Classification using RVM

Figure 1. Steps involved in the proposed method

3.1 Data Collection and Preprocessing

The proposed IDS are experimented using the data taken from
KDD Cup 99, which is widely accepted as a benchmark dataset
and referred by many researchers. “10% of KDD Cup’99” from
KDD Cup 99 data set was chosen to evaluate rules and testing
data sets to detect intrusion. The entire KDD Cup ’99 data set
contains 41 features. Connections are labeled as normal or attacks
fall into 4 main categories [13].

e DOS:- Denial Of Service
e Probe:- e.g. port scanning
U2R:- an unauthorized access to root privileges,
R2L:- an unauthorized remote login to machine.

Both training and testing data are divided into following three
protocol types such as UDP, TCP or ICMP in order to test and train
the data separately. The repeating number of remaining data has
been deleted. The data to be deleted were chosen mostly from
“normal” labeled data from the dataset. Still there were some
attacks remaining in testing data set that were not in training data
set and it can be tested using RVM classification.

3.2 Sparse Bayesian Learning for Regression

Given a data set of input-target pairs: {X,,, t,}Y = considering
scalar-valued target functions only, then follow the standard
probabilistic formulation and assume that the targets are samples
from the model with additive noise:

by = y(Xn;W) + €

Where en are independent samples from some noise process which
is further assumed to be mean-zero Gaussian by variance. [17]

To extend the probit (or the logistic) model to include non-linear
transformations of the input features, the link can be applied to a
non-linear function of x:P(y = 1|x) = ¢ (u(x, B))

Here, consider classifiers only where this non-linear function is of
the form  u(x, ) = BTh(x) this includes:

e Linear classifiers; h(x) = [1,xq,..,%4] , in which case Bis a
(d + 1)~ tdimensional vector.

o Non-linearclassifiers;h(x) = [1, @1 (x), ...., 0] where the
@;(.) are nonlinear functions. Here, the dimensionality ofBis
k+1.
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e Kernel classifiers; h(x)=[1,k(x,x(1)),k(x,x(”))]T
where K(.,.) is some (symmetric) kernel function. Here, is
(n+1)- dimensional. This is used in SVM and RVM
approaches.

The more important characteristic of the probit link to exploit is
that it has a simple interpretation in terms of hidden (or latent)
variables.

3.3 Relevance Vector Machine

Relevance vector machine is simply a specialization of a spares
Bayesian model which utilizes the same data dependent kernel
basis. The main feature of RVM is that the inferred predictors are
exceedingly sparse in that they contain relatively few ‘‘relevance
vectors”, they are good generalization performance. For this self-
contained paper, RVM for regression is introduced concisely here
Supposing the mapping relationship is multiple-input-single out
(MISO), sampled a dataset of N input vectors {X,, }1_; alongwith N
corresponding scalar-valued target {t,}V_, , and assuming that the
outputs are independent, identically distributed (11D) observations.
Some observations could be assumed to contain mean-zero
Gaussian noise with variance observations and some observations
could be assumed to contain mean-zero Gaussian noise with
variance in engineering point of view.

o?:p(e,|0?) = N(0,5%)
t=yX:W)+e=0dW +¢€

Where t = [ty, oo, ty]T, W= [wy, oo ,wn T is the weight
vector and where U is the N x M design matrix, wherein its
element is Do = k(X X,). In fact, the sparse Bayesian
learning framework has the ability to utilize arbitrary basis
functions, such as symmlet wavelet kernel, Gaussian kernel, Haar
wavelet kernel and splines kernel,

The classical approach is used to estimate t which is to maximize
likelihood or to minimizing ‘‘least-squares” of the measured
training dataset in order to estimate of W and r, however, it would
lead to over-fitting.
_a 1
p(eIW,0?) = (2ro?) % exp{- 5 It - oW’}

To control the complexity of model and avoid over-fitting, a zero
mean Gaussian prior probability distribution is defined over every
w; With variancest, the prior of W is written as:

M 2

p(W| 0() — (21‘[)_M/2 1_[ arln/zexp {_ a’mzwm}

m=1

Where hyper parameters vector a = [ag, a;, @5, ....a"]" controls
how far from zero each weight is allowed to deviate. For
completion of hierarchical prior, hyper priors over a:p(x) and the
inverse noise variance o2:p(c?) are specified as as Gamma
distributions within a; b; c; d sets to some uninformative
value(e.g.,a=hb=c=d =107*%).

bha
oca—l
I'(a)

—bx

e

N
p(e) = (e la,b) = | |
n=0

dC
p(UZ) — F(02|C, d) — 1“(6) 0——2(C+1)e—b/gz

Consequently, using Bayes’ posterior inference, the posterior
distribution over W is also conveniently Gaussian:

p(Wlt, ¢, a?)~N (1, %)
covariance ) are as follows:

pu=0"23oTt
Y=(c"oTo+4)7!

Where the posterior mean p and

Where A = diag (g, X1, ..., Xy)
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Sparse Bayesian learning can then be formulated as maximization
of hyper parameter posterior,p(cx, o2|t) a p(tla, a®)p(a)p(c?).
In practice, due to «,? > 0 ,to avoid adding positive constraints
in the optimization problem, their logarithm are considered, then
uniform hyper priors are defined over a logarithmic scale, which
ultimately raises spare solutions. So the MAP of hyper parameter
needs only to maximize the marginal likelihood p(t| «, a2) known
as type-1l Maximum Likelihood procedure. The RVM marginal
likelihood, also called evidence by MacKay is given by:

L(x,02) = p(tla,0?) = fp(tIX, W,o®)p(Wla) dW~N(0,c)
1 Tr-1
=—E[NlogZ1T+log|C| +t'C7t]

Where the covariance is C = 021 + PA~ T

Obtained in this optimization process, the value of oyp and «,,as
the substitution of thex and o2, the posterior mean and variance
can be computed, and then a mean final approximator at unseen
data X *could be gained with:

. = pr o (X*)

If the sparse Bayesian learning framework utilize Gaussian kernel
ko(X,,,X) basis function, cross validation on the validation set is
used to get good unified kernel width.

4. EXPERIMENTAL RESULTS

KDD Cup99 is an audited set of standard dataset which includes
training and testing set. Data has the following three major
protocols

o TCP.

e UDP and

o ICMP.
Totally 600 database are collected from the KDD cup99, these
database are used for classification. Here two type of classification
are done, that are RVM and SVM

4.1 Performance Measures

The performance measure which are used to evaluate the proposed
RVM against SVM is

Correctly detected attack and False-alarm rate

4.2 Correctly Detected Attack
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Figure 2. Comparison of Detection Rate
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The results of correctly detection rate for different types of attacks
are shown in figure 2. From the results it is observed that the TCP
have a high accuracy in the RVM classification against SVM
classification, after the TCP, UDP have a high accuracy than ICMP
in the Classification of RVM and SVM.

4.3 False Alarm rate

False alarm rate indicates the percentage of normal data which is
wrongly recognized as attack. By using this False Alarm find out
the overall accuracy in the classification

The results of false alarm rate for different types of attacks are
shown in figure 3. From the figure that the RVM is observed which
have higher accuracy than the SVM. Thus the experimental results
proved that the proposed RVM obtains better results.
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Figure 3. Overall Accuracy

5. CONCLUSION

At present, security inside the network communication is of a main
concern. Being the information the data which are considered as
the precious asset of an organization, trying to provide security in
opposition to the intruders is very important. Intrusion detection
system tries to recognize security attacks of intruders by
investigating several data records observed in processes on the
network. In this paper, the unity-based normalization is proposed
to standardize data and Relevance Vector Machine (RVM) is used
for efficient classification. The experiment is carried out in
MATLAB and WEKA by using KDD Cup 1999 dataset and the
results indicate that the proposed system can provide better
detection rate and low false alarm rate than the SVM. As a future
work, various training algorithms are employed to improve its
performance
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