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ABSTRACT

The importance and real potential of security in Requirements
Engineering (RE) is now being well recognized. The inclusion
of security controls and measures during the requirements
phase helps to design, implement, develop and maintain
secure and cost effective software. Security testing is one of
the prominent techniques to reveal defects in the requirements
specification. The requirement phase is the foremost phase to
integrate security into software development process. In this
paper, we review current scenario of security testing in
requirements phase and try to identify the major research
directions, based on the related published work. Researcher/s
can select any of the area and start the investigation in the
area. In this way, this work may be useful for entry level
researchers in the concerned area/s.
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1. INTRODUCTION

Requirements phase is the basic building block of any
software. This is the phase, which involves information
gathering about the customer's needs; in easiest terms, identify
the problem that the product is expected to solve. In earlier
days, many big software problems occur due to poorly taken
requirement phase. In the SDLC, requirements inspection is
recommended early to reveal defects in the requirements
specification. One of the National Aeronautics and Space
Agency (NASA) reports describes that the phase of
requirement is backbone of whole SDLC [1]. Requirements
phase activities if performed correctly then it will lead to high
performance and cost effective software system. One of the
recent research studies indicates that success in 68% of
technology projects is "improbable™ due to poor requirements
analysis [2].

According to NASA findings, “problems that are not found
until testing are at least 14 times more costly to fix than if the
problem was found in the requirements phase”[3]. Moreover,
another study revealed that the root cause of 56% of all the
defects is errors introduced in the requirements phase.
Approximately half of these defects are a result of poorly
written, ambiguous, and incorrect requirements [4].
According to Strategies for Project Recovery report, 37
percent of the projects are at risk due to imprecise
requirements [5]. Some other experts found that accurately
capturing system requirements is the major factor in the
failure of 90% of large software projects. The reason for
integrating testing earlier into the software development life
cycle is a simple economics. Studies have shown two
findings: First that the majority of defects have their root
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causes in poorly defined requirements and second that the cost
of fixing an error is cheaper if it is found earlier. The issue is
scrap and rework. If a defect was introduced while coding,
just fix the code and re-compile. However, if a defect has its
roots in poor requirements and is not discovered until
integration testing then re-do the requirements, re-do the
design, re-do the code, re-do the tests and re-do the user
documentation. It is all this “re-do” work that sends projects
over budget and over schedule. Reduction of the cost and
efforts is done by implementing the security aspect right from
the beginning i.e. from the requirement phase itself.

Beyond this introduction on the background details, rest of the
paper is organized as follows: In Section II, a survey of
security testing research is briefly reported, whereas in
Section 111, we present the future research directions. Finally
conclusion is drawn in Section IV.

2. ASURVEY OF SECUIRTY TESTING
RESEARCH

Various researchers are underway on the different aspects of
security testing in requirements phase. However, a rapid
growth has been visualized recently. Some significant
contributions bear weight and appear valuable among all. A
selection from the trend setting research contributions are
briefly described one by one for analysis on the advances, as
follows:

A Charan Kumari and K Srinivas presented a Multi-objective
Quantum-inspired Hybrid Differential Evolution (MQHDE)
and its application on a real-world project. For the solution to
the problem of changeable requirements, MONRP has been
studied by researchers using different meta-heuristic search
techniques. The efficiency of the proposed MQHDE is tested
on a real-world application and the results are compared
against the state-of-the-art multi-objective evolutionary
algorithm NSGA-Il and found that the functioning of
MQHDE is promising and therefore can be used with
confidence for the solution of real-world instances of MONRP

[6].

The Open web application security project (OWASP)
developed a cheat sheet. This cheat sheet provides an "at a
glance" quick reference on the most important initiatives to
build security into multiple parts of software development
processes including requirement phase. It describes various
policies and rule for security requirements in SDLC [7].

Saima Amber, Narmeen Shawoo and Saira Begum suggested
a framework in which risk management is executed within
Requirements Engineering (RE) process; for this purpose they
considered three models of risk management. These models
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are compared on the basis of risk identification
methodologies. Finally, they derived a framework, which is
based on UML oriented approach for modeling and reasoning
about risk during the requirements analysis process [8].

Souhaib Besrour and Imran Ghani presented a paper to
measure the security and related verification method in
requirements engineering (RE). In order to address these
issues, they proposed a new set of tools. First is the Effective
Security Check List (ESCL), which is a check list with
security questions that should be considered for measuring
security. Secondly, the Traceability Matrix(TM), which is a
two dimensional matrix to measure security during RE.
Thirdly, Requirement Engineering Assessment Document
(READ), which is a tool containing all statistical information
about security performance during RE. The inclusion of these
models in existing models helps to increase the security level
of existing models [9].

Juan M. Carrillo De Gea, Joaquin NicolsS, Jose L. Ferna
Ndez AlemaN, Ambrosio Toval, Christof Ebert and Aurora
VizcaiNop performed a survey on requirements engineering
tools. The paper presents the results of a survey answered by
RE tool vendors. The objective of the paper is to gain an
insight into current RE tools [10].

P. Salini and S. Kanmani published a survey paper on
Security Requirements Engineering. They reviewed various
issues, types and methods on Security Requirements
Engineering (SRE). They analyzed and compared different
methods of RE [11].

S. K. Pandey proposed a Security Maturity Model (SMM), in
which five maturity levels have been proposed. These levels
are based on the security vigilance occurring at the various
stages of SDLC for any software starting from requirement
itself [12].

Seda Gurrses, Magali Seguran and Nicola Zannone presented
a paper that describes experience gained in the elicitation and
analysis of requirements in a large-scale security-oriented
European research project, which was originally conceived as
an architecture-driven project. They illustrated the challenges
that can be faced in large-scale research projects along with
the discussion of how those practices and methods can be
integrated into the requirements engineering process and
possibly improved to address the identified challenges. In the
last, they briefly explained the benefits that a proper
requirements analysis [13].

Sultan Aljahdali, Jameela Bano and Nisar Hundewale
published a review paper on goal oriented requirement
engineering. This paper helps in identifying various concepts,
terminology, significance and techniques of Goal oriented
requirements engineering [14].

Smriti Jain and Maya Ingle developed a model namely
Software Requirement Gathering Instrument that helps to
gather security requirements from the various stakeholders.
The proposed instrument helps the developers to gather
security functional requirements as well as security
requirements and incorporate security during all the phases of
software development. They proposed a case study that
describe the integration of the SSRGI with Software
Requirements Specification (SRS) document as specified in
standard IEEE 830-1998. Proposed SSRGI will support the
software developers in gathering security requirements in
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detail during requirements gathering phase. It combines
security requirement gathering and requirement analysis in
one phase [15].

Manoj Ashok Wakchaure and Shashank D. Joshi described a
new way to remove vulnerability through analysis stage of
SDLC. They identified different conditions, which helps in
identifying vulnerabilities in requirements phase of software
development. They performed an analysis of single domain
i.e. geographical database [16].

The most comprehensive framework on IT security
requirements is currently the SQUARE method presented by
the SEI of Carnegie Mellon University [17].

Robin A. Gandhi, Harvey Siy and Yan Wu performed a
research work on Software Vulnerabilities. Common
Weakness Enumeration (CWE) is a community-developed
dictionary of software weakness types and their relationships.
They describe the use of Common Weakness Enumeration
(CWE) to study and prevent vulnerabilities in specific
software projects [18].

Benjamin Fabian, Seda Gurses, Maritta Heisel, Thomas
Santen, Holger Schmidt proposed a conceptual framework,
which establishs the interrelations between the different
concepts and notions used in security engineering. They
performed a comparison of a framework with current security
requirements engineering approaches, such as the Common
Criteria, Secure Tropos, SREP, MSRA, as well as methods
based on UML and problem frames. and at last they discussed
similarities between various security methods [19].

Shamal Faily and Ivan Flechais proposed the IRIS
(Integrating Requirements and Information Security) meta-
model. It is a conceptual model for usable secure requirements
engineering. They described a practical application of the
meta-model through a case study in the Critical Infrastructure
domain [20].

Malik Imran Daud developed a modern approach for
software development called Extreme programming (XP). In
this modern approach, developer do not need to wait for
complete requirements. Priority of this approach is to
incorporate security in each phase of software development
life cycle. For this purpose, XP provides a guidance to
recheck our security requirements. A new model has been
designed that uses the principle of extreme programming.
This innovative model focuses on the development of secure
and error free software [21].

Bender RBT Inc. proposed a methodology that security
testing at requirement phase overcome two major problem
areas-first validating the various properties of requirement i.e.
correctness, completeness, unambiguousness and logical
consistency. Second, designing a necessary and sufficient test
cases from those requirements that give full confirmation
that design and code fully meet those requirements [22].

C. Banerjee and S. K. Pandey published a paper on secure
requirement engineering, in which they focused on various
aspects to integrate security in SDLC. They proposed twenty
one security rules to be followed in the entire SDLC along
with the validation results [23].

M. A. Hadavi, V. S. Hamishagi and H. M. Sangchi presented

a paper that states peculiarities and deficiencies in security
requirements engineering. This paper focuses on the current
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research situation by reviewing and classifying the efforts into
four main categories: security requirements in the standard
software development processes, security requirements
engineering consist of eliciting and modeling security
requirements and threat modeling as a basis for security
requirements engineering. It also presents various challenges
and open problems for each category [24].

Charles B. Haley, Robin Laney, Jonathan D. Moffett and
Bashar Nuseibeh proposed a framework for security
requirements elicitation and analysis. The framework is based
on building a context for the system. It represents security
requirements as constraints, and developing satisfaction
arguments for the security requirements. The system context
is described using a problem-oriented notation, then it is
validated against the security requirements through
construction of a satisfaction argument. The satisfaction
argument comprises of two parts: a formal argument that the
system can meet its security requirements and a structured
informal argument supporting the assumptions expressed in
the formal argument. They evaluated the framework by
applying it to a security requirements analysis within an air
traffic control technology evaluation project [25].

Reijo Savola introduced a preliminary framework for security
evaluation based on security requirement definition, behavior
modeling and evidence collection [26].

T. Y. Chen, Pak-Lok Poon, Sau-Fun Tang, T. H. Tse and
Yuen Tak Yu proposed a methodology for applying testing to
requirements inspection for software quality assurance. The
proposed methodology incorporates two approaches:
requirements inspection and software testing. These two are
the most important quality assurance activities. perspective-
based reading(PBR), approach used in requirements
inspection, operates under the premise that different
information in a specification has different levels of
importance for different uses of the document and
Classification-Tree Method is used in software testing [27].

Paolo Giorgini, Fabio Massacci, and Nicola Zannone
proposed a method for secure requirement engineering. This
Secure Tropos methodology is a formal framework for
modelling and examining security, that enhances the agent-
oriented software development methodology i*/Tropos. They
illustrated the Secure Tropos approach and some later
refinements of the Secure Tropos methodology to address
some of its shortcomings they also introduce the ST-Tool, a
CASE tool that supports Secure Tropos methodology [28].

Orlena C. Z. Gotel and Anthony C. W. Finkelstein performed
an analysis of the requirements traceability problem. In this
analysis, they identified the underlying nature of the
requirements traceability problem. They gave a distinction
between pre-requirements specification (pre-RS) traceability
and Post-requirement specification(post-RS) traceability. It
help in improving the problem that the developers generally
identify after the development of a software due to poor
requirement traceability [29].

Thitima Srivatanakul, John A. Clark, and Fiona Polack
proposed a  technique, Hazard &  Operability
Analysis (HAZOP), and applies it to one widely used
functional requirement elicitation component i.e. UML use
cases, to provide systematic analysis of potential security
issues at the start of system development [30].

International Journal of Computer Applications (0975 — 8887)
Volume 68— No.9, April 2013

3. RELATED RESEARCH DIRECTIONS
RE is a very active research area with a wide variety of
methods and mathematical models. In current scenario, there
is not any single approach that fulfills all the security related
needs of secure requirements engineering. Researchers are
continuously working in this area to have some useful
findings. Moreover, future work may be done on any of the
following research area/s (A pictorial representation is given
in Figure 3.1) in the best interest of academics as well as
industry.

e  Software security is an emergent property of the
system and has to be incorporated throughout the
lifecycle. It would be beneficial to integrate it from
the beginning of software development i.e. from the
requirements phase. To confirm this mitigation,
security testing is one of the prominent ways, which
requires further investigation.

e There appears a need for the development of a
framework that would assist in combining multiple
security requirement methods.

e Work may be initiated on the comparison and
evaluation of the current security requirements
engineering approaches, such as the Common
Criteria, Secure Tropos, SREP, MSRA.

e  Work may be done on combining the strong points
of the two well known approaches, Security
Checklist and Traceability Matrix with a strong
focus on security requirements elicitation and
analysis in addition with security testing.

o A well-defined software security policy, risk rating
for software and a checklist that supports the policy
and requirements is essentially needable along with
a risk assessment tool to address risk associated
with a software project at requirements phase.

e  Further research work is needed on how to integrate
RE technologies in identifying various concepts,
terminology, significance and techniques of goal
oriented requirements engineering.

e Work may be done on identifying and addressing
software security vulnerabilities prior to product
deployment, i.e. at requirement phase.

e  Work may be done on identifying and addressing
software security vulnerabilities prior to product
deployment, i.e. at requirement phase.

e Future work may also be done on developing secure
requirements evaluation approaches for
requirements phase of software development life
cycle.

e Work may also be commenced on developing a
framework for qualitatively and quantitatively
analyzing the results of risk and task analysis to
visualize the security of respective software
development phase.

e One of the future work may be to develop a Testing
Metrics for requirements quality and check the
testing metrics for goal oriented requirement phase.

e  Further, a threat detection technique can also be
developed, which combines advantages of various
threats detection techniques.

e Future task may be done to develop a security
testing tool that have to be more efficient to
preserve confidentiality, complexity, integrity and
availability for the requirements phase.
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e A new mathematical model may also be developed
for checking the completeness and logical
consistency of requirements specification
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Figure 3: Research Directions

4. CONCLUSION

A review on security testing in requirements phase is
discussed in detail in the paper. Though, it is not an easy task
but researchers have made a significance progress in this area.
This research work provides the knowledge of various
security aspects that should be fulfilled during requirements
phase that will improve the quality of the software. It is
realized that efficient ways to incorporate security since the
inception of software product in the development life cycle is
highly desired. Due to the growing demand of IT, it raised
many new critical research questions. Keeping all these
aspects in mind, we presented number of research areas that
will provide a new direction in the area of research. The
research done on any of the given direction/s, may be very
fruitful for academia and industry both and may enhance the
security of a software level at initial stages only.
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