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ABSTRACT 

In the last few years management of trust and reputation 

models over distributed systems has been proposed as a novel 

and accurate way of dealing with some security deficiencies 

which are inherent to distributed environments. Many models 

and theories have been designed in order to effective and 

accurately manage trust and reputation in those environments. 

Nevertheless, very few of them take into consideration all the 

possible security threats that can compromise the system. In 

this paper, an analysis of the effect of the security threats on 

the selection percentage of trustworthy servers (the accuracy) 

and average path length suggested by the Linguistic Fuzzy 

Trust Model over static Wireless Sensor Network are 

presented. It is observed that the accuracy of the model with 

collusion decreases as compared to the accuracy of the model 

without collusion while the results about the average path 

length suggested by the model are better and the change in it 

by varying the number of trustworthy servers is very low, so 

the average path length of the model with collusion is better 

than of it without collusion. Also it must be mentioned that 

the evaluation environment used in this paper is Trust and 

Reputation Model Simulator for Wireless Sensor Network.  

General Terms 

Linguistic Fuzzy Trust Model, Bio-inspired Trust and 

reputation Model, Trust and Reputation Model Simulator for 

Wireless Sensor Network. 
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1. INTRODUCTION 
A wireless sensor network (WSN) is a wireless network 

consisting of spatially distributed autonomous devices called 

sensors which cooperatively monitor physical or 

environmental conditions, such as temperature, sound, 

vibration, pressure, motion or pollutants, at different 

locations. The development of wireless sensor networks was 

originally motivated by military applications such as 

battlefield surveillance. However, wireless sensor networks 

are now used in many industrial and civilian application areas, 

including industrial process monitoring and control, machine 

health monitoring, environment and habitat monitoring, 

healthcare applications, home automation, and traffic control.  

Individual sensor nodes posses limited processing, 

communicating and energy recourses. However, due to their 

important restrictions, they usually suffer from many security 

weaknesses, which make them often vulnerable to certain 

threats.  

This paper take the scheme that assumes some nodes of the 

network request some services (and act, therefore, as clients) 

and some others provide those services (thus acting as servers 

or services providers). Here, suppose that every sensor is only 

able to communicate with its direct neighbors (that is, it 

cannot establish a direct communication with a node more 

than one hop ahead). A malicious node could avoid reaching 

its benevolent neighbors, or leading to other malicious nodes, 

forming thus a collusion. Therefore it is necessary to 

accurately distinguish trustworthy nodes from fraudulent 

ones. This trustworthy nodes distinguishing can be achieved 

through a trust and reputation model [1,2]. 

Many researches about trust and reputation management 

models have been recently proposed as an innovative solution 

for guaranteeing a minimum level of security between two 

entities belonging to a distributed system that want to have a 

transaction or interaction. Thus, many studies works and 

models have been designed and developed in this direction. 

Many methods, technologies and mechanisms like fuzzy 

logic[3], bayesian networks [4] and bio-inspired algorithms 

[5]  have been proposed in order to manage and model trust 

and reputation in systems such as P2P networks[6], ad-hoc 

ones [7], wireless sensor networks[8] (WSN) or even  multi 

agent systems [9].Some of these models have been analyzed 

in [10,11], and realized that there are some security threats 

directly related to this specific kind of models. This paper 

shows the effect of the security threats on the performance of 

the Linguistic Fuzzy Trust Model (LFTM) and comparing the 

results of the model with and without collusion. The Linguis-

tic Fuzzy Trust Model (LFTM) enhances the interpretability 

of the Bio-inspired Trust and Reputation Model (BTRM 

WSN) [5] and making it closer to the final user with relatively 

improvement in the accuracy of it. BTRM-WSN is a model 

based on a bio-inspired algorithm called ant colony system 

(ACS) [12], where ants build paths fulfilling certain 

conditions in a graph. These ants leave some pheromone 

traces that help next ants to find and follow those paths. 

The rest of this paper is organized as follows :The Linguistic 

Fuzzy Trust Model (LFTM) is described in section 2 .In 

section 3, security threat will described .Simulations and 

results of experiments are discussed in section 4.In section 5 

conclusion about the results is described. Section 6 describes 

the acknowledgment. Finally in section 7 lists of references is 

described.    

2. LINGUISTIC FUZZY TRUST MODEL 

(LFTM) 
 This model is an enhancement for the pervious trust and 

reputation model, BTRM-WSN model [5] which uses 

linguistic fuzzy sets and fuzzy logic for the enhancement. On 

one hand, it will be enjoyed the representation power of 

linguistically labeled fuzzy sets, as is the case, for instance, of 

the satisfaction of a client or the goodness of a server. On the 

other hand, it will be exploited the inference power of fuzzy 

logic, as in the imprecise dependencies between the originally 

requested service and the actually received one, or the 

punishment to apply in case of fraud. The expected outcome 
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will be an easy-to-interpret system with competitive 

performance. 

A set of linguistic labels describing several levels of a variable 

or concept could be associated to a fuzzy set. The set is 

defined in a way that captures the underlying notion of such 

word for that particular concept. Typical linguistic labels 

include ‘very low’, ‘low’, ‘medium’, ‘high’, and ‘very high’. 

The defined fuzzy sets associated to such labels for the case of 

client satisfaction are depicted in Figure 1. 

 
Figure 1. Linguistic labels and its defining fuzzy sets 

 

Fuzzy rules can be expressed in several forms. A rule is 

composed of an antecedent part, where the activation 

condition is expressed, and a consequent part, where an action 

or a conclusion is presented. The antecedent is usually a logic 

expression. In fuzzy rules, a basic logic expression is the 

membership of a variable value to a set. These basic 

expressions are then connected with logic connectives, being 

the most common, the AND operator. Likewise, the most 

common consequent is the membership of an output variable 

to a fuzzy concept. These are known in fuzzy terminology as 

Mamdani-type rules. In fuzzy logic, the truth value of logical 

expressions is not binary but ranges from zero to one allowing 

for partial truth. The fuzzy logic operators, AND, OR, and 

NOT are adapted to allow for such partial truth. Fuzzy 

operators also produce a partial truth value to the whole logic 

expression. A typical if–then linguistic fuzzy rule would look 

like: 

If quality is Good AND price is Low 

THEN satisfaction is Very High 

The perception of quality being good or price being low may 

vary from total confidence to no confidence at all. But, unlike 

traditional logic, it may also be any value in between. In other 

words, a price being low can be partially true. This partial 

truth for each condition is combined through the fuzzy AND 

operator, and the whole logic sentence of the antecedent is so 

evaluated. As can be guessed, the truth value of the 

consequent part is precisely that one achieved by the whole 

antecedent logic expression. For example, the truth value of 

the expression ‘quality is Good AND price is Low’ is 0.3, 

then the system concludes that the expression ‘satisfaction is 

Very High’ has a truth value of 0.3. When in a given situation, 

several fuzzy rules are activated; a collection of conclusions is 

produced. These separate conclusions are aggregated into a 

final result and, defuzzified back into a numerical value. 

Details of how fuzzification, fuzzy inference, aggregation, and 

defuzzification work can be found in [13,14].The 

defuzzification method chosen to be used in this paper is 

Center of Gravity. 

The flow of the Linguistic Fuzzy Trust Model is depicted in 

figure 2, emphasizing those steps where it actually applied 

linguistic fuzzy sets and fuzzy logic. Such steps are:  

1) The trust and reputation model BTRM-WSN selects the 

server to have a transaction with. The fact that every node 

maintains the pheromone traces of its neighbors can lead to 

some security threats that appear if a malicious server 

colludes with other malicious servers, because a sensor is only 

able to manage the pheromone traces of its neighbors, but by 

the same reason it cannot control the pheromone traces that its 

neighbors have associated with it.  

The idea of collusion where malicious peers form a malicious 

collective by assigning the maximum trust value to other 

malicious peers in the network is showing in figure 3. 

2) Such server has a perceived certain goodness (“Very high”, 

“High”, “Medium”, etc.). 

3) According to the required service attributes and the server 

goodness, the server provides a better, worse or equal service 

than the expected. 

4) Both the required service and the actually received one are 

compared, using certain subjective weights for the services 

attributes. 

5) The client satisfaction is assessed by means of the services 

comparison performed in previous step, and the client 

conformity. 

6) Finally, the punishment level is determined by the client 

satisfaction with the received service, together with his/her 

goodness. 

The use of the different fuzzy grids in the Linguistic Fuzzy 

Trust Model is described in [15]. 

 

3.  SECURITY THREATS 
Every node maintains the pheromone traces of its neighbors 

and it is the only one who can manage, control and modifies 

them, this fact can lead to some security threats [16]. 

But the security threats can appear if a malicious server 

colludes with other malicious servers, because a sensor is only 
able to manage the pheromone traces of its neighbors, but it 

cannot control the pheromone traces that its neighbors have 

associated with it, and that collusion is only possible if the 

malicious sensors know each other and also know who the 

benevolent sensors are, and this assumption is not always 

feasible in every wireless sensor network.  

The security threats that assumes here is that malicious 

sensors can praise their malicious neighbors by assigning 

them the maximum level of pheromone. Equally they can 

slander their benevolent neighbors by giving them the 

minimum value of pheromone. 
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Figure 2. Linguistic Fuzzy Trust Model Steps 

 

 

 

 
 

 

Figure 3. Malicious collectives 

 

 

4. EXPERIMENTS AND RESULTS OF 

LINGUISTIC FUZZY TRUST MODEL 

OVER STATIC WSN WITH COLLUSION 
The tested scenario is consisting of static wireless sensor 

networks where collusion among all malicious servers 

composing the network was built. As explained in Section 3, 

since every sensor is the only one who can manage the 

pheromone traces associated with its neighbors, malicious 

servers could collude an falsely praise themselves or slander 

benevolent servers. Here the worst situation is chooses, where 

every malicious server always had the maximum pheromone 

value for those of its neighbors who were also malicious, and 

the minimum pheromone value for those neighbors who were 

benevolent. How every sensor knows if its neighbors are 

malicious or benevolent is out of the scope of this paper. 

The evaluation environment used in this paper is Trust and 

Reputation Model Simulator for WSN [17], which is a generic 

framework serving as an assistant tool  to easily implement 

trust and reputation mechanisms in distributed environments 

and to compare between them. Here the experiments focused 

on two main targets. First, interesting in finding out how 

many times the model is able to select the right benevolent 

server to interact with. In other words, the selection 

percentage of trustworthy servers is calculated. Secondly, the 

average path length of the solutions found by the model is 

also calculated and in an environment with a lot of restrictions 

like WSNs, the shorter path is always preferred since it 

supposes less consumption of sensors’ resources. 

The experiments that carried out here had the following 

structure. The model is launched 100 times (i.e. each client 

applied for a service 100 times) over 100 WSNs randomly 

generated, each one composed of 100 sensors. On each 

network, the percentage of sensors acting as clients was 

always a 15%, 5% acts as relay servers (those that not 

providing the service requested by the clients) and the 80% 

left were, therefore, sensors acting as trustworthy or malicious 

servers. With tried the model over 100 random WSNs having 

a 10% (over the 80% left) of malicious servers. 100 with 20%, 

other 100 with 30%, and so on until a 90% of malicious 

servers (the worst simulated situation), and those experiments 

are repeated over WSNs composed of 200, 300, 400 and 500 

sensors. These parameters and others used to perform the 

experiments are listed in table 1.  

 

4.1  Selection Percentage of Trustworthy 

Servers  
The results for the selection percentage of trustworthy servers 

achieved with LFTM over static network with and without 

collusion are listed in table 2. As it is observed from the 

results of the model without collusion that the selection 

percentage of trustworthy servers is quite high (above the 

90%) when the percentage of malicious servers is greater than 

or equal to 60%, and even in the worst case when the 

percentage of malicious servers is 90% and the size of the 

networks is 500 nodes, the accuracy is (97.96) which it is a 

high value. In general the selection percentage of trustworthy 

servers increases as the percentage of malicious servers 

increases regardless the size of the network, the reason for the 

increasing in the accuracy of the model as the number of 

malicious servers increases is that the ants spread a given total 

amount of pheromone and that when the number of good 

servers is small, the paths to these are more strongly selected. 

In a way, the fewer the number of good servers is, the easier is 

for them to shine or excel 

While the corresponding result for LFTM over static WSN 

with collusion gives the observation that when the percentage 

of malicious servers is less than or equal to 50% regardless 

the size of the network the accuracy is(less than 50%) which it 

is low value that make the model not useful at all because here 

assume that if the selection percentage is under the 50%,  



International Journal of Computer Applications (0975 – 8887)  

Volume 67– No.12, April 2013 

13 

Table 1. Experiment parameters 

 

 

Then the model is completely useless. While the accuracy of 

the model increases( above 50% ) when the percentage of 

untrustworthy servers increases above 50%  and observes that 

in worse case  when the percentage of malicious servers is 

90% and the size of the network is 500 nodes then the 

accuracy is (82.67). And in general the accuracy of the model 

with collusion is less than the accuracy of the model without 

collusion that excepted as malicious server collude with other 

malicious servers  and gives them the maximum pheromone 

value while gives the minimum pheromone value for those 

neighbors who were benevolent. The selection percentage of 

trustworthy servers increases as the percentage of malicious 

servers increases regardless the size of the network, the reason 

again for this increasing in accuracy by increasing the number 

of malicious servers is that the ants spread a given total 

amount of pheromone and that when the number of good   

servers is small, the paths to these are more strongly selected. 

The results that obtained in table 2 are plotted in figure 4 .The 

selection percentage of trustworthy servers achieved by the  

 

 

LFTM model without collusion is showing in figure 4(a) and 

it is observed that when the percentage of malicious servers is 

greater than or equal to 80% the accuracy of the model is 

approximately equal and it is (above 98%) when the size of 

the network is less than or equal to 400 nodes while when the 

size of the network is 500 nodes the accuracy is (greater than 

96%). While the results obtained for the model with taking the 

effect of collusion is showing in figure 4(b), here the accuracy 

is deceased as compared with the accuracy of part (a) and the 

relationship between the accuracy of the model and the 

percentage of malicious servers is approximately linear. It is 

also observed that  when the percentage of malicious serves is 

less than or equal to 30% the accuracy of the model is  

approximately the same for various sizes of  network, and  for 

the collusion-based model the maximum accuracy obtained is 

approximately (90%) when the percentage of malicious 

servers is 90%.  
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Table 2. Selection percentage of trustworthy servers 

 

 

%Malicious 

Servers 

Static WSN without collusion Static WSN with collusion 

100 

nodes 

200 

nodes 

300 

nodes 

400 

nodes 

500 

nodes 

100 

nodes 

200 

nodes 

300 

nodes 

400 

nodes 

500 

nodes 

10 69.9 80.11 82.72 73.45 49.8 9.4 8.49 9.7 9.67 8.87 

20 84.87 89.26 89.5 85.53 68.66 19.52 19.26 18.79 19.3 18.71 

30 89.34 93.36 93.2 90.36 79.43 27.25 29.22 29.4 29.16 28.33 

40 92.82 94.96 95.82 93.79 84.38 37.66 39.03 38.94 38.28 36.72 

50 95.27 96.89 97.38 95.45 88.91 49.1 49.33 47 49.5 46.03 

60 96.36 97.82 97.85 97.11 91.88 57.7 59.07 60.44 57.86 56.52 

70 97.77 98.72 98.83 98.01 94.84 68.5 70.27 68.9 68.6 64.75 

80 98.77 99.24 99.07 99.12 96.78 76.81 78.48 79.88 78.61 74.02 

90 99.6 99.51 99.62 99.43 97.96 86.34 88.72 89.02 88.49 82.67 

 

 

 

 
 

       Figure 4(a).Selection percentage of trustworthy servers from Linguistic Fuzzy Trust Model over static WSN without 

collusion 
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       Figure 4(b). Selection percentage of trustworthy servers from Linguistic Fuzzy Trust Model over static WSN with 

collusion 

 

 

4.2 Average Path Length Leading to 

Trustworthy Servers 

Table 3 listed the results achieved with the LFTM model over 

static network with and without collusion-based. It is 

observed from the results obtained by applying LFTM model 

without collusion effect that the average path length decreases 

when the percentage of fraudulent servers increases regardless 

the size of the network and it is observed when the percentage 

of malicious servers is greater than or equal to 80% the 

average path length is approximately equal to (2.2) which it is 

small value. While from the results obtained from the 

collusion-based model shows the best results for the average 

path length that achieved by LFTM model over static WSN as 

compared to collusion-free model .Here the average path 

length never exceeds (2.8) hops. The results for the average 

path length for different percentage of malicious servers and 

for various size of network are near from each other, it is 

changes in low range. And in general also the average path 

length decreases as the number of good servers available 

decreases and as the size of the network increases. This means 

that most of the trustworthy servers found are very near to the 

client.  

The results that obtained in table 3 are plotted in figure 5.The 

results achieved from the collusion-free model are showing in 

figure 5(a) ,here the average path length is greater than or 

equal to (2.5) when the percentage of malicious servers is less 

than or equal to 50% ,while when the percentage of malicious 

servers is greater than 50% the average path length decreases 

and the change in average path length  that obtained by 

varying  the  network size is very small, it is between (2.4) to 

(2.21) which it is small range. 

 

 

The outcomes in figure 5(b) show the results that achieved 

from LFTM model with collusion. When the percentage of 

malicious servers is greater than or equal to 40% the results 

here is between (2.76) to (2.64) which it is small range, while    

in the case of collusion-free model the average path length is 

between (5.28) to (2.56) .But when the percentage of 

malicious servers is above 40%  then the average path length 

here is between (2.73) to (2.66) while in the case of collusion-

free model the average path length is between (2.52) to (2.22), 

so in the case of collusion-based the results for all numbers of 

malicious servers and  for all values of network size are 

approximately equal and small ,which meant that  servers 

found are very near to the client. It can also mean that in such 

an adverse situation like this one (static WSNs with 

collusion), LFTM is unable to find benevolent servers which 

are too far from the clients. And it makes sense getting these 

values. If the proportion of malicious servers is low, it will be 

probable that some benevolent servers stay near the clients. 

And if that percentage is high, then malicious colluding 

servers will avoid clients’ ants to travel quite far in order to 

find benevolent servers. 
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Table 3. Average path length 
 

 

%Malicious 

Servers 

Static WSN without collusion Static WSN with collusion 

100 

nodes 

200 

nodes 

300 

nodes 

400 

nodes 

500 

nodes 

100 

nodes 

200 

Nodes 

300 

nodes 

400 

nodes 

500 

nodes 

10 5.11 5.28 5.01 4.93 4.43 2.71 2.75 2.76 2.74 2.64 

20 3.84 3.6 3.35 3.47 3.48 2.71 2.75 2.77 2.73 2.64 

30 3.05 2.98 2.87 2.9 2.98 2.71 2.76 2.76 2.73 2.65 

40 2.66 2.63 2.56 2.59 2.7 2.71 2.74 2.76 2.75 2.66 

50 2.45 2.45 2.41 2.44 2.52 2.74 2.75 2.77 2.75 2.66 

60 2.36 2.33 2.31 2.32 2.4 2.74 2.77 2.76 2.75 2.67 

70 2.27 2.25 2.25 2.28 2.31 2.73 2.75 2.77 2.76 2.68 

80 2.22 2.22 2.23 2.24 2.26 2.73 2.77 2.77 2.75 2.69 

90 2.2 2.2 2.21 2.21 2.22 2.78 2.77 2.78 2.76 2.71 

 

 

 
 

Figure 5(a). Path length from Linguistic Fuzzy Trust Model over static WSN without collusion 
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Figure 5(b). Path length form Linguistic Fuzzy Trust Model over static WSN with collusion 

 

 

5. CONCLUSION
Trust and reputation management in distributed environments 

has been recently proposed as a mechanism for tackling 

certain risks not fully covered by traditional network security 

schemes, obtaining reasonably good results. 

This paper presented the effect of security threats that can 

appear if a malicious server colludes with other malicious 

servers. Here the worst case is taken, where malicious sensors 

can praise their malicious neighbors by assigning them the 

maximum level of pheromone. Equally they can slander their 

benevolent neighbors by giving them the minimum value of 

pheromone. In this paper the results that obtained by applying 

the LFTM model over static WSN with collusion are compare 

with the results achieved  by the collusion-free model, and it 

is observed  from the comparison that outcomes for the 

selection percentage of trustworthy servers are worse, as the 

number of good severs decreases while the  results for the 

average path length  are better which meant that good  servers 

found are very near to the client but if the proportion of 

malicious servers is low, it will be probable that some 

benevolent servers stay near the clients, while if that 

percentage is high, then malicious colluding servers will avoid 

clients’ ants to travel quite far in order to find benevolent 

servers. 
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