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ABSTRACT embed an invisible signal into multimedia data so as to attest

When network and storage devices become more popular, the
digital data more easily and more quickly will be
distributed. Can be easily pirated copy and did not limit a
large number of multimedia information (images, audio and
video). Therefore, people are increasingly concerned about the
protection of intellectual property  rights  of
multimedia. Digital watermarking is a useful and the
development of the technology; it is direct information in the
original  additional information embedded in the
technology. Ideally, the digital watermark is added to the data
and the original data should be no visual difference, and the
digital watermark cannot be protected information not in the
case of damage easily be removed or modified. In this paper
we propose a three robust and semi-blind digital video water
marking algorithm. These algorithms are based on hybrid
transforms using the combination of Discrete Cosine
Transform (DCT) and Singular Value Decomposition (SVD),
Discrete Wavelet Transform (DWT) and Singular Value
Decomposition (SVD) and Discrete Cosine Transform (DCT),
Discrete Wavelet Transform (DWT) and Singular Value
Decomposition (SVD).The original video is divided to
number of frames. On one frame we apply a correspond
three hybrid transform algorithms. The process is repeated for
all the reaming frames. The performance of the proposed
algorithms was evaluated with respect to imperceptibility and
robustness. The results show that the proposed algorithms
give a good Peak Signal to Noise Ratio (PSNR), however
their performance varied with respect to robustness.

Keywords

Network, Storage Devices, multimedia, watermarking,
DCT, DWT, SVD, Robustness

1. INTRODUCTION

Due to the rapid and extensive growth of network technology,
digital information can now be distributed much faster and
easier. However, according to the insufficient cognizance of
intellectual property, the condition of illegal copies and spread
of copyright reserved information are growing serious. To
protect the copyright of multimedia information and to
decrease the impulse to copy and spread copy right reserved
multimedia information. There are immense technical
challenges in discouraging unauthorized copying and
distributing of digital information. Fortunately, digital
watermarking technique has been proposed as a method to

the owner identification of the data and discourage the
unauthorized copying and distributing of digital information.
In digital image watermarking the inserted watermark should
not degrade the visual perception  of an original image.
This information of digital data can be extracted later for
ownership verification [1]. Digital watermarking can applied
to a variety of fields like text, image, audio, video and
software. A lot of techniques are available for protecting the
copyrighted material. The first method for hiding
watermarking is by directly changing original cover-media.
The advantages are simple and fast calculated but cannot
protect itself from varied signal processing attacking [2, 3].
The most of watermarking techniques embed the information
data in the coefficients of transformation domain of the cover
image, such as Fourier transformation, discrete cosine
transformation, wavelet transformation and singular value
decomposition. Image watermarking algorithms using
Discrete Cosine Transform (DCT) [4, 5, 6, 12, 13], Discrete
Wavelet Transform (DWT) [7, 8, 9, 10, 11], Singular Value
Decomposition (SVD) [14, 15] are available in the literature.
Domain transformation watermarking schemes, in general,
first use DCT and DWT and then transforms the image into
the spatial domain. Watermarking schemes usually focus on
watermarking black and white or grayscale images. The data
hiding capacity is high in spatial domain and frequency
domain algorithms based on DCT, SVD. However, these
algorithms are hardly robust against various attacks, prone to
tamper and degrade the quality of the watermarked image.
Hybrid domain transforms are also available in the literature
DCT- SvD [16,17,18,19] and DWT-SVD
[20,21,22,23,24,25,26,27,28,29,30]. Now a day’s people are
looking to authenticate their video content [31, 32] also.

In this paper we proposed three semi - blind reference video
watermarking algorithms DCT- SVD, DWT-SVD and DWT-
DCT-SVD. The rest of the paper is organized as follows:
Section 2 describes related work, section 3 contains our
proposed algorithms, while Section 4 provides experimental
results and in section 5 conclusions and in Section 6
references.

Spatial Frequency

Spatial frequency of an image can be used to know the
overall activity level in an image. For an image block [; of

size M * N, the spatial frequency is defined as:

SF = /RF? + CF? (1)

Where RF and CF are the row and column frequencies and are
defined as:



1 M1 N1

RE=Tun, Z“\,Zz[l(m,n)— (mn—-D? (2)
1 N1 M1

CF= I, ;Z;[l(m.n) - m-1,m]* @)

2. RELATED WORK

In this paper [33], the authors proposed two blind video
watermarking algorithms based on Singular Value
Decomposition transform. Initially the host video is divided
into frames and on each frame they applied SVD transform.
They took the binary image as a watermark to be embedded in
host video frames. In the first algorithm they embed the
watermark in diagonal fashion. In the second algorithm bits
are inserted in a block-wise fashion. Here they consider the
imperceptibility, robustness and payload of those algorithms.

In this paper [34], the authors proposed a non-blind video
watermarking algorithm. Here also the total video was
divided into frames and they selected randomly some frames
based on some criteria. They applied Discrete Wavelet
Transform to those selected frames. Now the frame divided
into four sub-bands , like LL, LH, HL and HH. They consider
the high frequency bands LH and HI. A Discrete Cosine
transform has been applied to those high frequency sub-bands
LH and HL. The mid frequency co-efficients of DCT
transform were used to embed the watermark.

In this paper [35], the authors proposed a hybrid digital video
watermarking using Discrete Wavelet transform and Principal
Component Analysis. The video frames were decomposed
into four sub-bands. Then they applied PCA to those wavelet
sub-bands for watermark insertion. They used a binary image
as a watermark to embed into a host video.

In this paper [36], the authors proposed a hybrid non-blind
MPEG video watermark using wavelet transform and tensor
algebra. They used the higher-order tensor singular value
decomposition and DWT. They used the technique scene
change analysis to embed the watermark.

3. PROPOSED ALGORITHM

The watermark embedding and extraction process has shown
in figure 1.

3.1 Algorithm using DCT-SVD
Watermark Embedding Procedure

The objective of this procedure is to embedded the watermark
into the cover or host video without degrading the original
host video.

Step 1: Divide the video scene into framesFi,
i=1,2,3000, n.
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Step 2: Convert every video frame F; from RGB to
¥, C,. color matrix format.

Step 3:  Compute the steps 4 to 11 for the Y matrix in each
frame ofF;.

Step4: The Y matrix is segmented into blocks of size p; x
p, via ZIG_ZAG sequence denoted by F', where | is the
number of blocks.

Step 5: Find out the spatial frequency of all blocks, denoted
by SF¢l.

Step 6: Significant blocks are found out based on their
spatial frequency. Spatial frequencies of each block are stored
in descending order. Then make a threshold on spatial
frequency. Those blocks, which have spatial frequency less
than or equal to threshold, are considered as significant blocks
and are used for making reference image, f..rwhich is a size
of mxn.

Step 7:  Perform DCT on the reference image, which is
denoted by fpcr

Step 8: Perform SVD transform on both fpor and
watermark image, denoted byfy,.

‘fc‘;D = dect * Sfdct * Vcht (4)
Fi¥ = Uny # Sy * Vi )

Step 9: Modify the single values of reference image with
the singular values of watermark as

(Ufref) = 0gsvp + B * OsvD (6)
Where B give’s the watermark strength.
Step 10: Perform inverse SVD,

— * T

fisva = Uface * Stres * Vi ™
Step 11: Perform inverse DCT to construct the modified
reference image, denoted by f;4.: - Again  fiq. IS Segmented
into blocks of size p; x p, and mapped onto their original
positions for constructing the watermarked image, denoted
by Fiy
Step 12: Convert the video frames from YL, C, to RGB
color matrix.
Step 13: Reconstruct frames into final watermarked video
scene F;”

Watermark Extraction Procedure

The objective of the watermark extraction is to obtain the
estimate of the watermark. For watermark extraction, original
reference and watermarked images, left and right singular
vectors must be available at the receiver end.

Step 1: Divide the watermarked video scene into framesF;”,
i=1,2,3 0. n
Step 2: Convert every watermarked video frame F;" from

RGB to ¥ C, C,. color matrix format.

Step 3: Compute the steps 4 to 8 for the Y matrix in each
frame of F;".



Step 4: Using the positions of significant blocks, make the
reference image from the watermarked Y matrix, denoted by

fr*ef
Step 5:  Perform DCT on both £, and original reference
image, frer .
Step 6:  Perform SVD transform on both DCT coefficients.
SVDN* __ * * *T
(fDCT - dect * Sfdct * fdct (8)

Step 7:  Extract the singular values of the watermark.
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o‘vﬁ/’“ = M 9)
B
Step 8:  Obtain the extracted watermark as:

West = Uy, * SEF « Vi (10)

Step 9: Construct the image watermark W by cascading
watermarks from all frames.

Appl
-> I:l - PRy Watermark
DCT-SVD/ :
Frame f (YCbCr) DWT-SVD/ —»| Embedding
Process
DWT-DCT-SVD i
Original video \ 4
Video frames Inverse
—| SVD Transforms
Watermark :I Frame f
(RGR)
Image
<« Extraction -« Apply =
Process DCT-SVD/ <+ |:| <+
Extracted DWT-SVD/ Video frames Watermarked
Watermark DWT-DCT-SVD YCbCr Watermarked Image
Image frames

Fig 1: Generalized watermark Embedding and Extraction process

3.2 Algorithm using DWT-SVD
Watermark Embedding Procedure

Step 1: Divide the video scene into framesF;,

i=1,2,3............ n.
Step 2: Convert every video frame F; from RGB to

¥, C,. color matrix format.
Step 3: Compute the steps 4 to 11 for the Y matrix in each
frameF;.

Step4: The Y matrix is segmented into blocks of size p, x
p, via ZIG_ZAG sequence denoted by F', where | is the
number of blocks.

Step 5: Find out the spatial frequency of all blocks, denoted
by SFl.

Step 6: Significant blocks are found out based on their
spatial frequency. Spatial frequencies of each block are stored
in descending order. Then make a threshold on spatial
frequency. Those blocks, which have spatial frequency less
than or equal to threshold, are considered as significant blocks
and are used for making reference image, f..; which is a size
of mxn.

Step 7:  Perform DWT on the reference image. It divides
the image into four sub bands, LL, LH, HL and HH. Select
the LL band , Which is denoted byf; ;.

Step 8: Perform SVD transform on both f;; and watermark
image.

fLSLVD = Uy * Sy * VLTL 11
MS/VD = Uy * Sy * VMT/ (12)

Step 9:  Modify the single values of reference image with
the singular values of watermark as

(01,0) = Ou+ B*ow (13)

Here B give’s the watermark strength.

Step 10: Perform inverse SVD,
fisvp = Upp * S,jrgf « Vi, (14)

Step 11: Perform inverse DWT to construct the modified
reference image, denoted byfp,, . Again f5,r is segmented
into blocks of size p; x p, and mapped onto their original
positions for constructing the watermarked image.



Step 12: Convert the video frames from YL, L, to RGB

color matrix.
Step 13: Reconstruct frames into final watermarked video
scene F;"

Watermark Extraction Procedure

Step 1: Divide the watermarked video scene into framesF;”,
i=1,2,3............ n.

Step 2: Convert every watermarked video frame F;" from

RGB to ¥, C',. color matrix format.

Step 3: Compute the steps 4 to 8 for the Y matrix in each
frame F;".

Step 4: Using the positions of significant blocks, makethe
reference image from the watermarked Y matrix, f.

Step5: Perform DWT on both f.; and original reference
image, fref.

Step 6:  Perform SVD transform on both f;; and £'{- .

(FP) = U *Sp * Vi (15)
Step 7:  Extract the singular values of the watermark.
o, — O
O.Ve]/xt — LL fLL (16)

Step 8:  Obtain the extracted watermark as:
Wert = Uy, =S¥t « VL 17)

Step 9: Construct the image watermark W by cascading
watermarks from all frames.

3.3 Algorithm using DWT- DCT-SVD

Watermark Embedding Procedure

Step 1:Divide the video scene into framesF:,

i=1,2,3........... n.
Step 2: Convert every video frame F; from RGB to

Y€, C, color matrix format.

Step 3: Compute the steps 4 to 11 for the Y matrix in each
frameF;.

Step 4: The Y matrix is segmented into blocks of size p; x
p, via ZIG_ZAG sequence denoted by F', where | is the
number of blocks.

Step 5: Find out the spatial frequency of all blocks, denoted
by SFel.

Step 6: Significant blocks are found out based on their
spatial frequency. Spatial frequencies of each block are stored
in descending order. Then make a threshold on spatial
frequency. Those blocks, which have spatial frequency less
than or equal to threshold, are considered as significant blocks
and are used for making reference image, f;.. which is a size
of mxn.
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Step 7:  Perform DWT on the reference image. It divides
the image into four sub bands, LL, LH, HL and HH. Select
the LL band, which is denoted byf;; . Perform DCT on the

fiz, which is denoted by f&;.

Step 8: Perform SVD transform on both ¢ and watermark
image,W.

LL,SVD __ T
DCT - dect * Sfdct * Vfdct (18)

W = Uy = Sy * Vi) (19)

Step 9: Modify the single values of reference image with
the singular values of watermark as

(O-fref)* = o-fdct + ﬁ * 0w (20)
Where 3 give’s the watermark strength.
Step 10: Perform inverse SVD,

fi;‘VD = dect * S;dct * Vcht (21)

Step 11: Perform inverse DCT denoted by fipcr - Now
perform DWT onf;p, ¢y, which is denoted by f;;,r and is
segmented into blocks of size p; x p, and mapped onto their
original positions for constructing the watermarked image.

Step 12: Convert the video frames from ¥ L, C,. to RGB

color matrix.
Step 13: Reconstruct frames into final watermarked video
scene F;".

Watermark Extraction Procedure

Step 1: Divide the watermarked video scene into framesF;,
wherei=1,2,3............ n.

Step 2: Convert every watermarked video frame F;” from
RGB to ¥ ', C,. color matrix format.

Step 3: Compute the steps 4 to 8 for the Y matrix in each
frame F;".

Step 4:  Using the positions of significant blocks, make the
reference image from the watermarked Y matrix ,f;’.

Step 5:  Perform DWT and DCT on both f,r and original
reference image, fraf.

Step 6:  Perform SVD transform on both DCT coefficients.

fre = Ufrvgf : Sfrvgf : Vf?é’f (22)

Step 7:  Extract the singular values of the watermark.
O_Me/xt — o-f-rvgf - o-fdct
B
Step 8:  Obtain the extracted watermark as:
Wext = Uy, * S« V] (24)

Step 9: Construct the image watermark W by cascading
watermarks from all frames.

(23)



4. EXPERIMENTAL RESULTS

We evaluated the performance of proposed video
watermarking algorithms with host video clips of size xxx.
The video clip is divided into number of frames. The
watermark used in our experiment was a gray scale image.
Snapshot from the video and the watermark are shown in
Figure 2 (a) and (b) respectively.

4.1 Imperceptibility Performance

Imperceptibility means that the perceived quality of the video
clip should not be distorted by the presence of the watermark
[37]. As a measure of the quality of a watermarked video, the
peak signal to noise ratio (PSNR) is typically used has shown
in equation 26. In our work, the watermark was embedded in
the video according to the algorithms discussed in the section
3. For the algorithm DCT-SVD the embedding depth of
watermark was 0.02. The corresponding average PSNR for
the all frames of the watermarked video was 41.6962db. We
used the watermark depth for DWT-SVD and DWT-DCT-SVD
was 0.035. The corresponding PSNR values were 42,2704db
and 41.1233db respectively.

MISE = j[f(i,j) ~FpL 05)

PSNR db (26)

=20log——
0log paisE
RMS5E |s the Root Mean Square Error and is a comparison

between the host image and watermarked image.

f (ij) and F (i,j) represent host and watermarked images
respectively. Size of the host image is N x N.

4.2 Robustness Performance

Robustness of a watermarking algorithm is a measure of the
immunity or resistance of the watermark against attempts to
remove or degrade it from the video frames by different types
of digital signal processing attacks [38]. The similarity
between the original watermark and the extracted watermark
from the attacked watermarked video frames was measured by
using the correlation factor 2, which is computed using the
following Equation:
N ~
p(W, W) — Zi:l wiw; — (27)
\/291:1 w{ \/Z{\Ll w}

Where N is the number of pixels in watermark, w and # is the
original and extracted watermarks respectively. The
correlation factor 7, may take values between -1 and 1.

We evaluated robustness of the algorithm against the
following video attacks: JPEG compression, video frame
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rotation, noise attacks (Gaussian and salt & pepper), cropping,
resize, histogram equalization, motion blur, average and
median filtering.

Fig 3: Watermark
Image

Fig 4: watermarked video snapshot

Fig 5: Extracted watermarked

4.3 ATTACKS
4.3.1 JPEG compression

The watermarked video frames were compressed with different
quality factors. As shown in figure 6 the correlation values
indicate clearly the high robustness of the proposed algorithms.
DWT-DCT-SVD method has shown high robustness when
compared with other two methods. But at 20 and 54
compression ratios the DWT-SVD was showing good
robustness.
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mDCT-SVD mDWT-SVD mDWT-DCT-SVD

0.95

o
o

0.85

NCC values

o
o0

0.75

0.7
10 20

compression ratios

43 54 80

Fig 6: compression attack

4.3.2 Video Frame Rotation

The watermarked video frames were rotated with different
angles. As shown in figure 7. The correlation values indicate

robustness of the algorithms against the video frames rotation.
The DCT-SVD algorithm has shown good robustness against
other two algorithms.

EDCT-SVD ®DWT-SVD ® DWT-DCT-SVD

NCC values

rotation degree values

Fig 7: Rotation attack

4.3.3 Additive Gaussian and Salt & Pepper

Two kinds of common attacks were Additive Gaussian, Salt &
pepper noise. Each  noise  was tested separately with
varying intensities to the watermarked video frames. As
shown in Figure8 and figure 9respectively. These results

generally indicate robustness of the proposed algorithms
against addition of Gaussian and Salt and Pepper noise. The
DWT - SVD algorithm has shown high robustness against
other two algorithms. But at 75% of Salt & Pepper noise the
DCT-SVD has shown good robustness.
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NCCvalues

EDCT-SVD = DWT-SVD mDWT-DCT-SVD
0.8
0.7
0.6
(7]
$ 05
©
>
S 04
2
0.3
0.2
0.1
10% 33% 61% 75% 82%
Salt&pepper noise value
Fig 8: Salt & Pepper attack
mDCT-SVD = DWT-SVD mDWT-DCT-SVD
0.8
0.7

10%

33% 61% 75% 82%

Additive Gaussian Noise values

4.3.4 Average filtering and Median

Fig 9: Additive Gaussian Noise attack

mask values. This has sown in figure 10 and figure 11
respectively. We got good robustness values for these masks.

filtering o R

) ) o For average filtering and median filtering DWT-DCT-SVD
Other important attacks on video were average filtering and algorithm has good robustness values against other two
median filtering. We tried to mask the video by different algorithms.
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EDCT-SVD = DWT-SVD m DWT-DCT-SVD
0.7
0.6
0.5
0.4
wv
3 0.3 -
S 02
9
= 0.1 -
0 —
-0.1 O Q o ~
(S ) Q «— O o i
© Qo S o o J =)
-0.2 —2 o— —e—
-0.3
3x3 5x5 7 x7 9 x9 11x11
average filter values
Fig 10: Average filtering attack
B DCT-SVD = DWT-SVD m DWT-DCT-SVD
0.9
0.8
0.7
0.6
"
Q
=2 0.5
©
>
g 04
2
0.3
0.2
0.1
0
3x3 5x5 7x7 9x9 11x11
Median Filter values
Fig 11: Median Filter attack
4.3.5 Cropping and resizing resizing. The resizing was performed from 512-> 128-> 512.
. . The DWT-DCT-SVD algorithm showed high robustness
Another |mportantoattack was CrOPR'”g- Here we cropped the against other two algorithms. The robustness values of
video such that 25% area was reaming. It showed that DWT- cropping and resizing were shown in figure 12 (a) and figure

DCT-SVD algorithm was good robustness against other two

. o : 12 (b) respectively.
algorithms. The other prime image processing attack was
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B DCT-SVD DWT-SVD mDWT-DCT-SVD
0.9
0.85 _ -
0.8 -
"
Q
2 -
8 0.75 -
Q
Q
2
0.7 -
3
0.65 - [N
o
0.6 -
Cropping (25% area remaining)

m DCT-SVD DWT-SVD m DWT-DCT-SVD

0.75
0.7
0.65

o
(o)}
|

0.55 -~

NCC values
o
(2]

0.45 -

0.6293

0.35 -

Resizing (512 -> 128 -> 512)

(@) Cropping

(b) Resizing

Fig 12: Cropping and resizing attacks

4.3.6 Histogram equalization and Motion
blur

Histogram equalization and motion blur attacks were shown
in figure 13. It showed that the proposed algorithms had high

robustness against these attacks. For both the attacks the
DWT-DCT-SVD algorithm provided good robustness than
other two algorithms.

m DCT-SVD DWT-SVD m DWT-DCT-SVD

0.99

0.98

0.97

0.96 -

0.95 -
0.94 -
0.93 -

NCC values

0.92 -

0.9457

0.91 -

0.9 -
Histogram equalization

m DCT-SVD DWT-SVD m DWT-DCT-SVD

0.12

0.1

0.08

0.06

NCC values

0.04

0.02

0

Motion blur

-0.02

Fig 12: Histogram Equalization and Motion Blur attacks

5. CONCLUSION

In this paper we proposed three semi-blind reference
watermarking algorithms. Those algorithms were DCT-SVD,
DWT-SVD and DWT-DCT-SVD. The watermark was
visually meaningful gray scale image. In these proposed
algorithms DWT-SVD has good imperceptibility. ~When
considered the robustness of these algorithms the DWT-DCT-
SVD algorithm was good. Except one attack, ie Salt &

Pepper noise, the algorithms DWT-SVD and DWT-DCT-
SVD were superior to the DCT-SVD algorithm. Out of these
algorithms, the hybrid algorithm DWT-DCT-SVD has
optimum good imperceptibility and robustness at various
attacks. When we consider the payload of these algorithms
the DCT-SVD has high payload or high capacity of
watermark embedding.
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