
International Journal of Computer Applications (0975 – 8887)  

Volume 51– No.5, August 2012 

55 

Survey on Multimodal Biometric Authentication 
Combining Fingerprint and Finger vein 

 
T.Sheeba, 

Muscat College, 
P.O.Box:2910, P.C:112, 
Ruwi, Sultanate of Oman 

 

M.Justin Bernard, 
W.J. Towell Engineering, 
P.O.BOX:1040, P.C:112, 
Ruwi, Sultanate of Oman 

 
 
ABSTRACT 
Multimodal biometric systems have been widely used to 

overcome the limitations of unimodal biometric systems and 

to achieve high recognition accuracy. Among various 

multimodality options, fingerprint and finger vein has gained 

much attention among researchers to combine accuracy, 

universality and cost efficiency of the solution. This study 

proposes a survey of multimodal fingerprint and finger vein 

recognition techniques. Most of the existing work is 

systematically described and compared in five parts, i.e., 

fingerprint and finger vein image acquisition, preprocessing, 

feature extraction, feature matching and fusion. According to 

the available work in literatures and commercial utilization 

experiences, fingerprint and finger vein multimodality ensures 

higher performance and spoofing resistance. This multimodal 

technology has reached an unparalleled level of security, 

accuracy and performance. 
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1. INTRODUCTION 
Biometric authentication is the automated method of 

recognizing a person using a single biometric trait using 

physiological characteristics such as iris, face, fingerprints, 

hand geometry, handwriting, retinal, vein, and speech and/or 

behavioral characteristics such as voice, signature or other 

keystroke dynamics etc. However, recognition based on any 

one of these modalities may not be sufficiently robust or else 

may not be acceptable to a particular user group or in a 

particular situation or instance. 

Unimodal systems that use single biometric trait for 

recognition purposes suffer several practical problems like 

non-universality, noisy sensor data, intra-class variation, 

restricted degree of freedom, unacceptable error rate, failure- 

to-enroll and spoof attacks. Therefore, the performance of 

single biometric system need to be improved, and the 

techniques of multimodal biometric system can offer a 

feasible method to solve the problems coming from single 

biometric system. 

Multimodal biometric system makes use of different 

biometric traits simultaneously to authenticate a person’s 

identity. A comparison of popular biometrics is shown in 

Table 1. From the table, it is clear that combination of 

fingerprint and finger vein biometric traits is both an attractive 

alternative in comparison to other biometrics [1]. This paper 

investigates on the multimodal biometric authentication 

methods used for the fusion of two biometric traits fingerprint 

and finger vein.   

Table 1. Comparison of parameters for different biometric 

technologies 
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Fusion of fingerprint and finger vein multimodality provides 

the following advantages [2] like: The two biometrics are 

mature and independent enabling an efficient fusion, increase 

spoof resistance as two biometrics need to be reproduced 

including one which is not directly accessible, simultaneous 

acquisition of two sets of biometric data can be captured and 
processed at the same time using a single device, improves 

both FAR and FRR compared to mono-modal technologies 

used separately. 

The structure of this paper is as follows. In section 2, we 

explain the proposed fingerprint and finger vein verification 

system. Section 3 presents the methods used in fingerprint and 

finger vein systems and Section 4 concludes the paper .  
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2. FINGERPRINT AND FINGER VEIN 

VERIFICATION SYSTEM 
The design of a multimodal biometric verification system 

consists of two stages: (1) Enrollment Phase and (2) 

Verification Phase. During the enrollment phase, biometric 

information from an individual is captured and stored. During 

verification phase, comparison between captured biometric 

and specific template stored in a biometric database is 

performed to verify the person’s identity. Each phase has five 

steps: (i) Image Acquisition, (ii) Preprocessing, (iii) Feature 

Extraction, (iv) Classification or matching and v) Fusion.  

Each step is described in detail for both biometric traits 

fingerprint and finger vein in the following sections.  

 

3. METHODS 

3.1 Image Acquisition 

3.1.1 Fingerprint 
Two primary methods are available to capture a fingerprint 

image: inked (off line) and live scan (ink less) [3]. Typically 

an inked fingerprint image is obtained by acquiring an 

impression of an inked finger on a paper, and then the inked 

finger is scanned using a flatbed document scanner. On the 

other hand live scan fingerprint directly obtains fingerprint 

image from the sensor surface without the intermediate step of 

getting an impression on a paper. Various types of sensors [4] 

– capacitive, optical, ultrasound and thermal are used for 

obtaining the digital image of a fingerprint. Capacitive sensor 

determines each pixel value based on the capacitance 

measured. Optical sensors capture fingerprint images by 

employing optical devices like prisms to detect the change. 

Ultrasound sensors use ultrasonic waves and those waves may 

cause damage to cells on frequent exposure as they are not 

user-friendly. In thermal sensor pattern is produced using 

swiping action over the surface to measure the temperature 

difference. 

Live scan fingerprint image is obtained based on the most 

popular technology [3] optical frustrated total internal 

reflection (FTIR) concept. There are various other live scan 

imaging  techniques are now available, based on ultrasound 

total internal reflection, optical total internal reflection of edge 

lit holograms, thermal sensing of the temperature differential 

(across the ridges and valleys), sensing of differential 

capacitance, and noncontact three dimensional scanning. 

3.1.2 Finger vein 
Different from fingerprint, vein pattern cannot be captured by 

ordinary CCD camera as it is not easily seen in visible light. 

Instead, finger vein is captured by two ways in most existing 

vein recognition methods [5], a near infrared CCD sensitive 

camera, or an array of near infrared Light-Emitting Diode 

(LED). The used near infrared wavelength can be about 760 - 

850 nm.  

3.1.3 Fingerprint and Finger vein 
Efficiency of multimodality is improved when two sets of 

biometric data are captured and processed at the same time, 

using a single device.  Morpho [2] has launched a new range 

of devices that simultaneously captures, extracts and 

processes finger vein and fingerprint biometrics. This new 

multimodal technology has now reached unparalleled levels 

of security, accuracy and performance. 

A new mobile multimodal biometric system [6] to obtain 

fingerprint and finger vein images simultaneously is proposed. 

It uses a conventional ultra mobile personal computer 

(UMPC) as an embedded system for enough processing power 

and storage for many biometric data.  

Finger vein verification machine made by HITACHI is used 

in [4] and this device is made multimodal by fixing a small 

capacitive sensor over its device thereby making both 

fingerprint and finger vein device operate in at same time to 

capture their respective images.   

[7] proposed a device which acquires fingerprint and a finger-

vein image at the same time from the first and second 

knuckles of finger, respectively. The device’s size is so small 

that can be adopted it on a mobile device, easily. 

3.2 Pre-Processing  

3.2.1 Fingerprint 
Once the input fingerprint images is captured, it is necessary 

to preprocess the images inorder to improve the clarity of 

ridge structures of fingerprint images by maintaining their 

integrity, remove the noise and blurring effect and retain the 

connectivity of the ridges while maintaining separation 

between ridges.  

The fingerprint images go through preprocessing stage in 

which operations like Normalization [8][9], Binarization 

[10][11][12], Segmentation methods like block direction 

estimation[10],direction variety check [10], morphological 

operations ‘OPEN’ and ‘CLOSE’[10] [12], skin colour 

detection, adaptive thresholding, morphological 

processing[9], pixel-wise method and block-wise method like 

contextual filtering based on short-time fourier transform 

(STFT) , discrete cosine transform (DCT) and K-means [13] 

etc. 

Enhancement methods like appropriately tuned Gabor filter 

[8], STFT analysis [9],histogram Equalization and Fourier 

Transform [10], fuzzy set[11], spatial domain method, 

histogram equalization, and contrast limited adaptive 

histogram equalization [12], Gabor filters [13] for smoothing 

out noise, discrete wavelet transform (DWT), singular value 

decomposition (SVD) and fuzzy measures [14] etc. 

Image Thinning [10] [11], Image Compression and Image 

Restoration etc.     

3.2.2 Finger vein 
After the raw image captured, it is required to be preprocessed 

before feature extraction. In the preprocessing of finger vein 

image [5], the samples are usually first sent for image 

enhancement. Next, all the samples are cut into moderate 

dimension images of the same size, usually called region of 

interest (ROI). Next, these biometric samples are reduced to 

mathematical templates and only these enrolled temples are 

stored in system database. Obviously, a template size should 

be applicable (e.g., 256 or 512 bytes) in order to alleviate the 

burden of limited storage space.  

Finger vein undergone preprocessing operations like 

normalization [15], two-dimensional normalization [16] using 

the outline of the finger, high frequency enhanced filtering 

[17] to enhance filtering image, In [18] circular gabor filter to 

enhance finger-vein region, then image segmentation for 

finger-vein network extraction, then thinning to obtain the 

finger-vein skeleton, [19] performs normalization, orientation 

image estimation, gabor filtering, image segmentation and 

image thinning.  Segmentation of the finger region, histogram 

stretching and brightness normalization are performed in [20]. 
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3.3 Feature Extraction  
Feature extraction involves representing the image by a set of 

numerical features to remove redundancy from the data and 

reduce its dimension. 

3.3.1 Fingerprint 
Feature extractions on fingerprint recognition are mainly 

based on four methods: minutiae based methods, wavelet 

based approach, statistical approaches and fractal approach 

methods.  

Minutiae based methods: The minutia points are classified 

into four classes namely termination, bifurcation, trifurcation, 

crossovers etc. Various methods based on the minutiae based 

representation were proposed in [12] which uses 

morphological operation to extract minutiae, [10] uses 

thinning and crossing number to extract minutiae, [11] uses 

crossing number method to extract minutia points, an 

extraction algorithm [21] which examines the neighborhood 

pixels around each pixel of the thinned ridges is used to 

extract the minutiae, gabor filter [9] [22] is used for feature 

extraction, a midpoint ridge contour [8] is used as an efficient 

alternative of minutiae extraction for fingerprint images 

without using thinning operation, algorithm based on Tico and 

Kuosmanen method and crossing number methods used in 

[11] to extract minutia points. The main disadvantages [3] in 

minutia based methods are: it needs more computational 

complexity due to the preprocessing operations on fingerprint 

images like image enhancement, directional filtering, ridge 

segmentation, ridge thinning and minutiae extraction. 

Moreover the fingerprint images with low quality (low 

resolution or low illumination) cannot provide them for 

reliable minutiae extraction.  

Optical wavelet approach Haa’s wavelet [24] used as a feature 

extractor has achieved limited ability to track the position, 

shift, rotation, scale and intensity invariance. Besides, the 

clusters obtained from the wavelet features have more overlap 

region thus reducing the ability to separate out the clusters 

during the matching stage of the recognition process. 

Statistical approach uses fingerprint localization algorithm 

followed by Pseudo Zernike Moments Invariant (PSMI) [23] 

for feature extraction. It includes two more parameters like 

fingerprint candidate threshold (FPCT) and axis correction 

ratio (ACR) for efficient and robust feature extraction which 

classify all fingerprints in the database with a 100% accuracy.  

Hybrid approach [25] combines both PZM and wavelets 

extracts most significant features from the fingerprint images 

and achieve better verification rate.  

Fractal approach [3] achieves high recognition rates as well as 

low computational complexity and independence from 

variation of scale and rotation and has facilities in obtaining 

different depth information for the same image. It has 

achieved an efficient solution for a small fingerprint 

recognition system.  

3.3.2 Finger vein 
Nowadays, many works have been done for finger-vein based 

personal identification, and extracting features related to the 

finger-vein network is a common way in these works. 

Conventional methods such as the matched filter and 

morphological [28] methods can extract patterns if the widths 

of veins are constant.  

Feature extractions on finger vein recognition are mainly 

based on approaches like local vein shape approach, wavelet 

and curvelet based approach and holistic vein approach. 

Local vein shape [16] uses line tracking that starts from 

various positions and achieves equal error rate of 0.145% in 

personal identification. [26] extracts global finger vein 

patterns by iteratively tracking local lines from various 

positions to robustly extract finger vein patterns from unclear 

images. In [27] matched-filter method similar to a ridgelet 

function is used to extract the feature mode of finger-vein. 

[28] extract the centerlines of the veins consistently without 

being affected by the fluctuations in vein width and 

brightness, so its pattern matching is highly accurate. 

[29] proposed wavelet combined with principal component 

analysis (PCA) transformation and LDA transformation for 

finger vein recognition. Wavelet transform [15] is adopted to 

extract the veins from the captured images.  

However, these current methods [18] are always sensitive to 

finger-vein image qualities, since the noises caused by 

processing low contrast finger-vein images can greatly reduce 

their stability and reliability in real applications. In addition 

the recognition accuracy can also be reduced. This method 

also requires considerable processing time for finger vein 

extraction.  

[17] explains process of finger vein feature extraction process 

which achieves 99% accuracy. [30] proposed a multiscale 

feature extraction method of finger-vein patterns based on 

curvelets and local interconnection structure neural networks 

to extract features of finger-vein pattern and proved to extract 

features efficiently from obscure images.  

A novel method [18] used to exploit finger-vein features of 

local moments, topological structure and statistics of finger 

veins were extracted. In [19] minutiae features, bifurcation 

points and ending points are extracted from the vein patterns 

which is used as a geometric representation of the vein 

patterns shape.  An enhanced method [31] for extracting 

finger vein feature based on morphology which combines 

morphological peak and valley detection is proposed. [32] 

introduced a new method of finger vein extraction using 

gradient normalization, curvature calculation, and 

binarization.  

Finger vein extraction that uses holistic vein texture does not 

perform finger vein extraction so they need less processing 

time. In [33] local binary pattern (LBP) is extracted from the 

normalized image. [34] proposed a method of reducing the 

positional disparities of the vein images with the minutiae of 

vein matching based on LBP. [20] proposed a new 

identification method of finger vascular patterns using 

weighted LBP codes based on a support vector machine 

(SVM). 

3.4 Classification and Matching  

3.4.1 Fingerprint 
Classification is the most important stage of the system. 

Various methods [13] have been proposed for classification: 

rule-based, syntactic-based, structure-based, statistical-based, 

neural-network based and multi-classifier approach.   

Some of the widely used classifiers are two stage classifier K-

Nearest Neighbour followed by Support Vector Machines 

[13], Fuzzy Logic measures [13], f u z z y  

e v o l u t i o n a r y  p r o g r a m m i n g  
[ 1 3 ] ,  Principal component analysis [35], Neural 

networks [8] [11] [12] [21] [23] [24], Neural network and 

genetic algorithm [36] etc. [37] analyzed existing classifiers 

and concluded that the usage of neural network as classifier 

will provide better security than other techniques. 
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The fingerprint feature matching algorithms are usually quite 

similar for both fingerprint verification and identification. 

Fingerprint matching approach is categorized into four, 

correlation-based matching, minutiae-based matching, pattern 

matching or ridge feature based technique, and image based 

matching [10].  

There are various algorithms used for fingerprint matching. 

Some of these algorithms are point based matching, string 

distance-based minutiae matching algorithm, hough 

transform-based minutiae matching, constraint satisfaction 

based technique [38], alignment based greedy matching 

algorithm and support vector classifier [39], minutia score 

matching method [40] etc. 

General distance measures or classifiers used for the 

comparison purpose in verifying the identity of the individual 

through feature matching [13] are absolute distance, 

manhattan distance, hamming distance, euclidean distance, 

cosine angle and fuzzy closeness of membership function [3] 

etc .  

3.4.2 Finger vein 
There are several popular used approaches of similarity 

measurement used for finger vein matching. Some of the 

methods adopted for finger vein matching are template 

matching [16] [28], nearest cosine classifier [18], modified 

hausdorff distance [19] [20], hausdorff distance [15] and 

weighted match score [30] etc.  

3.5 Fusion  
Fusion of multimodal biometrics comes under four levels 

[41]: Sensor level, feature level, decision level and matching 

score level. In sensor level fusion, biometric traits taken from 

sensors are combined and processed to form a composite 

biometric trait. In feature level fusion, biometric traits coming 

from different biometric channels are first preprocessed, and 

then feature vectors are extracted separately using specific 

fusion algorithm and these feature vectors are combined to 

form a composite feature vector which is then used for 

classification process. In decision level fusion, each modality 

is first pre-classified independently. The outputs of the 

different modalities are then fused together in the final 

classification. In matching score level fusion, the feature 

vectors are processed separately and individual matching 

score is found, then depending on the accuracy of each 

biometric channel the matching level is fused to find 

composite matching score which will be used for 

classification. 

An image level fusion [4] is applied to both finger print and 

finger veins using intersection points considered as 

identification factor. This multimodal system proved better 

security and lower error rates in finger recognition. 

A feature level fusion of fingerprints and finger vein 

biometrics is proposed in [42]. Fingerprints and finger vein 

are first preprocessed separately, then minutiae’s are 

extracted, and then feature level fusion is done by 

concatenating the feature points obtained from fingerprint and 

finger vein. Finally, weight matching algorithm is proposed to 

match the feature points with the query images.  

Decision level fusion is proposed in [7] to touched fingerprint 

and finger-vein. Second-level decision fusion algorithm [43] 

based on fingerprint and finger vein dual-mode recognition is 

performed which proved improvement in the recognition 

performance of the system. 

Score level fusion [44] of fingerprint finger vein recognition 

is proposed and experimental results demonstrate dramatically 

improvement in performance. 

4. CONCLUSION  
This study presents a survey of multimodal fingerprint and 

finger vein recognition techniques for biometric 

authentication and identification. It presents the general 

framework, key techniques, available methods available for 

the multimodal fingerprint and finger vein technology.  

According to the available work in literatures and commercial 

utilization experiences, fingerprint and finger vein 

multimodality ensures higher performance, spoofing 

resistance, unparalleled level of security and accuracy. 
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