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ABSTRACT 

The first and primary law of network access control is to limit 

the access of network resources among the various types of 

users. NAC basically decides whom to let go onto the 

network. It decides the validity of user based on their identity 

and role. But its work does not stop on user authorization. 

What happens when user gets access to the network 

resources? This will be described in this paper. In this paper 

we present a way to secure the network resources using 

identity-based, role-based and behaviour-based network 

access control techniques.  Resources will be divided into 5 

categories and according to the role of user; access to these 

resources will be defined. These permissions can be changed 

on the bases of behaviour of the user. This will make NAC 

dynamic. And for dynamic user management, clusters of user 

will be formed based on their behaviour. To secure the 

network location-based security will be used.    

General Terms 

Network access control, Identity-Based and Role-Based NAC, 

Behavior-Based NAC. 

Keywords 
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1. INTRODUCTION 
As the number of users on the network increases, so is the 

need to secure the network resources. Though network 

resources are for the use of people but sometimes people 

themselves can misuse resources. To prevent it from 

happening, one of the ways is Network Access Control. NAC 

is a technique through which network operator manage the 

various kind of users. For this purpose, Identity-based 

authentication mechanism is used to check whether user 

asking for permission to get onto the network is authenticated 

or not[9]. But the problem arises when all the users have equal 

rights to access everything on the network. To solve this 

problem we will use Role-Based mechanism on the server 

side, where according to the specified role of user, 

permissions will be granted[9]. But then it comes to, what 

type of resources can specific user access-top secret, secret, 

confidential, restricted and unrestricted information. So 

network administrator will use the concept of limited 

privileges.  

So, first user will be authenticated, and then according to the 

user‟s role permission to specific type of resources will be 

granted. 

But it‟s all done by network operator/admin, means it‟s all 

static in nature. To make it dynamic behaviour-based 

mechanism and clustering of users will be done. Anytime any 

change in behaviour of user will be found, his permissions 

will be changed. User‟s action and activities will be observed 

and according to it he will be put into a cluster/group 

automatically. And, then network admin can assign privileges 

to that group according to the behaviour of users.  

To make user and network more secure location-based 

mechanism will be used. It will inform the user about hack of 

its identity based on the location from where he presently 

accessing the network. 

The organization of the rest of the paper is as follows. Section 

2 is about various techniques used to control network access; 

it Include Identity-Based, Role-Based and Location-Based 

Access Control. Section 3 is about unified Architecture of 

NAC. Section 4 consists of Conclusion of this paper. Section 

5 is dedicated to Acknowledgement.  

2. DESCRIPTION OF NETWORK 

ACCESS CONTROL MECHANISM 

2.1   Identity-Based and Role-Based NAC 

First, when user asks for permission to access the network, he 

needs to prove himself as authenticated user. This is done 

with help of identity-based authentication mechanism. This is 

done by entering the credentials such as ID and password, by 

user.  Then on server side these credentials are matched with 

already stored there. If they matched the access to the network 

is granted otherwise denied. Identity-based is described in 

Figure1. 

Fig 1: Identity-Based Authentication Mechanism 



International Journal of Computer Applications (0975 – 8887) 

Volume 46– No.21, May 2012 

28 

 Once user gets onto the network, he has right to access 

resources on the network. But not all the stuff on the network 

is for each and every user. For this purpose concept of Role-

Based mechanism is used. Here when users ask for the 

permission and provide his identity with it, at server side 

database, his role will also be defined. And according to the 

Role defined, permissions to access the resources will be 

defined as well. These permissions are Read, Write, Delete 

and Modify[6]. 

 For example when a higher level person of management, say 

CEO (role), of company wants to access the network, first 

user has to enter unique ID and password, from this server 

will know who the user is and what will be the permissions. 

And according to the role (CEO), user will have access to 

almost all the resources on the network of the company and he 

can also Read(R), Write(W), Delete(D), and Modify(M) files 

on the network. 

But when a lower level person of management, say regular 

worker, tries to enter the network, his permissions will be 

different from the CEO of the company; based on the role, of 

course. He may only have read and write information but not 

to modify and delete. So the problem of Confidentiality and 

Authorization and Authentication is solved. This process this 

described in Figure 2. According to figure 2, manager can 

read and write a file on the network and also can edit it but 

cannot delete it. On other hand regular production worker can 

only read the files on the network.  

 

Fig 2: Role-Based Mechanism and Permissions granted to 

User. 

Note: Role-Based Access Control is many to many relations. 

It means a role can be given to a user and a user can have 

many roles. Like manager role can be assigned to all the 

managers in the company and a manager can have two roles 

like manager and a rag worker 

2.2   Resource Management 

But one problem is still there, i.e. how much and what type of 

resources will be seen by whom (acc to role). It means, acc to 

figure 2, can manager access all the resources on the network 

and can read, write and modify them. The answer is no. So 

here is one technique that can be used to eliminate the 

problem. Network admin can divide the resources into 5 

categories i.e. Top Secret (TS), Secret (S), Confidential(C), 

Restricted(R) And Unrestricted(UR)[9].  

Therefore, add one more table to the database, which will tell 

about the category the specific resource on the network, and 

who can access them with permissions defined as well. This is 

described in figure3.  

 

Fig 3: Resource Management by dividing resources into 5 

categories 

2.3 Behaviour-Based Network Access   

control 

Above all processes need network admin, he has to done 

things manually. But Behaviour-Based NAC can lighten up 

the burden on the network admin by making things dynamic. 

As the name suggest, here   permission to access the resources 

will be based on the behaviour of the user[3]. That does not 

mean that from the very beginning, when user enters for the 

first time on the network, permissions will be automatic. No, 

first, of course, network admin will assign the permissions. 

But what happens after the access granted to the user is very 

vital. What type of information user is accessing is user still 

working acc to the rules and policies defined or not etc. For 

this purpose we need to observe the behaviour of the user[3].  

If the user is not working acc to the policies user‟s permission 

will dynamically be changed. Example, say when CEO of the 

company was modifying the Mehta group company file, at the 

same time manager also tries to modify. Now this is very 

critical state. There will be a conflict, what to store and by 

whom to store.  At this very state, permissions of manager 

will be changed to read (R) only, it means now manager can 

only read it. But CEO will not be disturbed as he was the first 

user to access the file. Once CEO has done the modifications 

and saved it. Then again permissions will be changed to 

previous once. Now manager can read and modify the file. 

This is situation is described in figure 4. 

 

Fig 4: Behaviour-Based Access Control 

Behaviour-Based Access Control is done to maintain the 

consistency in the database and to fulfil the quality of service 

rule. Let‟s say so many person are trying to access same 
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resource on the network at same time, it will affect the 

performance of the network. If many of them tries to modify 

it, QoS rule not be fulfilled as everyone will not be able to get 

updated version of the document[5]. First modification of the 

file must be done and then it must be avail to other to read.  

2.4   Formation of Clusters 

The basic law of clustering is to group up the objects with 

similar nature. And groups are formed so that network admin 

do not have to grant permission one by one to all the users. 

Rather he will give same permission to a group once and that 

permission will automatically will be applied to all the users 

in it.  

Here users will be grouped according to their behaviour and 

role. Many groups can have any number of users and a user 

can be in many numbers of groups. This will be done 

dynamically. First there will be matching of the behaviour and 

role of the user with the existing user‟s behaviour and role; if 

they match new user will get the entry otherwise denied. Like 

one of the group is for managers only and other is for 

employees. Now a manager will be in both the groups as he is 

a manager and also an employee. But a regular worker will 

only be in employee group. Clustering formation is described 

in figure 5 

 

Fig 5:  First group is formed for the managers of the 

company and other is for the employee in the company. 

Now if there one of the resources that are only for the 

managers for the company then it will only be shared once i.e. 

to group and every one will have it. And also granting 

permission will be easy. This all is done dynamically, if the 

behaviour profile means attributes of user are matched with 

the given attributes of group then user‟s ID added to the 

group. Like here one of the attribute is „manager‟ any user 

having manager attribute will be welcomed in manager_ 

group.   

2.5   Network Access Control for New Users 

This also one of the dynamic ways to assign the permissions 

to users. When an unknown user who does not have profile on 

network tries to access the network then what to do? For new 

user everything will be different he will not have access to all 

the resources on the network. Now network admin will create 

a group only for new users. All the new users will be put their 

and they all will have limited access to the network. They 

cannot modify files on the network and they even will not be 

allowed to see many of the files, for the sake of 

confidentiality.  

 

2.6   Location-Based Access Controls 

Now this is the new concept of access control. As the name 

suggest access to network will be based on the location of the 

user. Basically it is used for the security purposes. Access to 

the user will be given if the location of the user will be as 

specified in the server side database. For this, there is  need of 

Global Positioning System (GPS) to find out the current 

location of the user[1].   

Suppose 30 mins ago user has login on the network using 

correct credentials. And GPS has stored that user was in 

Jammu and Kashmir. And now again user is trying to get 

login on the network; user had entered the correct credentials 

but GPS find out that user is in the Punjab.  

This swift change in the location of person will be informed to 

user by sending him message to user‟s mobile phone i.e. 

stored in the database. This is done to ensure about the 

identity theft problem. If current user is impersonating the real 

user then real user will have to change the credentials.  

Now if at the same time two users are trying to access to the 

network using same credentials then they will be denied to 

access the network for some time. 

3. UNIFIED ARCHITECTURE OF 

NETWORK ACCESS CONTROL  

To sum up all the above mechanism of network access a 

unified NAC system can be designed. Network access control 

does not only mean to deny or allow user to the network but 

much more. It is the most important step towards security of 

the network resources as well as security of the user.  

This design of NAC is dynamic in nature, more secure, and 

provide easy user management and resources management 

[2].  

 

Fig 6: Unified Architechure Of Secure Network 

Steps to Network Access Control 

1. User tries to access the network by entering the 

correct id and password.  

2. If they are correct; access to the network is given. 
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3. And also location of the user will be recorded with 

help of GPS system. 

4. If location is correct and matched with the previous 

one access will be given. 

5. And with this observation of user‟s actions starts 

6. If user is acting normal, not breaking any pre 

defines policies then its ok. Otherwise based on 

behaviour of user permissions will be changed.  

7. Again on basis of behaviour and role of user groups 

will be formed and according permissions will be 

granted.  

4. CONCLUSION  
In this paper we have presented a unified architecture of 

Network Access Control; that improves network access 

control and provide dynamic update of permission based on 

behavior of user. It uses location-based technique to provide 

user security. Further we will be working on finding out is 

user fit to access the network before user enters the network. 

To basically make only secure user to enter the network. If 

user meets pre-requested policies by network then only user 

will be granted the access to network.  
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