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ABSTRACT 
With the wide applications of wireless communication in the air 
inter-face, needs secure connections, efficient decryption and 
strong authentication mechanisms. In general,authentication 
procedure adds extra messages to the original message flow and 
results in throughput reduction/ increase in processing time. 
Reducing the processing time spent on authentication procedure 
is very important for a smooth and seamless hand over. 
However there is a cost ,while deploying security on a network 
in terms of processing time. Extensible Authentication Protocol 
–Transport Layer Security (EAP-TLS) is a robust authentication 
mechanism used in beyond 3G (B3G) environments and it is 
seconded by Public Key Infrastructure (PKI).EAP-TLS 
authentication protocol supports a large number of cipher suites. 
By using Advanced Encryption Algorithm (AES) and Diffie 
Hellman -RSA key exchanges, a secure communication were 
established in B3G networks. This paper formally analyzes 
EAP-TLS message flow with cryptography algorithms and also 
numerical results are evaluated with the signaling cost.  In 
addition to that PKI based solution has been discussed against 
Extensible Authentication Protocol –Authentication key 
Algorithm (EAP-AKA) procedures. The proof result shows that 
the authentication process of EAP-TLS can guarantee the 
security of wireless communication 
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1. INTRODUCTION 
The design of wireless networks requires strong security 
authentication mechanisms. Beyond 3G (B3G) mobile networks 
are capable of providing ubiquitous data services and constitute 
variety of heterogeneous networks. This would enable the 3G 
service provider [14] to collect records from WLAN service 
provider and generate a unified billing statement for 
interworking. In the interworking of 3G-WLAN securities, the 
3G systems provide the necessary network and management 
infrastructure for security, roaming, and charging requirements.  

3rd Generation Partnership Project (3GPP) recommends 
invoking EAP-AKA protocol to authenticate a user Equipment 
(UE) in the Universal Mobile Telecommunications System - 
Wireless Local Area Network (UMTS-WLAN) interworking 
architecture[22] [12]. EAP-AKA [1] relies on pre-shared secrets 
held by the UE and Home subscriber server (HSS) and does not 
require public key cryptography or digital certificate 
management. In UMTS system the AKA procedure[19]  
involves transfer of authentication vectors (AVs) from the home 
environment (HE) to the serving network (SN) and the SGSN 

executes the one-pass challenge-response procedure to achieve 
mutual entity authentication between the universal subscriber 
identity module (USIM) and the network. The use of compatible 
AAA services on the two networks would allow the 802.11 
gateway to dynamically obtain user service policy from their 
Home AAA servers. Mobile- IP services would need to be 
retrofitted to the Gateway GPRS Support Node (GGSNs) to 
enable seamless mobility between 802.11 and UMTS.  

There are still some drawbacks[2] which affect the EAP-AKA 
mechanism,  the authentication procedure may require several 
request-response exchanges, the permanent subscriber identity 
(IMSI) is a  clear text and identity privacy cannot be used on the 
first connection with a given server. Integrity is the only 
warranty for signaling data and user data. EAP-AKA does not 
support cipher suite negotiation and other protocol attacks (man-
in-the-middle and negotiation attacks). 

 The primary goal of EAP-TLS [13] protocol is to provide users 
with robust authentication mechanisms in hybrid WLAN-3G 
heterogeneous environment. 3G/WLAN interworking is required 
the Authentication and key distribution based on the UMTS - 
authentication and key agreement( AKA) procedure and EAP-
AKA for WLAN [3] [15] [16]. EAP-TLS supports several 
cipher suites by providing authentication, data protection, 
session key exchange between two communicating entities and 
two different MAC algorithms. The certificate message contains 
a public key certificate chain for either a key exchange public 
key (RSA or Diffie-Hellman    key exchange public key) or a 
signature public key (RSA or    Digital Signature Standard 
(DSS) signature public key).  In AKA procedure, these 
properties can provide the appropriate flexibility in an integrated 
3G-WLAN environment, when the available means at the 
attacker’s side are increasing quickly. 

 Considering Wi-Fi networking settings, (as parts of a common 
core 3G infrastructures) recommends enhancing[2]  SSL-based 
authentication mechanisms in integrated emerging-3G and Wi-
Fi networks. The application of SSL/TLS-based authentication 
into integrated 3G and Wi-Fi networks to provide strong end-to-
end security.Recent works indicate that both a performance 
efficient TLS protocol for handheld devices and reconfigurable 
Authentication and Key Agreement (AKA) procedures can be 
implemented for beyond 3G wireless Communication networks.  
EAP-TLS has to be considered as an end-to-end authentication 
protocol in contrast with EAP-AKA. 

 This paper reviews   EAP-TLS  and EAP-AKA authentication 
protocol along with  cipher suite  encryption was analysed with 
the help of numerical results. The goal of this work is to 
measure the encryption and authentication overhead associated 
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with UMTS -WLAN security protocols.  This paper is organized 
as follows. Section 2 outlines the overview of Authentication 
Messages (AM) and cost analysis. Section 3 describes the 
analysis of modified EAP-TLS protocol. Section 4 presents the 
results of the analysis of EAP-TLS authentication protocol with 
cryptography algorithm. Finally, Section 5 provides conclusions. 

2. AUTHENTICATION MESSAGES (AM) 
AND COST ANALYSIS: 
In the Interworking of UMTS-WLAN architecture, the (UE) 
must be initially authenticated by servers such as Home 
Subscriber Server (HSS) and Home Authentication (HA), 
Authorization and Accounting (HAAA) server in the 3G Home 
Networks (HN). When the UE is attached to a WLAN, 
authentication information is exchanged between HSS, HAAA, 
intermediate AAA servers and the UE via the Extensible 
Authentication Protocol (EAP).  

 For the calculation of authentication time for various security 
policies, it is necessary to measure the number of authentication 
messages. The authentication time for various security protocols 
includes Mobile IP authentication phase also .The total number 
of authentication messages for a particular security Protocol is 
the sum of security protocol and Mobile IP authentication 
messages. Mobile IP involves four  control messages and IEEE 
802.1x-EAP –TLS[24] involves 21 control messages .The same 
number of messages are exchanged, when an UE registers with a 
Home Agent (HA) or UE roams to foreign network.  Hence 
DHE-RSA with EAP-TLS is 24+4=28 control messages. With 
the similar explanation as AES with EAP-TLS are 18+4=22 
control messages. Based on the authentication messages, 
analysis[8]  was made on signaling cost, for registration update 
of each scheme. The signaling cost is defined as the cumulative 
traffic load (number of hops × message size) for exchanging 
signaling messages during the communication session. 

3. ANALYSIS OF MODIFIED EAP-TLS 
PROTOCOL: 
The UMTS-WLAN architecture contains WLAN access 
network, UMTS core network. Two keys of these interworking 
technologies are AAA and EAP technologies. These are used to 
execute the UMTS AKA protocol from the 3G system’s home 
domain towards the WLAN user equipment. The WLAN 
gateway connects directly to the core network, which makes a 
separate path for traffic from the WLAN to route into the core 
network.  

a. EAP-AKA Supplicant certificate revocation             

In the Fig.1 Once the user equipment (UE), attached to a 
WLAN, sends the previous allocated temporary identity P-TMSI 
to the AAA server. The procedure starts with the authenticator 
requesting the User’s identity. From this point onwards the 
authenticator only passes EAP message. The AAA [2] server 
uses the last-attached SGSN to establish the UE's identity and 
obtain the International mobile subscriber identity (IMSI). EAP-
AKA method is used with 802.1X, the keying material 
derivation shall offer the 256-bit Pair wise Master Key, used by 
the terminal to derive a Temporary key. The UE communicates 
with the AAA server, it provides EAP server functionality by 
using an AAA protocol -RADIUS or DIAMETER. 

    b. EAP-TLS session 

After checking the identity, the EAP server sends a TLS Start 
[16], which is an EAP-request packet without data to the user. 
The user responds to this packet with TLS client hello message 
which is an EAP-response packet containing the client’s TLS 
version number, a session Id, a random number, and a set of 
cipher suites supported by the user. The EAP server then 
responds with an EAP-request packet. This packet includes TLS 
Server hello, TLS certificate, server key exchange, certificate 
request, and server hello done. The server hello message 
contains the server’s TLS version number, another random 
number, a session-ID and a cipher suite supported by the server. 
The user sends an EAP-response to the EAP server after it 
receives the request. If it is a novel session, the EAP-response 
contains a TLS change cipher specification, a TLS certificate, a 
client key exchange, a certificate confirmation, and TLS finished 
message. If this can be a recommencement of  previous session, 
the EAP-response contains only a change cipher specification 
and TLS is finished. User decrypts the TMSI and sends it to the 
server. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig.1 Modified EAP- AKA and TLS protocols message flow in 
UMTS-WLAN 

The signaling cost can be defined as the cumulative traffic load 
for exchanging signaling messages during the communication 
session. Assume the number of hops between UE -wireless LAN 
is H UE-WLAN=3 and wireless LAN -3G home network is   
HWLAN-3G HN =2. The Average message size ‘R’ is set to 
200 bytes. Np = Ts/Tr is the average number of UE movements 
during a session. The average session time “Ts”is set to 2000s. 
Tr- is the average UMTS or WLAN resident time, it varies from 
10 to 100s.  The number of message exchanged between UE-
WLAN and WLAN -3G home network is given by   dUE-
WLAN = 15 and dWLAN-3GHN= 11.The authentication 

 UE     AP     WLAN     VN 

 
 3G HN   

1.  EAP-AKA Supplicant certificate revocation     
Number of messages:   UE-WLAN = 3, WLAN-
HN=1,  H UE-WLAN=3, HWLAN-3G HN =2. 

   2. EAP-TLS session 
 Number of messages:    EAP-
TLS=21,  H UE-WLAN=3 
HWLAN-3G HN =2. 
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signaling cost (S) for the modified protocol (mp) can be  
calculated as follows, 

 

( 3 )3 2 * *mp UE WLAN WLAN GHN pS d d R N= − + −
                                                                                              ---1 

4. EAP-TLS AUTHENTICATION 
PROTOCOL WITH CRYPTOGRAPHY 
ALGORITHM: 

EAP-TLS identity protection can be achieved by the encryption 
of the client’s certificate.according to a cryptographic algorithm 
that may be selected in different methods. Cryptography 
algorithm encryption key can be calculated from the master 
secret key exchange and the random values exchanged by TLS 
server and client entities. DHE-RSA cipher suites use DHE for 
key exchange and RSA for authentication. Advanced Encryption 
Standard [4](AES) symmetric key encryption  , [6] which 
provides much higher security level than DES and consume less 
computational power than 3-DES . AES algorithm includes four 
steps for every round (bytes substitution, shift rows, mix 
columns, and adds round key) on each block of 128-bit plain 
text. The primary weaknesses of symmetric encryption 
algorithms are keeping the single shared key exchange. 
Asymmetric algorithms are used RSA and Diffie-Hellman key 
exchange. Once the key is being shared then both parties can 
encrypt and decrypt the messages using symmetric 
cryptography. This algorithm used in  the  IPSec and EAP 
protocols. Implicit, the client's certificate can be encrypted 
according to a pre-defined algorithm, deduced from the server's 
certificate. The goal of this work is to measure the encryption 
and authentication overhead associated with 3G security 
protocols. The results shows that the encrypting data reduces 
network traffic .The following three scenarios are defining the 
cost analysis of EAP-TLS with key exchange and encryption 
method. 

Sc-I: EAP-TLS authentication protocol: 
   

 

 

 

 

 

 

 

 

 

 

                 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig.2 Message signaling flow of EAP-TLS authentication 
protocol 
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Assume number of hops between supplicant and server is 2. The 
Average message size ‘R’ is set to 200 bytes and the average 
session time “Ts”is set to 2000s.Tr is the average resident time, 
it varies from 10 to 100s.  The number of message exchanged 
between supplicant and server is dsupp-ser= 21(including 
mobile IP).The authentication signaling cost (C) can be 
calculated as follows ,     

              - (2) 

From Eqn (1) and (2) the comparison are made between 
modified EAP-TLS and simple EAP-TLS authentication 
protocol be given as follows,  

 

Fig.3 Comparison of cost Analysis of modified EAP- TLS 
protocol and EAP-TLS protocol 

In EAP-TLS mobile station (MS) needs to possess a public key 
certificate when the AP needs to authenticate the MS. Most 
MS’s are not equipped with a digital certificate. Therefore, a 
modified  EAP-TLS based on EAP-AKA  has been analyzed .It 
can be possible in terms of service time in future wireless 
systems and simultaneously provide both the necessary 
flexibility to network operators and a high level of confidence to 
end users. 

Sc-II: Authentication cost of EAP-TLS with 
DHE –RSA key exchange 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

   

  Fig.4 Message signaling flow of EAP-TLS with DHE-RSA   
key exchange 
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The EAP-TLS-RSA is based on a 1024-bit RSA digital 
signature. The authentication cost of EAP-TLS with [6] DHE –
RSA key exchange was calculated since the number of hops 
HUE--FN=3 and   HFN-HN=2.  The number of message 
exchanged is  dUE-FN= 18 and dFN-HN= 14.The authentication 
signaling cost (C) for the protocol are calculated as follows,   
               

                                                                                     - (3) 
Sc-III Authentication cost of EAP-TLS with 
AES symmetric key encryption standard: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 5 Message signaling flow of EAP-TLS with AES 
symmetric key encryption  

EAP-TLS with AES standard authentication is comprised of 
four messages, two round trips and  pre-shared key (PSK) It 
consists of two primary phases of message flows. In Fig. 5 case I 
consist of server identity (ID-S) and 16-byte random challenge 
(RAND-S). The second message should be  sent by the user to 
the server containing an EAP-TLS response. It will authenticate 
to the server by computing a particular Message Authentication 
Code (MAC-P), which is a function of AK, a user 16-byte 
random challenge (RAND-P) and peer identity 
(IDP).Authentication Key (AK) is used to mutually authenticate 
the Server and the client .PCHANNEL_S is an encrypted 
message by AES encryption with TEK, it contains phase I 
authentication result. The internal method is encrypted by AES 
128 encryption. The second phase is engaged in the exchange of 
user credentials using EAP-Generic Token Card (EAP-GTC) 
exchanges. This method appears to offer 8 message exchanges 
and expected to minimize message exchange latency. 
The authentication cost of EAP-TLS with AES [4] symmetric 
key encryption is calculated since the number of hops Hsupp-
ser=3.  The number of message exchanged is dsupp-ser= 22. 
The authentication signaling cost (C) for the protocol is 
calculated as follows, 
                                              

                          
                                                                                      - (4) 

 

Fig.6 Cost Analysis of EAP- TLS protocol with key exchange 
and  encryption standard (AES and DHE-RSA) 

5. CONCLUSION:  
This paper reviews   EAP-TLS  authentication protocol along 
with  cipher suite  encryption algorithm .Numerical results were  
analysed with various user resident time and EAP-TLS 
authentication is attainable in terms of service times. 
Authentication signaling cost (Figure 3) reveals that modified 
EAP-TLS incurs the least signaling cost, relative to EAP-TLS 
authentication protocol. Calculations of the authentication 
signaling cost (Figure 6) reveals that EAP-TLS with AES incurs 
the least signaling cost, relative to EAP-TLS with DHE-RSA 
respectively. Combination of these results can lay a very strong 
foundation for future wireless networks for designing new 
security protocols or improving the existing one. 
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