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ABSTRACT

Security has turned out to be a most important concern to facilitate
secured communication between mobile nodes in a wireless
environment. It is essential to protect the network from several
kinds of security attacks. Recently, large numbers of routing
protocols have been developed. But, most of the available protocols
are single path or makes use of only a certain path at a particular
time or can not prevent both the passive attacks and active attacks
at the same time. Hence, propose a secured Ad-hoc On-demand
Distance Vector routing protocol (AOMDYV) based on secret
sharing. Cryptography is one of the efficient technique to provide
security to data being broadcasted in wireless communications
systems. Enhanced information security can be offered by
integrating AOMDV and Shamir's secret sharing scheme. In this
approach, keys are produced by source and transmitted to the other
nodes in the network. AOMDV and SAOMDV (AOMDV with
Shamir's Secret Sharing Scheme) are simulated and the
performance of both the protocols are evaluated. The performance
of Secured AOMDYV was stable but that of AOMDV was found to
be degrading sharply with intrusion of malicious nodes in the
network.
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1. INTRODUCTION

A mobile ad hoc network is a mobile, multihop wireless network
that does not depend on any predefined infrastructure. Mobile ad
hoc networks (MANETS) are featured by active topologies because
of their uncontrolled node mobility, inadequate and uneven shared
wireless channel bandwidth and wireless devices constrained by
battery power. The major challenge in MANETSs is to intend
dynamic routing protocols that are proficient with very less
overhead.

The security in MANETS has become an active area of research. To
prevent a variety of attacks in MANETs has been a challenging
issue for researchers as MANETS has been widely used in military
applications, emergency rescue operations, in confidential video
conferencing, etc. A MANET is an automatic network which is
fully active and spread in nature. The operations of every node are
similar but the recognition of an attacker or malevolent (malicious)
nodes amongst the network is a difficult task. Recently, the security
for multicast routing in MANETS has also become very vital.
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Several security protocols have been developed under the
operations of multicast [1]. However, these protocols are
susceptible to several types of attacks on MANETs [2] like
flooding, blackhole, wormhole, etc. Various researches are being
done for handling the attacks in MANETS.

The function of routing protocols in an ad hoc network is to
facilitate the source to identify routes to destination with the
cooperation of other nodes. Because of the random movement of
the nodes, the network topology alters quickly and arbitrarily. Thus,
the routing protocol must be capable of handling these alterations
and must facilitate the nodes to find new routes to sustain
connectivity. The security in MANETS [3][4] has become a serious
issue mainly because of the active characteristic of the ad hoc
network and because of the necessity to function efficiently with
inadequate resources, including network bandwidth and the CPU
processing capacity, memory and battery power (energy) of each
individual node in the network. Quick and frequent routing protocol
communication between nodes is very much needed.

In this paper, Shamir secret sharing approach is used for the
purpose of providing better security among MANET nodes. The
secret key sharing scheme is used in this approach as it provides
assurance to the source node or the owner regarding the genuinely
participating nodes in the network. In this secret sharing approach,
a key is transmitted or shared among the multiple individuals in the
network that are under the procedure of encryption and decryption.
The main aim is to sustain the genuineness of the nodes available in
the network.

AOMDYV is one of the potential protocols for maintaining security.
It is found that total belief of the network on nodes can result in
various routing attacks. In order to eliminate this problem, Shamir
secret sharing is incorporated to AOMDV to make it Secured
AOMDYV (hence forth called SAOMDYV). In SAOMDV, each node
ensures the security of its neighbors before forwarding route
requests. The route request packets are not given to malevolent
nodes. This evaluation clearly, guarantees that malevolent nodes
will not take part in the data transfer from the source to the
destination.

2. LITERATURE SURVEY

The growth and development of telecommunication has increased
the need for mobility, wireless or mobile networks and this desire
has already swapped the wired networks. The upcoming networks
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has entirely different infrastructure and has various protocols and
devices. The main aim of this approach is to assess the two secure
routing protocols Ariadne and SAODV in the performance
characteristics rather than security features under random way point
and Manhattan grid mobility models. Naeem et al., [6] used and
implement the extension of AODV that is Secure Ad-hoc On-
demand Distance Vector routing protocol (SAODV) and the
extension of DSR that is Ariadne in the network simulator 2 (NS-
2). In this paper, these protocols are compared with the quality of
service parameters like delay, jitter, routing overhead, route
acquisition time, throughput, hop count, packet delivery ratio using
Manbhattan grid and random waypoint mobility models. This paper
mainly focuses on finding out the payload a node has to pay to
assure the good quality of service.

MANETSs has several kinds of security issues, caused by their
nature of collaborative and open systems and by limited availability
of resources. In this paper, Cerri et al., [7] consider a Wi-Fi
connectivity data link layer as a fundamental technique and
concentrates on routing security. The author discusses the
implementation of the secure AODV protocol extension, which
comprises of alteration policies aimed at enhancing its
performance. The author proposed an adaptive technique that
adjusts SAODV behavior. Furthermore, the author examined the
adaptive technique and another approach that delays the
verification of digital signatures. This paper sums up the
experimental results collected in the prototype design,
implementation, and tuning.

Multipath routing diminishes the penalty of security attacks
obtaining from collaborating malevolent nodes in MANET, by
increasing the number of nodes that an opponent must negotiate in
order to take control of the communication. In this paper, various
attacks that cause multipath routing protocols more susceptible to
attacks than it is expected, to collaborating malevolent nodes are
recognized. Kotzanikolaou et al., [8] proposed a novel On-demand
Multipath routing protocol called the Secure Multipath Routing
protocol (SecMR) and the author examine its security properties.
The SecMR protocol can be easily combined in an extensive
variety of on-demand routing protocols, such as DSR and AODV.

Perlman proposed a link state routing protocol [9] that attains
Byzantine strength. Though, the protocol is extremely forceful, it
needs a very high operating cost associated with public key
encryption. Zhou and Haas [10] chiefly describe key management
in their paper to provide security to ad hoc networks. The author
devotes a part to secure routing, but in essence concludes that
“nodes can defend routing data in the similar way they protect data
traffic”. They also examine that denial-of-service attacks against
routing will be considered as damage and it is routed around.
Certain research has been done to secure ad hoc networks by means
of misbehavior detection approaches. This technique has two major
problems: Initially, it is fairly likely that it will be not possible to
discover various kinds of misbehaving; and secondly, it has no real
means to assure the integrity and authentication of the routing
messages.

3. METHODOLOGY
3.1 Ad hoc On-Demand Distance Vector Routing
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AODV [11, 12] is an on-demand, which follows single path, loop-
free distance vector protocol. It incorporates the on-demand route
discovery approach in DSR [13] with the notion of destination
series numbers from DSDV [6]. But, different from DSR which
employs source routing, AODV obtains a hop-by-hop routing
method.

AODV [1] protocol is demonstrated to be a proficient routing
protocol for implementation in Ad hoc networks. It is a Source-
Initiated On-Demand or Reactive Routing Protocol. When a source
node needs to send a message to a definite destination node to
which it does not have a suitable route, it begins a route discovery
process. The source node transmits a Route REQuest (RREQ)
message to its neighbor nodes, which then promote the request to
its neighbor nodes, and so on, with the anticipation of either the
destination or an intermediary node with a route to the target in its
routing table is attained. All through the process of forwarding the
RREQ, an intermediary node record in its routing table (i.e.,
precursor list) the address of the neighbor from which the primary
copy of the transmitting packet is received, thus setting up a reverse
path. Supplementary copies of the similar RREQ received later are
not considered. Once the RREQ arrives at the destination or an
intermediary node with a route, the particular node responds by
unicasting an RREP (Route REPly) message back to the neighbor
from which it initially received the RREQ, which relays the RREP
backward using the precursor nodes to the source node.

3.2 Ad hoc On-Demand Multipath Distance Vector

Routing

The main objective of this paper is to provide a secured AOMDV
routing protocol by means of incorporating Shamir's Secret Sharing
scheme. In this section the goal is to enhance the AODV protocol
to work out multiple disjoint loop-free paths in a route discovery.
AOMDV can be implemented even in the existence of
unidirectional links with other techniques to assist in discovering
bidirectional paths in such circumstances [14].

3.3 Protocol Overview

AOMDYV has numerous features which are similar with AODV. It
is dependent on the distance vector theory and utilizes hop-by-hop
routing technique. Furthermore, AOMDYV also discovers routes on
demand using a route discovery method. The most important
variation is the amount of routes found in each route discovery. In
AOMDYV, RREQ transmission from the source to the target
establishes multiple reverse paths both at intermediary nodes in
addition to the destination. Multiple RREPs navigates this reverse
route back to form multiple onward routes to the target at the
source and intermediary nodes. Moreover, AOMDV also makes
intermediary nodes available with alternate routes since they are
established to be helpful in dropping route discovery frequency
[15].

The basis of the AOMDV protocol lies in guaranteeing that
multiple routes revealed are loop-free and disjoint, and in
competently discovering such paths by means of a flood-based
route discovery. AOMDV path revise rules, exploited locally at
every node, play a major role in preserving loop-freedom and
disjointness characteristics.
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AOMDV depends more on the routing information previously
available in the fundamental AODV protocol, thus preventing the
overhead acquired in determining multiple paths. Specifically, it
does not make use of any particular control packets. Additional
RREPs and RERRs for multipath discovery and protection together
with a small amount of extra fields in routing control packets (i.e.,
RREQs, RREPs, and RERRSs) comprise the only extra overhead in
AOMDYV compared with AODV.

3.4 Disjoint Paths

In addition with continuing multiple loop-free paths, AOMDV
looks for to discovering disjoint alternate routes. In order to
improve the fault tolerance by means of multiple paths, disjoint
paths are an essential alternative for choosing an efficient subset of
alternative routes from a potentially huge set since the probability
of their associated and simultaneous failure is less important when
compared to overlapping alternate routes. Two categories of
disjoint paths are taken into account: link disjoint and node disjoint.
Link disjoint is a set of routes between a pair of nodes which does
not have any mutual links, while node-disjointness in addition
prevents mutual intermediary nodes.

Here D is the target. Node A has two disjoint paths to D: A—B—-D
and A — C — D. In the same way, node E has two disjoint paths to
D: E-C-Dand E - F - D. However the paths A—C—-D and E —
C — D are not disjoint; they share a mutual link C — D.

3.5 Secret Sharing in AOMDV

The security of MANETs is commonly predicated on the
accessibility of well-organized key management approaches. On
the other hand,

Q

Figure 3.1: Paths maintained at different nodes to a destination
possibly will not be equally disjoint.

centralized authority and (ii) dynamic behavior of MANETS,
characterizes the chief obstacle in offering protected, efficient and
competent key management technique. An additional complication
is that the cryptographic keys should be established before the
communication begins. Therefore, standard key exchange
techniques, e.g., Station-to-Station protocol [16], are not suitable
because: (i) they need the nodes to work together and (ii) they
dependent on certain form of a Public Key Infrastructure (PKI)
which is not generally offered in MANETS. In accordance with the
latter is the fundamental use of public key cryptography which is

International Journal of Computer Applications (0975 — 8887)
Volume 33— No.4, November 2011

extremely costly for some mobile devices.

Based on the problems discussed above, proposed an SAOMDV
routing protocol in this paper by using secret sharing to solve these
obstacles. In route request stage, this approach makes use of a
cryptographic technique to design SAOMDYV routing protocol, only
the target node can recognize the identity of all nodes which
involves in the communication and the route information.
Furthermore, the key shared among the source and destination
nodes is revealed following the route request stage. In route reply
and data transmission stage, only the authorized nodes can acquire
the functional information of paths while malevolent node acquires
nothing. Shamir's secret sharing on the data transmission method is
introduced and utilizes concurrent multipath routes to broadcast
information, as a result it is complicated for attackers to analyze the
routing information and traffic pattern.

3.6 Shamir's Secret Sharing Scheme
In certain cryptographic circumstance, it is essential to share a
secret among the d nodes without any k < d nodes being
competent to recover the data packets transmitted. In [17] Shamir
illustrates the difficulty and provided a secret sharing scheme by
means of polynomial interpolation as a recovery purpose.
Specifically, every node has a pair (x;, P(x;))y,20 Where P is a
polynomial of degree k, and the secret is specified by P(0). In this
pattern, one requires at least k + 1 shares to recover P, then P(0).
The sharing and reconstruction algorithms for a value of k = d —
1, operating on n-bits words. With these constraints, with the
intention of sharing a secret a into d shares, one requires to select
d — 1 random numbers (a4_1, ..., a;)to build the polynomial.
PX)=ag_q-x*T+ag_, x4 2+ 4+a-x+ag

Every share i is then specified by (x;,y;) where y; = P(x;), and
the x; ‘s are all different and non-zero. The algorithm used is given
below.

Algorithm Shamir's Secret Sharing scheme

Input: A secret ay, random values (x;);—g..4-1
Output: Shares (x;, ¥;)i=0..a—1

L. (a)i=..a-1 < Rand(n)

2. fori = 0toddo

3. yieagqxt T rag x4t ayx +ag
4. return (x;,¥;)i=0..d-1

The reconstruction stage is directly obtained from the polynomial
interpolation and progresses as follows:

d
Ao =zyi " B
0

where each f; is a previously calculated value such that
d
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4. EXPERIMENTAL RESULTS

A simulation testbed for mobile ad hoc network is built up to
compare the performance of the AOMDYV and SAOMDYV routing
protocol. Both these protocols were experimented over this testbed
and its performance was evaluated for different circumstances.
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The values of some constraints considered during the evaluation are
noted below.

Area 1500*300 meter”
One time quantum 50 msec
Speed of the nodes 20 meters/second
Run. time fpr the 200 second
simulation
Direct Transmission
Range of the nodes 250 meter
Channel capacity 1.6 Mbps

4.1 No. of data packets Vs No. of malicious
nodes

It may be seen from Figure 4.1 that with the increase in the quantity
of malicious nodes, the number of data packets transmitted by
AOMDYV increases slightly, while those by SAOMDV remains
almost steady. It specifies that malicious nodes have no
consequence on the amount of data packets transmitted by
SAOMDV. At the same time as the data packets received in
AOMDV falls significantly with increase in the amount of
malicious nodes. At the beginning, packet received by the proposed
SAOMDV increases gradually and then continues to be steady. It
undoubtedly reveals that AOMDYV is poorly affected by effect of
malicious nodes but not in the case of SAOMDV.

=o—=SAOMDYV Sent == SAOMDYV Received
8AOMDV Sent == AOMDYV Received
)
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Figure 4.1: No. of Data Packets Vs No. of Malicious Nodes

4.2 Packet Delivery Ratio (PDR) Vs No. of
malicious nodes

PDR is the proportion of the amount of data packets received by the
target node to the amount of data packets transmitted by the source
node. It is obvious from Figure 4.2 that PDR of AOMDYV is greatly
affected by the introduction malicious nodes while the PDR of
SAOMDV is unaffected to it.
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Figure 4.2: Packet Delivery Ratio (PDR) Vs No. of Malicious
Nodes

5. CONCLUSION

In this paper, the security of MANETSs against attacks like
wormhole, blackhole etc, is concerned and a secured routing
protocol is proposed successfully. The proposed routing protocol
integrates the AOMDYV with the Shamir's Secret Sharing scheme in
order to provide a secure routing. In this paper, a secured on-
demand multipath protocol called SAOMDYV that extends the single
routing path of AODV protocol to offer multiple paths for a single
transmission and with the intention of enhancing the security
Shamir's Secret Sharing scheme is integrated with AOMDV. With
this proposed scheme it is simple for the source node to recognize
the malevolent node that comes into the network without
authorization. The simulation result reveals that SAOMDV is less
prone to the attack of malicious nodes and there is no effect in the
packet delivery ratio with the introduction of malicious nodes. Thus
the result confirms that SAOMDYV is more secured than the existing
AOMDV.
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