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ABSTRACT

Cryptography is the study of methods of sending messages
in disguised form so that only the intended recipients can
remove the disguise and read the massage. With
widespread availability of computer technology, the rapid
growth of wireless communications secured exchange of
information has become a challenging task. The most basic
of the modules in modern cryptography is that of a
primitive, which may be regarded as a cryptographic
building block which performs one or more desired
functions, and may be combined with others to form a
cryptographic protocol. The most well-known and perhaps
the simplest primitive is encryption, which allows parties to
achieve confidential data transmission over an insecure
channel. In the present paper we proposed a cryptographic
technique using elements of a finite field and logical
operators basing on inverse property. To test the efficacy of
the proposed scheme the cryptanalysis is performed.
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1. INTRODUCTION

In cryptography frequently used mathematical operations
are addition, subtraction and multiplication.

1.1 Finite Fields:

Let F be a non-empty set. Then F is called a Field if F is an
abelian group under addition and multiplication. If the
number of elements in F is finite then the field is finite. The
positive integers are stored in the computer as n-bit words
where n is usually 8, 16, 32, 64, and soon. Therefore the
range of integers is 0 to 2" - 1. The Galois field GF (p) with
set Z, where p is the largest prime number less than 2"
where as GF (2") is a finite field having 2" elements. The
elements in this field are n-bit words, [4] [5].

1.2 Logical Operators:

An XNOR gate is a digital logic gate that performs a
logical operation on one or more logic inputs and produces
a single logic output. Several researchers used the
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application of logical XNOR Operation in Cryptography
[1]. The sequence of numbers generated by a Linear Feed
Back Shift Register or its XNOR counterpart is used
especially in military cryptography [3]. In the present paper
we use logical XNOR Operations and the field GF(2") for
encryption/decryption of the messages.

Example:

The GF (2°) has 8 elements are {0, 1, g, g°.0°.9*.¢°.0°}
using the irreducible polynomial of f(x) = x*+x+1, which
means that g>+g+1 = 0 or g*> = g + 1. Other powers of g can
be calculated accordingly. The following shows the valued
of'the g’s.

0 000 F°=g+1 011
1 001 g'=g¢’+g 110
g 010 P®=g?+g+1 111
g 100 =g’ +1 101

2. PROPOSED WORK

2 5 2 6

LetA=|; 6 5 5 be a randomly
3 3 35
3 3 3 6

taken 4x4 matrix.

2.1 Encryption

Suppose sender wants to send the message “GOOD”.

Stepl: sender converts these plane text characters into 4
— bit string using ASCII code and writes these numbers in
form of 4x4 matrixes M, [2].

The message matrix



0111 1111 1111 0100
M =| 0000 0000 0000 0000 |.

0000 0000 0000 0000

0000 0000 0000 0000

Step 2: Sender selects the rows/ columns C, R C4 C;
form the matrix A at random to perform the logical XNOR
Operation with each row of matrix A. Sender converts the
elements of C, into 4-bit binary numbers, [6] [7][8]-

0101011000110011

Step 3: Sender performs logical XNOR operation
between the binary stream of first row of message matrix M
and the binary stream that sender obtained at step2.

0111111111110100
XNOR
0101011000110011

result is 1% row of Mynor 1101011000111000

Step 4: Similarly sender converts the elements of R, C,,
C; of the matrix A into 4-bit binary numbers and performs
logical XNOR operation between the binary streams of 2",
3rd and 4" row of message matrix M.

0000000000000000
XNOR
0011001100110101
result is 2" row of Myyor 1100110011001010
and 0000000000000000
XNOR
0110010101010110
result is 3 row of Mypor 1001101010101001
And 0000000000000000
XNOR
0010011100110011
result is 4™ row of Myyor 1101100011001100

This results in Myyor.
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1101 0110 0011 1000
Myuon =| 1100 1100 1100 1010,
1001 1010 1010 1001

1101 1000 1100 1100

Step 5: sender converts the above entries to the elements
of GF (2%).

Step 6: Ssender multiply M, by g* then

17 8 7

10 10
M3 =
18 13

17 10

o Qo @ «

g9
glo
ng
g7

Q Q© Q o

Step 7: M s reduced to mod 15 resulting in

2 9 8 7

g g g g
M, = glo glo glo 913 and the key matrix
g 3 g 13 g13 g 3
g 2 g 7 glO g 10
1 0 0 O
K={0 0 0 0] ischosen in such a way that the first
1 0 01
1 0 0O

entry in the key matrix is 1 because 17= 2 mod1x15 and if
powers of g in Ms is less than 15 the entry in the key matrix
is taken as 0.

Step 8: The cipher text
9° o
glo gl3

13 ng g 3
glo glO

Step 9: These elements convert to the binary elements



0100 1010 0101 1011
c - (0111 0111 0111 1101
1000 1101 1101 1000
0100 1011 0111 0111

Then all the binary elements of the matrix C are coded to
the text characters using ASCII code which be called the
first Cipher text DIEKGGGMHMMHDKGG.

This cipher text is sent to receiver in the public channel.

2.2 Decryption:
The receiver receive the message

“DIJEKGGGMHMMHDKGG”.

Stepl: converts the received message characters into 4 —
bit string using ASCII code and writes these 16 binary
numbers in the form of a 4x4 matrix.

0100 1010 0101 1011
c=|0111 0111 0111 1101
1000 1101 1101 1000
0100 1011 0111 0111

Step 2: Receiver converts the above 4-bit binary number
into the elements of GF (2%).

2 9 8 7
10
13

10

N
w
c o Q o

Step 3: By multiplying the key with 15 and on adding
the D, we get

g° g’
gl[) g13
g13 13 g18
g7 glo

Step 4: Receiver multiply D, by g then
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4

9® 9° ¢

6 6 6
D;=g*xD, = g14 gg gg
g 9° ¢
ng g3 gG

Step 5: Receivers convert the above elements into the 4-
bit binary elements

1101 0110 0011 1000
Then D, = | 1100 1100 1100 1010
1001 1010 1010 1001
1101 1000 1100 1100

Step 6: Receiver recognizes the rows/columns C, Rs Cy
C, the matrix A selected by sender to perform the logical
XNOR operation with the rows of the matrix Myyor form
the algorithm in a separate communication. Receiver
converts the elements C, into 4-bit binary format as

0101011000110011

Step 7. The logical XNOR operation is performed
between the binary steam of first row of matrix D, and
binary steam that is obtained in step 6.

1101011000111000
XNOR

0101011000110011

result in 1% row of M

0111111111110100

Step 8: similarly the logical XNOR operation is
performed between the binary steams of 2™ 3 4™ row of
matrix D, and binary steams of Ry C4 C; into 4-bit binary.
That means

1100110011001010
XNOR
0011001100110101
result is 2™ row of M
0000000000000000

And



1001101010101001
XNOR
0110010101010110
result is 3 row of M
0000000000000000
And 1101100011001100
XNOR
0010011100110011
result is 4" row of M
0000000000000000

This results in M.

0111 1111 1111 0100
M =| 0000 0000 0000 0000 |
0000 0000 0000 0000
0000 0000 0000 0000

Step 9: All the elements of the matrix M which are in 4-
bit binary format are converted to the text characters using
ASCII code table to get the original message “GOOD”.

3. CRYPTANALYSIS

The cryptanalysis on the cipher is done. In this cipher the
length of the key is 4X4 matrix . Due to this fact the cipher
cannot be broken by Brute force attack.

The Cipher cannot be broken with known plain text attack
as there is no direct relation between the plain text and the
cipher text even if the details of the key matrix are known.It
is noted that the key dependent logical XNOR operation
plays an important role in displacing the binary bits at
various stages of iteration, and this induces enormous
strength to the cipher.

4. CONCLUSIONS:

In the proposed work secret key is using elements of finite
field to increase the security level and logical XNOR
operation. It is difficult to decipher the encrypted message
as the key is private between the communicating parties
and the key is different for different data block is generated
from the secret key agreed upon by the communicating
parties .The cryptanalysis shows the strength of the
proposed scheme.
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