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ABSTRACT 

This paper proposes Probability Symmetric Curve Cryptography 

(PSCC), which is a new milestone in the Symmetric Curve 

Cryptography.  The PSCC proposes the new approach to do the 

point addition and point doubling.  The finite field operations 

applied in the PSCC provides the new spirit of thinking more on 

the safety of the data.  This paper also expresses the usage of 

domain parameters and key pair creation.  The results of this 

approach express the security of data in terms of future 

technology.  The overall objective is to generate valuable 

dynamic security measures using PSCC. 
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1. INTRODUCTION 
The data security[1] plays important role in the exchange of 

information through the developed media.  The RSA and the 

Elliptic Curve Cryptography (ECC)[2][3][4] are the main 

leading algorithms to provide safety and security for the data.  

The main advantage of ECC over RSA is that the basic 

operation in ECC is point addition, which is known to be 

computationally very expensive.  This is one of the reasons why 

it is very unlikely that a general sub-exponential attack on ECC 

will be discovered in the near future, though ECC has a few 

attacks on a few particular classes of curves.  These curves can 

be readily distinguished and can be avoided.  On the other hand, 

RSA already has a known sub-exponential attack which works 

in general.  Thus, to maintain the same degree of security, in 

view of rising computing power, the number of bits required in 

the RSA generated key pair will rise much faster than in the 

ECC generated key pair.  The ratio between RSA and ECC key 

size for the time to break in 1024 MIPS-years is 5:1[5][6].  The 

difference in the key-sizes between ECC and RSA will grow 

exponentially to maintain the same relative strength as compared 

to the average computing power available. 

Due to increasing computation required for higher bit 

encryption, more transistors are required onboard for the smart 

card to perform the operation[7][8][9].  This leads to an increase 

in area used for processor.  Using ECC, the number of 

transistors can be cut back on since the numbers involved are 

much smaller than an RSA system with as similar-level security.   

Most attacks on ECC are based on attacks on similar discrete 

algorithm problems, but these work out to be much slower due 

to the added complexity of point addition[10][11].  The methods 

to avoid each of the attacks have already been designed.  The 

author proposed a new approach in the symmetric curves, which 

is called Probability Symmetric Curve Cryptography (PSCC).  

The proposed method will provide high security for the data. 

The rest of this paper is organized as follows.  The second 

section expresses the origin and characteristics of the PSCC.  

The third section shows the procedure for the point addition.  

The fourth section explored the process of the point doubling.  

The finite field operations for harder security are presented in 

the section five.  The domain parameters of the PSCC are 

explained in the section six. The key pair generation for the 

PSCC is presented in the section seven.  The final results were 

discussed and analyzed in section eight.  The paper ended with 

the concluding remarks and the future challenges.  

2. PROBABILITY SYMMETRIC CURVE 

CRYPTOGRAPHY 
The most widely used distribution in the theory of probability is 

the probability symmetric curve.  Another symmetric curve is 

the t-distribution curve.  However for large values of n, t tends 

to normal and hence we prefer to use the normal curve, for the 

probability symmetric curve cryptography. 

2.1 Probability Symmetric Curves  
The general form of the equation of the normal curve with mean 

m and standard deviation σ is 

22 2)(

2

1 



mxey 

 

where m  is the mean of the distribution   , the standard 

deviation. 
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Shifting the origin to m  is equivalent to assuming 0m .   

Thus the normal probability curve is 

22 2

2

1 



xey 

 

This curve is symmetric with respect to y  axis, it is bell shaped 

with two points of inflexion at -σ  and +σ.  This helps for any 

two points in the curve to cut it again in the third point.  

Interchanging x and y , we can take the equation as 

22 2

2

1 



yex     …………..(1) 

Now the curve is symmetric with respect to x  axis.  This form 

is more handy for our cryptographic applications. 

Expressing y as a function of x  in (1) 

12
22 2  yxe

 

Take logarithm both sides and assign 
22b then, 

  cxby  ln2
,  …………….(2) 

where  b
b

c ln
2

  

The equation (2) will produce the standard form of the equation 

  cxxxby  322 2918116  ………..(3) 

For brevity we designate the probability symmetric curve (3) by 

),( cbN . 

2.2. Characteristics of Probability Symmetric 

Curves 

Differentiating equation (2) with respect to x gives 

 
xy

b
dx

dy

2

1
       ..……………………(4) 

 (i) A point on the curve is singular if 
dx

dy
 is not well defined.  

This is a point at which both numerator and denominator are 

zero.  Thus the curve will be singular only if it contains a point 

),( yx  such that 0b and 02 xy , the point 

),( yx satisfying these two equations lies on the curve. 

(ii) Let us consider the case when the underlying field is of 

characteristic two.  In this case the derivative becomes 


dx

dy
, since 2 is same as zero in the field. Thus the curve is 

not singular. 

(iii)  If the characteristic is 3, then three is same as zero.  In this 

case for singularity, a condition in b is involved and hence not 

admissible. 

3. ALGEBRAIC EQUATION FOR 

ADDING TWO POINTS ON THIS CURVE 

Given two points P  and Q  on the curve ),( cbN , we have to 

draw a line through P and Q .  If R  is the point which the 

line again intersects ),( cbN  then QP  is the mirror 

reflection of R about the x -axis. 

ie. RQP   

The equation of the straight lines that runs through the points 

P  and Q  is normally of the form,   xy , where  is 

the slope and  is the intercept on the y axis. 

PQ

PQ

xx

yy






 

For any point ),( yx to line at the intersection of the straight 

line and the curve ),( cbN , the following equation must be 

true 

cbxbxbxbxx  32222 2918111266 
     ………….(5) 

Since it is a 3rd degree equation, there are three points of 

intersection.  Already two points correspond to P  and Q  and 

3rd root is the
Rx , the x  co-ordinate of R .  Now equation (5) 

reduces to  

0)116()1812()96(2 2223  cbxbxbbx 

     …………. (6) 
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We have the sum of the roots 

b

b
xxx RQP

2

)69( 2


 

b

b
xxx QPR

2

)69( 2
           …………. (7) 
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Fig-1 Point addition in Probability Symmetric Curve 

 

 

Since (
Rx , Ry ) lie on   xy , 

PPRR yxxy  )(    …………. (8) 

Since RQP   

we have, 

b

b
xxx QPQP

2

)69( 2
  …………. (9) 

PRPQP yxxy  )(            ………… (10) 

Since y  co-ordinate of the reflection R is negative of the 

y  co-ordinate of the point R  on the intersecting straight line.  

The illustrations for point additions are given in Figure 1. 

4. AN ALGEBRAIC EXPRESSION FOR 

CALCULATING P2  FROM P  

Computation of P2 by point multiplication [12] on ),( cbN , 

we draw a tangent at P  and find the intersection of this tangent 

on the curve again leaving the point of intersection on the  

y -axis. 

The slope of the tangent at ),( yx on ),( cbN is 

xy

b

2


 

Hence the slope of the tangent at P  is  

PP yx

b

2
                   ………. (11) 

Since drawing a tangent at P  is the limiting case of drawing a 

line through P  and Q  as Q  approaches P , two of the three 

roots of the equation 

    cxxxbx  322
2918116  …..… (12) 

must coalesce into the point 
Px  and the third root is Rx . 

 

R(xR,yR) 

P(xP,yP) 

Q(xQ,yQ) 

P+Q 

R(xR,yR) 

P(xP,yP) 

Q(xQ,yQ) 

P+Q 

  529181110006 322  xxxy

  52918112506 322  xxxy
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Fig-2 Point doubling in Probability Symmetric Curve 

As before R  is the point of intersection of the tangent with  

),( cbN . Using (7) 

b

b
xx PR

2

)69(
2

2
  

But, 

PP yx

b

2
    and  

P

P

y

by

2

2 2 
     

Thus if we draw a tangent at point P  to the probability 

symmetric curve it will intersect the curve at R  whose  

co-ordinates are given by 

22

222

8

6)49(4

PP

PPP
R

ybx

bxybx
x




 

PRP
PP

R yxx
yx

b
y  )(

2
 

Since the value of P2  is the reflection of the point R  about 

the x  axis, the value of P2  is obtained by taking the negative 

of the y  co-ordinate. 

 

22

222

2
8

6)49(4

PP

PPP
P

ybx

bxybx
x


  …………. (13) 

and 

PPR

PP

P yxx
yx

b
y  )(

2
2   …………. (14) 

The illustrations for point doubling are given in Figure 2.  

5. PROBABILITY SYMMETRIC CURVE 

ON FINITE FIELDS  
The probability symmetric curve operations defined in the 

sections 3 and 4 are on real numbers.  The operations over the 

real numbers are slower and inaccurate due to round-off error 

problems.  The cryptographic operations required the faster and 

accurate results.  To make the operations on probability 

symmetric curve accurate and more efficient, the curve 

cryptography is defined over Prime Field
pF  [13][14][15].  The 

field is chosen with finitely large number of points suited for 

cryptographic operations. 

5.1 Probability Symmetric Curve on Prime 

field pF   

The equation of the probability symmetric curve on a prime field 

pF  is given as 

  pcxxxbpy mod291811mod6 322  , where 

0mod
2

259








 
p

b

cb
         …………. (15) 

 

R(xR,yR) 

P(xP,yP) 

2P 

  529181110006 322  xxxy

R(xR,yR) 

P(xP,yP) 

2P 

  52918112506 322  xxxy
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Here the elements of the finite field are integers between 0 and 

1p . All the operations such as addition, subtraction, 

division and multiplication involve integers between 0 and 

1p .  The prime number p  is chosen such that there is 

finitely large number of points on the ),( cbN  to make the 

cryptosystem secure. The graph for this Curve equation is not a 

smooth curve. Hence the geometrical explanation of point 

addition and doubling as in real numbers will not work here.  

However, the algebraic rules for point addition and point 

doubling can be adapted for ),( cbN  over 
pF .  

5.2 Point Addition  

Consider two distinct points P  and Q  such that 

),( PP yxP   and ),( QQ yxQ  .   

Let QPR   where ),( RR yxR  , then 

p
b

b
xxx QPR mod

2

)69( 2
  and 

pyxxy PRPR mod)(  , p
xx

yy

PQ

PQ
mod




 , 

  is the slope of the line through P  and Q .   If  PQ   

i.e. pyxQ PP mod),(   then OQP  , where O  is 

the point at infinity.  If PQ  then PQP 2  then point 

doubling equations are used. 

 

5.3 Point Subtraction  

Consider two distinct points P  and Q  such that 

),( PP yxP   and ),( QQ yxQ  .  Then 

)( QPQP   where pyxQ QQ mod),( .   Point 

subtraction is used in certain implementation of point 

multiplication such as NAF (Non-Adjacent Form). 

 

5.4 Point Doubling  

Consider a point P  such that ),( PP yxP  , where 0Py . 

Let PR 2  where ),( RR yxR  , then  

p
b

b
xx PR mod

2

)69(
2

2
  and  

pyxx
yx

b
y PPR

PP

R mod)(
2

 ,  

p
yx

b

PP

mod
2

  and p
y

by

P

P mod
2

2 2 
 , is 

the tangent at point P and b  and c  are the parameters chosen 

with the ),( cbN .  If 0Py  then OP 2 , where O  is 

the point at infinity.   

 

6. PROBABILITY SYMMETRIC CURVE 

DOMAIN PARAMETERS  
Apart from the curve parameters b  and c , there are other 

parameters that must be agreed by both parties involved in 

secured and trusted communication using ),( cbN are called 

domain parameters. Generally the protocols implementing the 

),( cbN  specify the domain parameters to be used.  

The operation of each of the public-key cryptographic schemes 

described in this document involves arithmetic operations on a 

),( cbN  over a finite field determined by some of the domain 

parameters.  

Two types of probability symmetric curve domain parameters 

may be used: Probability Symmetric curve domain parameters 

over 
pF  and Probability Symmetric curve domain parameters 

over 
mF

2
. 

The domain parameters for ),( cbN  over 
pF  are a sextuple 

 hnGcbpT ,,,,, , where p  is the prime number defined 

for finite field 
pF , b  and c  are the parameters defining the 

curve   pcxxxbpy mod291811mod6 322  , 

G is the generator point ),( GG yx , a point on the probability 

symmetric curve chosen for cryptographic operations, n is the 

order of the ),( cbN .  The scalar for point multiplication is 

chosen as a number between 0 and n – 1, h is the cofactor where 

h = #N(
pF )/n. #N(

pF ) is the number of points on the 

),( cbN .  

 

7. PROBABILITY SYMMETRIC CURVE 

KEY PAIRS  
All the public-key cryptographic schemes described in this 

document use key pairs known as Probability Symmetric curve 

key pairs. Given some probability symmetric curve domain 

parameters,  hnGcbpT ,,,,, , a probability symmetric 

curve key pair ),( Qd associated with T  consists of a 

probability symmetric curve secret key d which is an integer in 

the interval [1, n-1], and the curve public key 

),( QQ yxQ  which is the point dGQ  .  

 

8. RESULTS AND DISCUSSION 
There are lot of symmetric curves in the literature[16].  Many of 

the curves are not suitable for the secure data transmission and 

digital signature applications.  The Elliptic Curve 

Cryptography[5][7][9] was popularly used in lots of applications 

and research which helps in many secure transmission media. 

The Sextic Curve Cryptography[17] also proposed for the safety 

transmission.  Instead of using the Elliptic Curve Cryptography 

and Sextic Curve Cryptography, it is possible to use the PSCC 

for secure transmission which is very easy to manipulate and 
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find out the points on the curve.  Here the author shows the 

different methods of manipulating the points on the curve: using 

point addition, point doubling and in the finite field. 

The PSCC will be applied in different situations for secure 

transmission as well as the digital signature standards.  The 

constants of ),( cbN may vary based on the condition.  

Different curves can be produced with the various parameters of 

b  and c .  Assume the values of b  and c  as 10 and 5, the 

probability symmetric curve for assumed values become 

11518090206 232  xxxy .  The Table-1 shows the 

list of points P  and Q  lies in the curve, which produced the 

corresponding point QP   which also lies on the same curve.  

The algebraic equation for point addition will produced the 

corresponding QP  points for the given points  P  and Q .  

Table 1. Point Addition using the curve 

11518090206 232  xxxy
 

P Q P+Q 

(0.1, 4.038977) (0.5, 2.738613) (0.729475, -1.99261) 

(0.2, 3.706751) (0.6, 2.417988) (0.585796, -2.46375) 

(0.3, 3.380335) (0.7, 2.091252) (0.384244, -3.10884) 

(0.4, 3.058322) (0.8, 1.749286) (0.087044, -4.0825) 

(0.5, 2.738613) (0.9, 1.37356) (-0.39380, -5.78888) 

 

The algebraic equations for point doubling method applied in 

the PSCC produces P2 , the point corresponding to the point 

P .  The Table-2 shows P2 , the list of points corresponding to 

the point P , which also lies on the same curve. 

Table 2. Point doubling using the curve 

11518090206 232  xxxy
 

P 2P 

(0.1, 4.038977) (-41.6747, -521.1831) 

(0.2, 3.706751) (-9.54629, -69.4401) 

(0.3, 3.380335) (-3.39288, -21.588) 

(0.4, 3.058322) (-1.31158, -10.0539) 

(0.5, 2.738613) (-0.5, -6.3901) 

The Figure-3 shows the x  and y  values of P2  corresponding 

to the point P  of the curve 

11518090206 232  xxxy , which says that when the 

x  value increases the x  and y  values of the P2  also 

increases and which converges to zero.  The points are 

calculated using the point doubling method. 
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Fig-3 Point doubling plotting 

For increasing the security, it is possible to use the prime field.  

Here the probability symmetric curve defined over 
11F can get 

when the value of 11p .  The 






 

b

cb

2

259
 = 29 ≡ 7 (mod 

11) ≠ 0, so )5,10(N  is a probability symmetric curve.  If 

),( yx pass through the curve then the equation of   )5,10(N  is 

of the form    11mod115180902011mod6 232  xxxy  

The Table-3 shows the different points on the curve )5,10(N  in 

the range [0.1, 1] when the interval is 0.1.  There are thousands 

of points lie on the curve.  For every x value it will produce two 

y values.  The prime filed operations on the curve leads for more 

secure transmission.  

Table 3. The points in 

   11mod115180902011mod6 232  xxxy  

(0.1, 4.038977) (0.1, 6.961023) (0.2, 3.706751) (0.2, 7.293249) 

(0.3, 3.380335) (0.3, 7.619665) (0.4, 3.058322) (0.4, 7.941678) 

(0.5, 2.738613) (0.5, 8.261387) (0.6, 2.417988) (0.6, 8.582012) 

(0.7, 2.091252) (0.7, 8.908748) (0.8, 1.749286) (0.8, 9.250714) 

(0.9, 1.37356) (0.9, 9.62644) (1, 0.912871) (1, 10.08713) 
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9. CONCLUSION 
In this paper, the author proposed the new safety measures using 

the Probability Symmetric Curve.  The point addition and point 

doubling presented here will create new chapter in the security 

issues.  The techniques presented in the finite field will make 

better safety of data. We believe that the proposed method of 

PSCC is the blitzkrieg in the safety and security challenges in 

the communication technology. 

The different values of b  and c will produce the different 

curves; we can say that the harder security may get for a 

particular value of b  and c .  The PSCC over the binary field 

may boost the security features. The enhanced form of the PSC 

may produce better result in future. 
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