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ABSTRACT

Block ciphers are very important in communication systems as
they provide confidentiality through encryption. The popular
block cipher is an Advanced Encryption Standard (AES). Each
cipher uses several rounds of fixed operations to achieve desired
security level. The number of rounds in a block cipher is decided
based upon the resistivity levels against the known attacks. The
very first level of attack on an encryption algorithm is to search
for repetitive cipher values and relate them to plaintext. The
diffusion enables to spread out the repetitive plain text patterns
in the cipher values. The diffusion is achieved using linear
operations such as key addition, rotate byte, MDS matrix
multiplication, etc. In this paper we propose a method of
enhancing the diffusion power by key multiplication rather than
conventional key addition used in the Advanced encryption
standard algorithm. The paper discusses the problems associated
with the key multiplication and provides the possible solutions.
The measured results indicate more diffusion when compared
with the existing method. Key multiplication, as a diffusion
element, is a better solution in the design of encryption
algorithms.
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1. INTRODUCTION

Cryptography allows people to carry over the confidence found
in the physical world to the electronic world, thus allowing
people to do business electronically without worries of
deception.  Everyday thousands of people interacts
electronically, whether it is through e-mail, e-commerce, ATM
machine or cellular phones. The perpetual increase of
information transmitted electronically has led to an increased
reliance on cryptography.

Cryptography provides four basic functions required for
electronic transactions: 1) Authentication, 2) Confidentiality, 3)
Integrity and 4) Non-repudiation. The cipher values of an
encryption algorithm are randomized using several diffusion
elements such as addition, transposition, rotation, etc. Such
operations on diffusion elements are repeated several times or
several rounds for achieving sufficient diffusion level. For
example, DES uses 8 rounds, whereas MARS uses 32 rounds.
Therefore, it is very important to understand the diffusion
behavior of an encryption algorithm [10].
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1.1 Symmetric Algorithms

There are two general types of key based algorithms: Symmetric
and Public Key. In Symmetric algorithms encryption key can be
same as the decryption key and vice versa. These are also called
as secret key algorithms. Symmetric algorithms can be divided
into two categories: i) some operate on the plaintext a single bit
at a time which are called Stream ciphers, and ii) others operate
on the plaintext in groups of bits, such groups of bits are called
blocks and such algorithms are called Block ciphers [8].

1.2 Stream Ciphers and Block Ciphers

Stream ciphers are generally faster than block ciphers in
hardware, and have less complex hardware circuitry. Stream
ciphers are more suitable for situations where transmission
errors are highly probable.

Symmetric key block ciphers are the most prominent and
important elements in  many cryptographic  systems.
Individually, they provide confidentiality. The examples of
block ciphers are DES, 3-DES, FEAL, SAFER, RC5 and AES.
The implementation of any basic block cipher is generally
known as Electronic Code Book (ECB) mode. In order to
increase the security further additional modes are also defined.
They are (1) Cipher Feed Back (CFB) mode (2) Output Feed
Back (OFB) mode (3) Counter mode (CTR). The counter mode
has become popular in IPSec and IPv6 applications.

1.3 Confusion and Diffusion

These are the two important techniques for building any
cryptographic system. Claude Shannon introduced the terms
Confusion and Diffusion. According to Shannon, in an ideal
cipher, “all statistics of the cipher text are independent of the
particular key used”. In Diffusion, each plaintext digit affects
many cipher text digits, which is equivalent to saying that each
cipher text digit is affected by many plain text digits.

All encryption algorithms will make use of diffusion and
confusion layers. Diffusion layer is based upon simple linear
operations such as multi-permutations, key additions,
multiplication with known constants etc. On the other hand,
confusion layer is based upon complex and linear operations
such as Substitution Box (S-box) [10].

This paper proposes the key multiplication rather than key
addition for improving the diffusion level in AES. A scheme is
provided to implement the key multiplication. Experiments are
conducted to measure the diffusion level with key
multiplication. Results are compared with that of diffusion level
achieved with key addition. In the remaining paper, section 2
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describes the AES algorithm and its evaluation. The key
addition known as “Addroundkey” of the existing AES
algorithm is explained in section 3. The scheme for the proposed
key multiplication is explained in section 4. Experimental
results are presented and discussed in Section 5.

2. ADVANCED ENCRYPTION STANDARD

ALGORITHM

2.1 Evaluation of Advanced Encryption

Standard

In 1997, the National Institute of Standards and Technology
(NIST) announced a program to develop and choose an
Advanced Encryption Standard (AES) to replace the aging Data
Encryption Standard (DES).In 1998, NIST announced the
acceptance of fifteen candidate algorithms and requested the
assistance of the cryptographic research community in analyzing
the candidates. This analysis included an initial examination of
the security and efficiency characteristics for each algorithm.
NIST reviewed the results of this preliminary research and
selected MARS, RC6, Rijndael, Serpent and Twofish as
finalists. An interesting performance comparison of these
algorithms can be found in [1]. On October 2000 and having
reviewed further public analysis of the finalists, NIST decided to
propose Rijndael as the Advanced Encryption Standard (AES).
Rijndael, designed by Joan Daemen (Proton World International
Inc.) and Vincent Rijmen (Katholieke Univeriteit Leuven) of
Belgium, is a block cipher with a simple and elegant structure
[2].The Advanced Encryption Standard (AES), also known as
the Rijndael algorithm, is a symmetric block cipher that can
encrypt data blocks of 128 bits using symmetric keys of 128,
192 or 256 bits. AES was introduced to replace the Triple DES
(3DES) algorithm used for a good amount of time universally.
Though, if security were the only consideration, then 3DES
would be an appropriate choice for a standardized encryption
algorithm for decades to come. The main drawback was its slow
software implementation. For reasons of both efficiency and
security, a larger block size is desirable. Due to its high level
security, speed, ease of implementation and flexibility, Rijndael
was chosen for AES standard in the year 2001.

2.2 Rijndael Algorithm

Rijndael is a block cipher developed by Joan Daemen and
Vincent Rijmen. The algorithm is flexible in supporting any
combination of data and key size of 128, 192, and 256 bits.
However, AES allows a 128 bit data length that can be divided
into four basic operation blocks. These blocks operate on array
of bytes and organized as a 4x4 matrix that is called the state.
For full encryption, the data is passed through Nr rounds (Nr =
10, 12, 14) as shown in the Figure 2. These rounds are governed
by the following transformations:

(i) Bytesub transformation: Is a non linear byte Substitution,
using a substation table (s-box), which is constructed by
multiplicative inverse and affine transformation.

(ii) Shiftrows transformation: Is a simple byte transposition, the
bytes in the last three rows of the state are cyclically shifted; the
offset of the left shift varies from one to three bytes.

(iii) Mixcolumns transformation: Is equivalent to a matrix
multiplication of columns of the states. Each column vector is
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multiplied by a fixed matrix. It should be noted that the bytes are
treated as polynomials rather than numbers.

(iv) Addroundkey transformation: Is a simple XOR between the
working state and the roundkey. This transformation is its own
inverse.

The encryption procedure consists of several steps as shown by
Fig. 1. After an initial addroundkey, a round function is applied

Key LengtIL Block Size] Number
of Rounds
(Nk words) | (Nb words) (Nr)

AES-128 4 4 10
AES-192 6 4 12
AES-256 8 4 14

Fig 1: Key-Block-Round Combinations

to the data block (consisting of bytesub, shiftrows, mixcolumns
and addroundkey transformation, respectively). It is performed
iteratively (Nr times) depending on the key length. The
decryption structure has exactly the same sequence of
transformations as the one in the encryption structure. The
transformations Inv-Bytesub, the Inv-Shiftrows, the Inv-
Mixcolumns, and the Addroundkey allow the form of the key
schedules to be identical for encryption and decryption [3].

Plain text (128 bits)

Addroundkey (0) — Addroundkey

.
Bytesub

Shiftrows

> (Nr-1)

Mixcolumns

Addroundkey (i) —
Addroundkey

v

Bytesub

VAN

Addroundkey (Nr) Shiftrows

Addroundkey

-/

Cipher text (128 bits)
Fig 2: AES algorithm- Encryption Structure

3. EXISTING ADDROUNDKEY () IN AES

In this transformation the 128 bits of state are bitwise XORed
with the 128 bits of the round key as shown in figure below. The
array of round keys is derived from the cipher key by means of
the key schedule. The round key length is equal to the block
length. It can be viewed as a byte level operation.
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A0,0 | AO1 | AO,2 | AD,3 K0,0 | K0,1 | K0,2 | KO,3 B0,0 | BO,1 | BO,2 | BO,3
Al10 | A1l | A1,2 | A1.3 K10 | KLl | Ki2 | Ki3| — B10 | BL,1 [ BL,2 | B1,3
A20 | A21 | A22 | A23 Koo [ K2l | K22 [ K23 | — B20 | B21 | B22 | B2,3
A3,0 | A3,1 | A3,2 | A3,3 K30 | K31 | K32 | K33 B30 | B3,1 | B3,2 | B3,3
Fig 3: Add roundkey transformation

For example

47 40 A3 4C AC 19 28 57 _ EB 59 8B 1B
37 D4 70 9F ® 77 FA D1 5C - 40 2E Al C3
94 E4 3A | 42 66 DC 29 00 F2 38 13 42
ED | A5 Ab6 BC F3 21 41 6A 1E 84 E7 D2

The input is depicted as a square matrix of bytes. This block is
copied into the state array, which is modified at each stage of
encryption or decryption. After the final stage, state is copied to
an output matrix. Similarly the 128-bit key is also seen as a
square matrix of bytes.

4. PROPOSED KEY MULTIPLICATION

4.1 Advantage of Key multiplication

In AES, the key is used by key addition operation only. No other
diffusion element makes use of the key. For this reason, the
cipher begins and ends with the AddRoundKey stage. Any other
stage applied at the beginning or end, is reversible without
knowledge of the key and so would add no security [13].

The AddRoundKey stage is, in effect, a form of Vernam cipher
and by itself would not formidable. The other three stages
together provide confusion, diffusion and non-linearity but by
themselves provide no security, because they do not use the key.
We can view the cipher as alternating operations of XOR
encryption (Add Round Key) of a block, followed by scrambling
of the block (the other three stages), followed by XOR
encryption, and so, on. This scheme is both efficient and highly
secure.

4.2 Proposed Key Mixing

The revised AES consists of Key Multiplication function instead
of Key Addition. It is done by Multiplying each byte of the state
with the corresponding byte in the Key. This will consume some
time than the Keyaddition, which is a simple EXOR but this will
produce more confusion and more Diffusion than the
Keyaddition. This multiplication can be achieved using the
following function

Multiplication in Rijndael's galois field is a little more
complicated. The procedure is as follows:

Take two eight-bit numbers, a and b, and an eight-bit

product p

Set the product to zero.

Make a copy of a and b, which we will simply call a
and b in the rest of this algorithm

Run the following loop eight times:

1. If the low bit of b is set, exclusive or the
product p by the value of a

2. Keep track of whether the high (eighth from
left) bit of a is set to one

3. Rotate a one bit to the left, discarding the
high bit, and making the low bit have a
value of zero

4. If a's hi bit had a value of one prior to this
rotation, exclusive or a with the hexadecimal
number 0x1b

5. Rotate b one bit to the right, discarding the

low bit, and making the high (eighth from
left) bit have a value of zero.

The product p now has the product of a and b
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S0,0 [ S0.L [S0.2 | S03 Koo | KO | Koz | Kos $00 | Sor | Sor | Sos
S1,0 | s1,1 [s1,2 |s13 > Kio | Kii | Kio | Kis S0 | S11 | S12 | Sus
S20 | S21 | S22 | s23 Koo | Kox | Kon | Kos _ S0 | S | Sas | 525
S30 | S3.1 | S3.2 | S33
K30 Ks,l | Ksp K33 S50 S'31 S5 S'33

For example

47 | 40 | A3 | 4c AC | 19 | 28 | 57 4 A ” 05

37 [ o470 | F | X[ T AP o | c8 | 10 | 2t

94 | E4 | 3A | 42 6 | bCc | 29 | o N 72 71 FO 42

D | As | A6 | BC Fa [ 2L | 41 | 6A oF | c2 | a8 | 4a

Fig 4: KeyMultiplication transformation

4.3 Problem Faced and Solution

The Keys can have any value from {00} to {ff}. So if a key has
a value {00}, then multiplication of that part of key with the
state byte will give {00}. This leads to loss of that particular
data. To avoid this, the key when it is expanded it is checked for
any {00} value in it. If it is present then it is replaced with the
number (ROUND +1).Here ROUND represents the round
number. Here why it is taken as a (ROUND + 1) means, because
if we have {00} in the Oth round then if we replace the key value
with the round number then again it will give {00}. So
(ROUND + 1) is used. The inverse of keys are calculated by
taking the Multiplicative inverse of each byte and it is used in
the decryption.

For example consider the following initial key
0x00000000 0x00000000 0x00000000 0x00000000
The expanded key is

00000000 00000000 00000000 00000000
62626262 63636363 63636363 63636363
9bfo9bf9  98fh98fb  98fb98fb  c9aac9aa
9069f20b  976cf40f  34cf57ac 50fa3399
ee87757e  066a9e91  dalb542ee  7b81b22b
7ff88df3 2e44dadb  2b3e7c92  8809bb90
ecl4996a 6125ffb4  4b75099b  858c37a7
2135acc6  7550aflb  17626bf0  870b3c9b

0e3b9751  f9a9061d  03610afa  3338049f
b18ald4c  d47d7b66  d8bOb349 e2dadedl
b43e236f ef92e98f 5be25118  chllcf8e

When we multiply with this key the plaintext will be lost in the
first key multiplication itself. So to avoid that we replaced the
{00} with the (Round+1) number.

So the new keys are:

11111111 11111111 11111111
62626262 63636363 63636363 63636363
9bfo9bf9  98fh98fb  98fb98fb  c9aac9aa

9069f20b  976¢cf40f  34cf57ac 50fa3399
ee87757e  066a9e91  dal542ee  7b81b22b
7ff88df3  2e44dadb  2b3e7c92  8809bb90
ecl4996a  6125ffb4  4b75099b  858c37a7

2135acc6  7550aflb  17626bf0  870b3c9b

0e3b9751  f9a9061d  03610afa  3338049f

b18ald4dc  d47d7b66  d8h9b349 e2dade4dl

b43e236f ef92e98f 5be25118 cbllcf 8e

11111111
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5. EXPERIMENTAL RESULTS

The difference between the bits of plaintext and cipher text is
the measure of diffusion level. In other words, the Hamming
distance of the difference indicates the difffusion strength. The
avalanche value is the number of output bits changed when one
input bit in the plain text is flipped. Avalanche value is the
Hamming distance of two cipher values corresponding to two
cases: 1) without input bit flipping and 2) with input bit flipping.
For robust encryption algorithm, higher avalanche values are
desirable. An encryption algorithm implemented with either
more number of diffusion elements or powerful elements
exhibits higher avalanche values. Experiments are conducted to
measure the avalanche values of an algorithm with key
multiplication as diffusion element.

Two encryption algorithms are implemented: 1) AES with key
addition as per the standard and 2) AES with key multiplication
in place of key addition. Figures 5 and 6 gives the details of
input plain text, key value and cipher values at the end of each
round corresponding to these two implementations, respectively.
Cipher values are also generated by flipping one bit of plain text
and compared with earlier cipher values to obtain the avalanche
values. Figures 7 and 8 gives the avalanche values obtained for
key addition and multiplication, respectively. These are also
shown in Table 1 for the comparing the results.

s (:\Documents and Settings\ohan H5\Desktop\filesinew aes).\Debuglaes. exe

bewer Rey length is @ 128

posex Data length is & 128
This is Encryption using AES which uses key Addition

The Key Entered is : 2h7el516 28aedZab abf71588 f%cf4fic
The Data entered is : 3243f6al 885a388d 31319842 e@370734

Cipher after 1 round D a74f504a  3442abh73  £1179h%e BeB2Bec?
+ 423639Fh 4196323  d@6473d  e555aldc
: GddeBSh 2aB%ba?f 8936e174 Tch45d4l

: e8Phhdh2 1e4d?733 84h8hfB4 f7dbaf

Cipher after 2 round
Cipher after 3 round
Cipher after 4 round
t 356ecBef 5F349h79 98535242 4d3hed7e
t 36c22125 45hc98al 468abcll elelhB84
i 7d884d5 f65hddhd d4221174 e21397cc

Cipher after 5 round

Cipher after 6 round
Cipher after 7 round
e3ddf946 3@he@h51 19£295ac Bede5add
Cipher after 9 round : dbdfidel e72721F9 B87deba?8 elBdfbaa
Cipher after 1@ round is : Bad8Bd@4 5df36712 6447151 dee?fila

Cipher after 8 round

The cipher after Encryption is :

BadB8Bdd4 5df36712 £6447151 dee?flla

This is Decryption using AES which uses key Addition

The Key Entered is : 2h7el516 28aedZab abf71588 %cfdf3c
The Data entered is : Bad8@d@4 5df36712 f6447151 dee?fiia

The original initial Data after Decryption is :
3243f6aB 885a388d 313198a2 eB37E734

The results chous the AES Encryption and Decryption process using keyAddition

Fig 5: Encryption and Decryption using the Existing AES
which uses Key Addition

International Journal of Computer Applications (0975 — 8887)
Volume 30— No.5, September 2011

ocuments and Settings\ohan HS\Deskiop\files\new aes\.\Debughrevisedaes. exe

et Hey length is @ 128

bt Data length is - 128

This iz Encryption using Revised AES using key multiplication
The Key Entered is : 2h7e1516 28aed2ab abf?1588 9cf4fic
The Data entered is : 3243f6aB 885a3B8d 313198a2 e@370734

s after 2 round is : 9638%hcf efadildd 48cdaBed  1e8h?38d
s after 3 round iz : 89FB99a7 46c79fed e126137c ch?72f7a
» after 4 round is @ 598a5151 31h3ebad 9h8fccBS e59988ed
» after 5 round is @ 1e7ab5e3 heaBc3Pe cdlhbecf hh884bSh
Cipher after 6 round is i c7408hc8 B21e4%d 752d1830 73alcfBb
Cipher after 7 round is : 550008312 4fh95d8f c%feef2 93026747
Cipher after B round is : 2aZha2h3 Bhdabdd3 5@657db3 B254871f
Cipher after 9 round is @ 5Ffh7e9fc 5064217F caal488d 2244h8ab
Cipher after 18 round is : 594hcddd dcbleBae 7a7f88d4 90FF78c3

The cipher after Encryption is :
G94bcddd deblefae 7a?fBBd4  90£f76c3
The Key Entered is : 2h7el516 28aed2ab abf?71588 9cf4f3c

The Data entered is : 594hcddd dcbleBae 7a7f88d4 9Bff78c3

The original initial Data after Decryption is :
3243f6a8 885a388d 313198a2 e@378734

That all the results shows the Revised AES Encryption and Decryption process
using keymultiplication instead of key addition

Fig 6: Encryption and Decryption using Revised AES which
uses key Multiplication

AUALANCHE UALUES OF AES USING KEYADDITION
st EA-OR of cipherl & cipher?

D 70395042 elalBede 1a19d783 led26Mec HY = 57
: gb062123 950c430b f18d%ada 4961h746 HY = 56
tcfct2056 F604Bcdl BeTe? 3dBac?fa HY = 62
: hd98hd?7 dfThaald PaeB83f 1cfefall HY = 78
t aafd0dSf e2hi2e2) 574addd) Tecalalf HY = 63
D 9809hiic 43f614h 141ada87 22dedded 1 HW = 55
: Baleed28 9ed94188 654chdaf 9045hadb i = 55

Hamming Weights

: eladddfh 4B46daac  5d%ddh1Y dcdlefed =
: S51che@l 6cBedB4l clccBS?8 h2edodhl HY = 55
B : 425827 aadacfaB cfP663h2 4Babh7a8 1 WM =64 _

Fig 7: Results of Avalanche Effect of changing one bit using
AES which uses key Addition.

43



RUALANCHE UALUES OF REVIESED AES USING KEY MULTIPLICATION

E3-OR of cipherl & cipher? ! Hanning Heights

:f4F853a5 hd3ZhBi5S S4Bedefa def76f5H ="

: SBiRSiha 427a%cch S4F3ceh Ycaf35dS Hil = 65

: Dedd7aca a™M¥cTfl fhalecAh elcbbfda H =78

: adleBS65 4756e28f £7dfandd 132ad97% i = 68
D104e3 ad667%a 2calfAdl 619hhidg Hi = 62
 4h36heR YofdfSe 2587h7cd 2f7e6ddt

ledfddcd d56c7197 2e6@c369 cifaadhe HY = 68

D 3612478 hBcB2M4 cef2SRMG ePARMSE T WV =61
Jd17a028 fb4fcade 4906810 eB20M6ef 0 HW =58
B @ 4icfefad 4ed7f388 49aefhBD S9efded? 1 MW =65

Fig 8: Results of Avalanche Effect of changing one bit in a
key using Revised AES which uses key Multiplication

Table 1: Avalanche values for two encryption algorithms a)
AES and b) AES with key multiplication in place of key
addition.

Round

Number 1123|456 |78 9 | 10

AES
with
Key
addition

57 |56 |62 |70 | 63 |55 |55 | 71| 55 | 64

AES
with
Key 73 165|70| 68|62 |65|68|61| 55| 65
Multipli
cation

As shown in Table 1, the avalanche values corresponding to key
multiplication are higher than that of key addition. This shows
that the diffusion exhibited by key multiplication is better than
the key addition. It is relatively easy to meet strict avalanche
criterion (SAC) using key multiplications compared to key
addition. SAC states that if a single input bit is flipped, at least
half of output bits should change. Therefore, key multiplication
can be used as a diffusion element in the design of encryption
algorithms for achieving better performance.

6. CONCLUSION

The basic design of an encryption algorithm is based upon the
strength of diffusion and confusion. This paper explored
diffusion elements used in the AES. Based upon these studies,
we proposed a revised Advanced encryption algorithm using
Key mixing using modulo multiplication instead of conventional
key addition which increases the security of AES. A scheme is
designed to implement key multiplication. As indicated by
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measured results, the diffusion level is improved with key
multiplication. The results are attractive to design an encryption
algorithm using key multiplication apart from the key addition
in order to achieve desired diffusion level. Though key
multiplication takes more CPU cycles, it finds applications on
platforms with high-speed processors.
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