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ABSTRACT

Cloud computing is a modern as well as advanced computing
technology, which provides flexible, on-demand, and low-cost
usage of computing resources, but the information is
outsourced to some cloud server providers, and various
privacy concerns emerge from it. Different techniques based
on the attribute-based encryption have been proposed to
secure the cloud storage. Sharing of personal health record is
an emerging patient centric model of health data exchange
which is often outsourced by the third party such as cloud
server. The confidentiality of the personal record is major
problem when patient use commercial cloud server to store
their health records, it can be viewed anyone is the Attribute-
Based Encryption (ABE) has emerged as a promising
platform providing end-to-end data security and privacy in
cloud storage system. It allows data owners to define access
policies and encrypt the data under the policies, such that only
users whose attributes satisfying these access policies can
decrypt the data. We also leverage Windows Communication
Foundation (WCF) Technique that allows secure
communication or exchange of data in real time. Personal
Health Record (PHR) contains the details of the patient health
which is monitored and handled by the patients and they can
add, delete, and modify their own record.

General Terms
Cloud computing, Attribute based Encryption, Security,
XML, SOAP, WSDL.

Keywords
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1. INTRODUCTION

Cloud Computing is new emerging technology in business
domain as well as in the health care sector or organization.
Large number of healthcare institutes started migrating the
electronic health information records to the cloud platform.
Cloud can be concerned as a platform that stores gigantic or
huge amount of health data and also acts as a structured
management of health data across multiple service providers.
The cloud computing is the result of many factors such as
traditional computer technology and communication
technology and business mode. It is based on the internetwork
and has the format of various services provided for the
consumer [3]. Cloud computing system provides the service
for the user and has the character of high security, scalability
and reliability. The resource in the cloud system is transparent
for the application and the user do not know the place of the
resource. The users can access your applications and data
from anywhere. Cloud computing model uses the third party
service provider that manages the hardware and software
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resources with reduction of maintenance cost. Components of
CC are organized into five categories, as shown in fig 1,
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Fig 1: Cloud computing architecture

Cloud Consumer: It can be a person or organization who
wants to use service from Cloud Providers.

Cloud Provider: It can be a person, organization or institute
that provides the services to the users.

Cloud Auditor: It is a party who has to verify whether cloud
provider is providing the services to user according to the
service level agreement and user’s requirement or not.

Cloud Broker: It is the intermediate between cloud provider
and the user.

Cloud Carrier: It is a transport media by which services are
routed towards the appropriate user.

Attribute-based Encryption (ABE) is an encryption technique
that can achieve the fine grained access control with
encryption in the manner that a user can only read the parts of
data that they are allowed to read, or the data can only be read
by a user with certain attributes. Therefore ABE is suitable for
PHR system in the cloud in which many users can retrieve the
same PHR while every user can only decrypt the parts that
they are allowed to read. Data is encrypted using a set of
attributes so that multiple clients who possess proper
authorization can decrypt the data. Attribute-Based
Encryption (ABE) not only provides fine-grained access
control but also take action against collusion. Attribute Based
Encryption (ABE) [7], [8] had been proposed for data
encryption and decryption. ABE is an extension of IBE
scheme in that multiple public known attributes as the public
key.



The rest of the paper is organized as follows. Section Il
discusses architectural view of Proposed PHR System.
Section Ill gives overview of design methodology i.e.
modules. Section 1V gives brief idea about the Web Services
and Windows Communication Foundation [WCF] services.
Section V mentioned algorithmic strategy implementation
details and experimental results. Section VI concludes the
discussion and highlights the open research issues and areas.

2. ARCHITECTURAL VIEW OF
PROPSED PHR SYSTEM

Due to the high cost of maintaining and building specialized
data centers, many PHR services are outsourced to or
provided by third-party service providers, for example,
Microsoft Health Vault. It is exciting to have convenient PHR
services for everybody but, there are many security and
privacy risks. The main concern is about whether the patients
could actually control the sharing of their sensitive personal
health information (PHI), especially when they are stored on a
third-party server which people may not fully trust. In
Existing system a PHR system model, there are multiple
owners who may encrypt according to their own ways,
possibly using different sets of cryptographic keys. Letting
each user obtain keys from every owner whose PHR she
wants to read would limit the accessibility since patients are
not always online [1]. An alternative is to employ a central
authority (CA) to do the key management on behalf of all
PHR owners, but this requires too much trust on a single
authority. One of the disadvantage of existing system is there
have been wide privacy concerns as personal health
information could be exposed to those third party servers and
to unauthorized parties. The proposed system is providing the
fine-grained access control to the system by using the
different attribute based encryption schemes. In this system,
the users are classified into two security domains called
Personal Security Domain and Public Security Domain as
shown in fig 2. The users like family members, friends are
included in the personal security domain (Private users) and
the users from the health care sectors and insurance
environment are considering as the data users from the public
security domain (Public users). For both the two different set
of user domain the variations of attribute based encryption is
used. For the personal security domain the Key-policy
attribute based encryption scheme is used. For the public
security domain the Multiple-Authority attribute scheme is
proposed.
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Fig 2: Proposed PHR System
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In PSD, the owner used key-policy Attributed based
encryption technique and generates secret key for their PSD
clients and in PUD the multi-authority attribute based
encryption scheme is preferred. Secret Key for PUD users are
generated by multiple authorities depending on their both
specialization and profession.
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Fig 3: Architectural view of PHR

The scenario gives the idea about the need for a system which
fulfills the following security requirements:

» Protect health records from network attacker. So, data is to
be encrypted before it is sent to the web PHR. [6]

* Health records protected from third parties who store PHRs.
The third party manages web PHRs which are not accessible
to the plain data.

* The access policy concerned with the encrypted data, such
that only those users having a secret key associated with set of
attributes which satisfies the policy might be capable of
decrypting it.

* Users from the professional domain and users from the
social domain both need to be properly authenticated and
authorized to access the data.

3. METHODOLOGY

The operations of proposed medical health data sharing
system combine KP-ABE and Multi-authority ABE and
traditional cryptography, allowing patients to share their
health records. These operations can be divides into following
modules:

PHR owner Module

Cloud Server Module

Attribute based Access Policy Module
Data Confidentiality Module

The main goal is to provide efficient key management and
secure patient-centric PHR access at the same time.
According to the various users’ data access requirements we
split the system into multiple security domains (i.e., personal
security domains (PSDs) and public security domains
(PUDs)).In. PHR owner module every data owner (e.g.,
patient) is a trusted authority of her own PSD, who uses a key
generation scheme to manage the secret keys of users in their
personal domain (PSD). For PSD, data attributes are defined
which refer to the intrinsic characteristics of the PHR data,
such as the category of a PHR file. For the purpose of PSD
access, each PHR file is labeled with its data attributes. Since
the number of users in a PSD is often small, it reduces the
burden for the owner. When encrypting the data for PSD, all
that the owner needs to know about the intrinsic data



properties. A PHR service permits a patient to create, manage,
update, access and control their personal health data record in
one place through the web, which has made the storage,
retrieval, and sharing of the medical information more
efficient.

Cloud server module acts as a third party server which stores
encrypted sensitive data of owner, the server will try to find
out as much private information in the stored PHR files as
possible, but they will honestly follow the protocol in general.
The server is to be semi trusted, honest On the other hand;
some users will also try to access the files beyond their
privileges. For example, a chemist may want to obtain the
prescriptions of patients for marketing and boosting its profits.
To do so, they may collide with other clients, or even with the
server.

In our proposed framework, there are multiple domains,
multiple owners, multiple authorities, and multiple users and
additionally, two ABE [1] systems are involved named as read
and write access as data readers and contributors, respectively.
The health data privacy preserving in the cloud has multiple
requirements to be fulfilled. The requirements include
integrity, confidentiality, authenticity, security, reliability,
accountability, audit, non-repudiation, anonymity, and unlink
ability.

Data confidentiality module deals with Attribute Based
Encryption. In this encrypted PHR files are uploading to the
server by the owners. Every owner’s PHR file is encrypted
under a certain role-based and fine grained access policy for
users from the public domain to access and under a chosen
group of data attributes that allows access from users in the
personal domain. The PHR files can be decrypt by the
authorized users, excluding the server.

4. WEB SERVICES & WCF
4.1\Web Services

Web Services are self contained, self describing, standards-
based, language-agnostic software entity that accepts specially
formatted requests from other software entities on remote
machines via vendor and transport neutral communication
protocols producing application specific responses. These
services can be published, found and used on the web. Web
services communicate using open protocol [9]. The extensible
Markup Language (XML) is a W3C recommendation for
creating special-purpose markup languages that enable the
structuring, description and interchange of data. Building
blocks of XML are, Elements concerned with pairing of a
start tag and an end tag. Attributes consists of a name-value
pair that is part of a starting tag of an Element. Processing
Instructions are special directives to the application that will
process the XML document. Comments deals with messages
helping a human reader understand the source code. Character
Data consists of characters in a specific encoding, Entities and
Whitespace. Web services having two types of uses such as
reusable application component and connect existing
software.

Simple Object Access Protocol (SOAP) is an industry
accepted W3C specification for XML distributed computing
infrastructure. SOAP is an XML based protocol for accessing
the web services. The root element of a SOAP message is the
Envelope element. It contains an optional Header element and
the required Body. Elements called Faults can be used to
describe exceptional situations. It can contain optional
attachments in MIME encoding for exchanging binary data.
The SOAP Message Transmission involves three main roles
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as shown in fig.5 The SOAP Sender creates and sends a
SOAP Message to an ultimate SOAP Receiver. One or more
optional SOAP Intermediaries can be positioned to intercept
messages between the sender and the receiver. They can
perform filtering, logging, catching etc. The SOAP sender’s
intended destination is called the Ultimate SOAP Receiver.
Transmission of SOAP message is shown in the fig as,
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Fig 4: Transmission of SOAP Message
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Web Services Description Language (WSDL) is an XML
format for describing all the information needed to invoke and
communicate with a Web Service. A WSDL Document is a
set of definitions with a single root element. Services can be
defined using the XML elements. A WSDL Document can
contain zero or more portType .A portType element contains a
single name attribute. Naming convention
“nameOfWebService PortType” A portType contains one or
more operation elements, with a name attribute can contain
input, output and fault elements. A WSDL document can
contain zero or more message elements. Each message
element can be used as an input, output or fault message
within an operation.

Resource Description Framework (RDF) is a framework for
describing resources on the web .It is written in XML.RDF is
a W3C recommendation.

Really Simple Syndication (RSS) allows to syndicate the site
contents.RSS defines an easy way to share & view headlines
& content. RSS files can be automatically updated It is also
written in XML.

4.2 \Windows Communication Foundation
(WCF)

Windows Communication Foundation (WCF) is a framework
for building service-oriented applications. Using WCF, you
can send data as asynchronous messages from one service
endpoint to another. A service endpoint can be part of a
continuously available service hosted by IIS, or it can be a
service hosted in an application. An endpoint can be a client
of a service that requests data from a service endpoint. The
messages can be as simple as a single character or word sent
as XML, or as complex as a stream of binary data. WCF is a
replacement for all earlier web service technologies from
Microsoft. Difference between Web services and WCF is
Web Services can be accessed only over HTTP & it works in
stateless environment [4], where WCF is flexible because its
services can be hosted in different types of applications.
Common scenarios for hosting WCF services are Internet
Information Service (11S) Server, Self-hosting, Managed
Windows Service. WCF is used in secure service to process
business transactions. WCF also used in a chat scenario that
allows two people communicate or exchange data in real time.
WCF supplies current data to others, such as a traffic report or
other monitoring service. Web Services Use XmlSerializer
But WCF uses DataContractSerializer which is better in
Performance as Compared to XmlSerializer. XmlSerializer
serializes only public fields or properties of .NET types can be
translated into XML whereas DataContractSerializer
Explicitly shows which fields or properties are serialized into
XML. The DataContractSerializer can translate the Hash
Table into XML.



4.2.1Features of WCF:

e  Service Orientation

e Interoperability

e  Multiple Message Patterns

e  Service Metadata

e Data Contracts

e  Security

e  Multiple Transports and Encodings
e Reliable and Queued Messages

e  Durable Messages

e  Transactions

5. IMLEMENTATION DETAILS &
EXPERIMENTAL RESULTS

Base-64 Algorithm

Base 64 is a group of similar binary —to-text Encoding scheme
that represents binary data in an ASCII string format by
translating it into a radix-64 representation. The term Base64
originates from a specific MIME content transfer encoding.
Base64 encoding schemes are commonly used when there is a
need to encode binary data that needs to be stored and
transferred over media that is designed to deal with textual
data. This is to ensure that the data remains intact without
modification during transport. Base64 is commonly used in a
number of applications, including email via MIME, and
storing complex data in XML. Consider one word “Man”.

Text content M a n
ASCll 17 (Oxda) 97 (061) 110 (016e)
Bitpattem (01 0011|010/ 1{1{0/0[0 0 1{01{1{0 11 1[0
Index 19 2 § 46
Bage4-encoded T W F u

Fig 5:Encoded Value[11]

In the above quote encoded value of man is TFWU Encoded
in ASCII, the characters M, a, and n are stored as the bytes 77,
97,110 which are the 8-bit binary
values 01001101, 01100001, and 01101110. These three
values are joined together into a 24-bit string,
producing 010011010110000101101110 . Groups of 6 bits (6
bits have a maximum of 2°=64 different binary values)
are converted into individual numbers from left to right (in
this case, there are four numbers in a 24-bit string), which are
then converted into their corresponding Base64 character
values [11].
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The Base64 index table:

Value | Char Value | Char Value | Char Value | Char
0 A 16 Q 32 g 45 W
1 B 17 R 33 h 49 >3
2 C 18 S 34 i a0 ¥
3 D 19 T 35 j a1 z
4 E 20 i} 36 k 52 8
5 F 21 v a7 1 53 1
6 G 22 W 38 m 54 2
7 H 23 X 39 n 55 3
8 I 24 Y 40 0 a6 4
9 ] 25 Z 41 p a7 5
10 K 26 a 42 q o8 6
11 L 27 b 43 r a9 7
12 M 28 C 44 s 60 b3
13 N 29 d 45 t 61 g
14 0 30 e 45 u 62 +
15 P 3 f 47 v 63 !

Fig 6:Base 64 index table[11]

Secrete Key Generation
/*Generate new SKey*/

SELECT @NewSKey = SUBSTRING (CONVERT (varchar
(255), NEWID ()), 0, 9)

Ex: 4C02DE56

In this system inbuilt keyword NewlID is used which is
available in sqglserver. It returns the combination of
alphanumeric key which is non-repeatable. There is no "O'
included in this but zero is included to avoid confusion to
user. It is not case sensitive. The key is always updated for
every login for each user. The same key is sent as sms as well

as in e-mail.

5.1 Implementation steps
5.1.1 Setup algorithm (MK, PK) Setup:

It is run by the trusted authority or the security administrator.
The setup algorithm takes as input a security parameter k and
Outputs a master secret key MK and a master public key PK.

5.1.2User Registration:

In this module normal registration for the multiple users.
There are multiple owners, multiple AAs, and multiple users
such as public domains (PUD), personal domains (PSD), and
attribute authority (AA), MultiAuhority ABE (MA-ABE),
Key policy (KP-ABE).

5.1.3 Key Generation (SK) Key Gen (MK, ):

It is run by the trusted authority, and takes as input a set of
attributes and MK. The algorithm outputs a user secret key
SK associated with the attribute set. [6]


https://en.wikipedia.org/wiki/Radix
https://en.wikipedia.org/wiki/MIME#Content-Transfer-Encoding
https://en.wikipedia.org/wiki/Email
https://en.wikipedia.org/wiki/MIME
https://en.wikipedia.org/wiki/XML

5.1.4 Encryption (CT) Encrypt (m, PK, P):

It is run by the encryptor. The input of the algorithm is a
message m, a master public key PK and an access control
policy P, the output of the algorithm is a cipher text CT
encrypted under the access control policy P.

5.1.5 Decryption algorithm (m) Decrypt (CT, SK):
It is run by the decryptor. The input of the algorithm is a
cipher text CT to be decrypted and a user secret key SK. The
output of the algorithm is a message m, if the attribute set of
the secret key satisfies the access policy P under which the
message was encrypted, or an error message if the attribute set
of the secret key does not satisfies the access policy P under
which the message was encrypted.

5.2 Developing WCF

To develop a service in WCF will write the following code;
<pre lang="C#">

[ServiceContract] public interface ITest

[OperationContract]
string ShowMessage (string strMsg);

public class Service: 1Test

{

public string ShowMessage (string strMsg)
{

return strMsg;

}

}

</pre>

The ServiceContractAttribute specifies that a interface defines
a WCEF service contract, OperationContract Attribute indicates
which of the methods of the interface defines the operations of
the service contract. A class that implements the service
contract is referred to as a service type in WCF.

5.3 Hosting WCF
WCF Service can be hosted within 1S consisting following
steps;
e  Compile the service type into a class library .
e  Copy the service file with an extension .SVC into a
virtual directory and assembly into bin sub directory
of the virtual directory.

e  Copy the web.config file into the virtual directory.
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Fig 7: Service File i.e. service.scv
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Fig 9: Successful Hosting of WCF

In this system first user have to login themselves with their
role as a doctor or owner (i.e. patient) or lab assistant or health
insurance agent, if user is existing then he or she can logged
in successfully with secrete key but, if new user want to login
then they have to register and then logged in with key.

b 2) WebSiceGaery v

6 b sl PHRLsinPoge Bov B v Pager Sfaye Tooke @

Welcome to PHR

3 @ InemetProtected Mode Of A RI0% -

Fig 10: Key generation
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After Logged in successfully Doctor can see the all patients’
health information, Patient or owner can see their own profile
and health data not others. They can update their information
Lab assistant can upload patients reports and health insurance
agent can see the details of patient’s policy name, policy date
,premium amount & date, maturity date, claimed date and
claimed against disease and balance amount. Encryption of
All attributes is done with the help of web services SOAP and
WSDL. Attribute based Encryption is shown in the message
log XML format as

<E2ETraceEvent gmins="http:/ [ schemas.microsoft.com/2004 /06 /E2ETraceEvent">
<System xminz="http:/ (schemas.microsoft.com/2004/06/ windows/eventlog /system">
<FvantiD=0</Evantil>
<Type=3</Type>
<SukType Name="Information"=0</SykTyRe >
<level>8</Level>
<TimsCrsated Syanilins='"2015-06-19T1 2127:57.38006822 />
<Source Name=" B
<Correlation AetivieIRs
<Execution Processiame:

<Channel />

- B41aﬁaoaa463&asl}' I
4180 TheeadIn="14" />

<Computer>KUSHAL-</Computer>
</System=

mlr ="http:/schemas. m\cr'useﬂ cun|f2004f0ﬁfSeNlceModa\{ManagemerﬂfMessageTra

<mmw "http:/ /www.w3.0rg/2003/05/scap-envelope”
zmlns;a="http: / /www.w3.0rg/ 2005/ 08/ addressing" xmlns:u="http:/ /docs.oasis-
open.org /wss/ 200401/ oasis-200401-wss-wssecurity -utility-1.0.xsd ">
<g;Header>
<a; Action s: mustUnderstand="1"
2">http:/ [tempuri.org/ IPHRServiceClass / Get_All_Health_Agent_Related
_Patiant DataRupunseda Action=
Za;RelatesTo u:ld="_3">urn:uuid:c80bb669-2aae-4714-9b28-
c80f76h38661</2: RelatesTo>
<0;5emurity 5t mustUnderstand="1" xminz:0="http: / /docs.0asis-
open.org /wss/ 200401 / sasis-200401-wss-wssecurity-secext-1.0.xsd">
<uyTimestamp u: 1d="vuid-508704fe-893b-4a13-bbf8-cd2644f14351-60" >
<uireated »2015-06-10T12:27:57.376Z7 </u:Craated >
<uyFxpiras>2015-06-19T12:32:57.376Z</u: Expiras>
</uTimestame>
<ciParivedkerToken v 1d="uuid-508704fe-803b-4a13-bbis-cd2644F14351-65"
sminsi5="http:/ /schemas.xmlsoap.org/ws/2005/02/sc">
<g;SecurityTokenReference>
<o3fafarancs URI="urn:uuid:bbff7cb1-0a15-4d04-8304-1124f037fc24"
ValueType="http: [ [schemas.xmlsoap.org [ws/2005/ 02 fsc/sct"> </o:Refer

Fig 11: Web Message Log

Fig 12: Secured Encrypted Database

6. CONCLUSION

This paper, proposed a novel patient centric framework of
secure sharing of personal health records in cloud computing
with considering trusted authority as cloud servers. Data
owner i.e. patients shall have complete control of their own
privacy through encrypting their PHR data files to allow fine-
grained access. Patients can easily insert, delete, modify, and

[JCA™ : www.ijcaonline.org
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access their personal health record. The framework addresses
the unique challenges brought by multiple PHR owners and
users, in that we greatly reduce the complexity of key
management while enhance the privacy guarantees compared
with previous patients can allow access not only by personal
domain users, but also various users from public domains with
various professional roles, qualifications, and affiliations. We
utilize ABE to encrypt the PHR data, with the help of Web
services as SOAP, WSDL and XML also use WCF service so
that we enhance data confidentiality and proving its security.
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