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ABSTRACT

The growth of high speed computing devices and Internet has
made the Data communication very easy and fast. But this
advancement has also increased the chances of getting the
data snooped at the time of sending and receiving messages
over network. So that Information has to be secured. In this
paper, we proposed a method that uses Steganography.
Steganography is a way of hiding secret information into a file
(or any other thing that is convertible to Digital Format) and
send it to the other end without being noticed. Proposed
method takes Video as a carrier file and all the information is
stored within that video file (that is called Video
Steganography). The proposed method is based on Pixel
Value Extraction of RGB model which uses Least Significant
Bit insertion technique to insert the text within the Video file.
Here the secret data is inserted into video frames after
applying some checks onto it, related to its imperceptibility
and capacity. In this paper we also have done some kind of
Quantitative Analysis on different types of data. The result is
evaluated in terms of Peak Signal to Noise Ratio (PSNR) and
Mean Square Error (MSE), that is, the output video file is
compared to the original file, and we find minimal
degradation that is quite imperceptible. Finally, we have some
comparison drawn between some old methods with this new
one.
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1. INTRODUCTION

Steganography is an art of hiding secret information within
other files. The word Steganography is a combination of two
Greek words ‘Steganos’ which means ‘covered or hidden” and
‘Graphy’ which means ‘writing or drawing’. Steganography is
used for Data Hiding. The file that is used for hiding the
secret data is called ‘cover medium’ or ‘carrier file’ and the
message that has to be hidden is knows as secret data. It can
be used in different fields like military as well as Industrial
Field.

Watermarking and Cryptography are the other techniques that
are used for protecting data from unauthorized access.
Traditionally, Steganography is used in text files as Text
Steganography but today it can be used in Image files as well
as Video Files. Size of video files is very large as compared to
text files, it become very easy for us to hide data in video
files. But there are some certain parameters which need to be
considered, these are described next in the paper
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Capacity — Capacity refers to the amount of data that can be
hidden in the cover medium so that no perceptible distortion is
introduced.

Imperceptibility —  Imperceptibility or transparency
represents the invisibility of the hidden data in the cover
media without degrading the perceptual quality by data
embedding.

Video based Steganography uses Video files as a cover
medium. The video files come with an advantage of added
security in hiding information. It is very difficult for the
intruder to know the existence of any kind of message. Video
based Steganography is mainly classified into two methods,
first one is Frequency domain method and the other one is
spatial domain method. In the Frequency Domain method,
firstly frames are to be transformed into its frequency domain
by using some predefined methods like Direct Cosine
Transform (DCT) or DWT and FFT, after then the message is
embedded in previously obtained Transformed Coefficients.
On the other hand, in Spatial Domain method, we replace the
pixel value with the secret information by using LSB
methods. Here the message is directly embedded in selected
pixels only that does not cause that much effect on the output
video file.

In this paper, we proposed a method that is based on Spatial
Domain method. In our opinion, there is a lot of work can be
done in the existing methods of LSB insertion. In Spatial
Domain method, there is large amount of data that can be
stored without being noticed, because here data is stored
according to the intensity of pixels, after embedding some bits
the quality of video files may decrease. It depends on the
color depth of the original video files and the number of bits
inserted. The good quality of pixels and less bits insertion
gives minimal degradation.

2. LITERATURE SURVEY

A number of Steganography methods have been proposed and
implemented in literature, most of which is based on Spatial
Domain. A lot of algorithm has been used for inserting secret
bits in an image file. Here the LSBs of the image file are
replaced with the same number of bits of the secret message.
In this section we are going to get through some of these
methods and algorithms. In [1] a robust Video Steganography
technique based on LSB insertion with AES (Advance
Encryption Standard) encryption is used. It is implemented as
1-bit, 2-bit and 3-bit LSB insertion and also improved the
security level of hidden Information. In [2] same technique is
used with RSA encryption. Lovely Malhotra[2] has
implemented the Steganography in an audio file [2] enhanced
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the existing LSB technique by getting lossless recovery of
data. Some other methods of LSB insertion can be found in
[6].In [3], a new Compressed Video Steganography has been
proposed that works on TPVD (Tri-pixel-value-differencing).
The proposed system has high imperceptibility and capacity.
It embeds data in MPEG format of video files which is an
enhancement over the methods using AVI format. Machado
[4] proposed a system named EzStego which embeds data bits
to the GIF formats of the images. Kavaguchi [5] proposed a
different method for inserting data in the blurred parts of the
images by using BPCS (Bit Plane Complexity Segmentation).
These techniques are quite different than traditional LSB
methods.

Video Steganography has gained lot of attention from
researchers lately. Some used Steganography with
Cryptography by creating a secret key form the secret
message. It can also be done in two ways like public key and
private key cryptography. The former one requires two sets of
keys and the latter one required a single key from both ends.
[8] Proposes the same, the data is encrypted by some key and
embedded to the video file and the key is also inserted
through LSB insertion, as in key file.

3. PROPOSED WORK

The proposed work is for hiding text data in video file. This is
based on the LSB insertion, in which some LSB’s of Image
Files are replaced by message bits.

Video file
hide
|
v
Frame Tt
conversion compress

Colour pixel
extraction

Data fusion

PR
Output
video file

Figure 1 proposed methodology

3.1 System Architecture Sending Side
Functional diagram of the proposed method is drawn above.
And the explanation of modules is given below

Video File- The video file which is used for a cover medium.

Frame Conversion- In this module all the frames of video
files will be extracted. And are stored in at some place.

Text File- It is the text file which will be embedded in the
video frames and sent over the network. It should be sent
secretly without being noticed by anyone.

Text Compression- Before sending the text file, the text file
will be compressed and the bytes are generated. Advantage of
sending compressed data over the network is to minimize the
payload and reduce extra burden of the network.

International Journal of Computer Applications (0975 — 8887)
Volume 121 — No.10, July 2015

Color Pixel Extraction- In this phase the value of each color
pixels is calculated in RGB 24 bit format. Then the pixel look
like (0...255, 0...255, 0...255)

Extract Bytes- Here bytes are extracted from the secret
message and chunks of bits are created. And these chunks are
then embedded with the video frames.

Data Fusion- Text Files are then combine with video frames.

Output Video- At last output video file is generated. This file
is then sent.

Block diagram of the receiving side

Received
Video

Frame
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Message
Extraction

| I4 I I

Hidden

Message

Figure 2 proposed methodology

3.2 System Architecture Receiving Side

The functional overview of the proposed stenographic model
is given using figure 2.The system accepts two different kinds
of input file first the video file which is used to hide data and
second file which is desired to hide in video. The input text
file is first compressed using the ZIP compressor the
compressed file is then converted into bytes. On the other
hand the input video file is processed and the video frames are
extracted from the video file. Than after the data diffusion
process is taken place. Due to this the pixels are selected
which are utilized for the hiding data. Then after the
compressed byte data is embedded to the video frame. Finally
the embedded video frames are combined and converted into
the final video file.

Input video file

Parse input

Compress input
data

Extract video
frame

Extract
databytes

Diffusion

I4 I‘I

Figure 3. Subsystem Architecture

39



4. ALGORITHM FOR THE PROPOSED
METHOD

In this section proposed Algorithm for Encryption as well as
Decryption is provided.

4.1 Encryption Algorithm
Step 1: Read Video File of valid format. As a Cover Medium

Step 2: Process the input video.

Step 3: Divide video into frames.

Step 4: Input message in text format.

Step 5: Divide message into chunks of 2 bytes.

Step 6: Find the value of RGB pixels of video frame.

Step 7: Embed the 2 bytes of message into first 2 pixels of the
frame starting from the first frame (1 byte each pixel)

Step 8: Generate the video frame.

4.2 Decryption Algorithm
Step 1: Input the received file.

Step 2: Process the video file.
Step 3: Divide video into frames.
Step 4: Find the 24 bit RGB pixels value of each frame.

Step 5: Find the position of secret data using serial scanning
of video frames, according to encryption.

Step 6: Retrieve the message in the 2 bytes chunks.

Step 7: Reconstruct the secret message.

5. RESULTS AND PERFORMANCE
EVALUATION

There are two important parameters of evaluating all
Steganography technique, first is imperceptibility and the
second is capacity. Imperceptibility means the embedded data
must be imperceptible to the observer (perceptual invisibility)
and computer analysis. Capacity means maximum payload is
required, i.e. maximum amount of data that can be embedded
into the cover image without losing the fidelity of the original
image.

The imperceptibility of the embedded data is indicated by
comparing the original video frame to its stego video frame so
that their visual differences can be determined and it is called
as Data Quality. Mean squared Error (MSE) and Peak Signal
to Noise Ratio (PSNR) are the other two important measures
of studying the stego frame and its corresponding cover
frame. The studied quantities are given as below..

Data quality

Accuracy is a measurement of the truthiness of records that

are recovered after decryption of the data.
accuratelyrecovreddata

A = X100
curacy originaldata

Mean Square Error

H
MSE = ﬁZ(P(iJ) - S@,1)?

i=0
Where, MSE is Mean Square error, H and W are height width
and P(i,j) represents original frame and S(i,j) represents
corresponding stego frame
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Peak Signal To Noise ratio

The PSNR measures the peak signal-to-noise ratio between
two images. This ratio is often used as a quality measurement
between the original and a compressed image. Higher the
PSNR means better the quality of the compressed or
reconstructed image. The PSNR value can be calculated as:

L2
PSNR = 1010910 (m)

Where, PSNR is peak signal to noise ratio, L is peak signal
level for a grey scale image it is taken as 255.

Here is the little demonstration of the cover image and the
stego image. It is completely invisible to the human eye.

youtube,com/officialprblog
I T B iy |
ww (l_ TRALISLERT

Cover
Frame

m__ youlqbe,cq!"n/‘offllualpmlog
i - " t(l_.’] numm_

We have tested this technique on some different
videos(different in size, resolution etc), and we got successful
in keeping the Mean Square Error and Peak Signal to Noise
Ratio low enough that it cannot be noticed easily in the
Steganalysis process . Later in this section we provided a
comparison between the basic LSB method [8] and our
method, and we got encouraging result, the proposed method
gives better MSE and PSNR values than the LSB [8] method.

Table 2 compares the average PSNR of the proposed LSB
embedding technique (per pixel, RGB) to the traditional
layering technique in which embedding is done by layers of
RGB. Our results show significant improvement in PSNR up
to 1.5 dB more than the PSNR achieved using traditional LSB
embedding techniques. And we also lowered the Mean
Squared Error (MSE), lower MSE means increased
indetectability. We picked some videos tested this system on
them. We got improved results.
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The cover file video details are given in Table 1 and
are tabulated in Table 2.

Table 1. Cover Video File details

results

Cover video file information

S.N No. Stego

0 Video

' Name of . Frame/ of
video file Resolution Second | Frame
S

01 Demol.mp4 640*360 25 655 640*360
02 Demo2.mp4 512*288 15 180 512*288
03 Demo3.mp4 320*240 14 2884 320*240

Table 2. Results obtained from Proposed Method and LSB

techniques
Results obtained using Results obtained using
Proposed Method LSB Methon_j[S]
(On Similar Videos)
Name
f
Vi(zieo PSNR Avg. igﬁd PSNR Avg. Ifo?:j
MSE MSE
Demol.
mpd 5294 | 0.33 | 2.66 | 51.33 0.38 1
Demo2. | 5522 | 039 | 266 | 5080 | 042 | 1
mp4
Demo3.
mpd 5155 | 0.45 | 2.66 | 50.31 0.48 1

Fig 5(a) represents the graph of PSNR comparison

Fig 5(b) represents the graph of MSE comparison.
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Fig 5(b)

6. SNAPSHOTS

Fig 6(a) shows the input video file selection
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Fig 6(b) shows the input text file selection
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Fig 6© shows the time and memory used at the time of
encryption

e

EL

Preprocess Encode Encoding

Time 54134M8 Memory 18.8037109375K8 Save

Size Of Video Before Encryption  0.814453125M8 Size Of Video After Encryption  0.7783203125M8

Figure 6(c)

Fig 6(d) Desteganography module
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7. CONCLUSION

In this paper an enhanced LSB Based Steganography method
has been presented. The technique works in the spatial domain
to hide the secret data in video files. The proposed method is
designed for MPEG format; however it can work with other
video file formats also like AVI, 3GP by doing some
modification in it. Performance analysis of the proposed
method is also done, and the comparison is made up between
previous LSB method and proposed method, and the results
are quite encouraging for the same. A secret key can be used
at the receiving side, for providing more secure transmission
of data, and a software based system for video steganography,
both could be the future scope of this technique.

[JCA™ : www.ijcaonline.org
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