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ABSTRACT 

With the increase in structural complexities in modern cities, 

many operations, be they military, police, fire service, 

intelligence, rescue, or other field operations, require 

localization services and online situation awareness to make 

them effective. The digital data collected from such systems 

are sensitive hence security concerns regarding the 

transmission of such digital data across secured and unsecured 

communication channels needs to be secured. In this paper, 

we proposed a hybrid cryptographic encryption technique for 

securing Surveillance digital images data in Mobile Urban 

Situation Awareness System using RSA public-key 

encryption cryptosystem and RGB pixel displacement. The 

implementation was done using MATLAB simulation 

software.   

General Terms 

Security, Cryptography, image processing, video surveillance 

Keywords 

Digital images, RSA, cryptography, pixel displacement 

1. INTRODUCTION 
We With the advent increase of technological development in 

urban environment, there have been increases in structural 

complexity and introduction of smart devices and sensors. 

Technologies such as unmanned transportation systems, 

intelligent surveillance devices, and other automated 

technologies are finding places and having chances of 

dominance in our society. Hence situational awareness of our 

environment is one of the ways we can effectively monitor, 

understand and interpret occurrences intelligently in our 

surroundings. These collections of information from our 

surroundings remotely involve both transmission and 

receiving of processed and unprocessed data. The privacy and 

security of these collected data is a concern in terms of its 

leakage or interception by a third party. Hence the integrity 

and security of the collected data needed to be protected. 

In this present day century, the advancements in information 

technology have enabled powerful emerging capabilities, such 

as Urban Telepresence, wearable devices, drones etc. This 

allows users to experience an operational environment (e.g. an 

urban cityscape) via an immersive, remote browser interface. 

For instance the UT operators can interact in real-time with 

personnel and sensor assets in that environment, and can 

derive comprehensive shared situational awareness (SA) from 

a mixed reality (i.e. live-over-virtual-over-time) augmentation 

of the environment with supporting intelligence, including 

past/present/forecast information. The deployment of UT 

capability becomes a force multiplier for military operations 

as well as civilian safety, security and emergency response 

[1]. Also, the advancements in modern day public key 

cryptography [2] over the years have provided the bases for 

securing communications over secured and unsecured 

communications channels. This makes it easy for keys to be 

exchange for secured effective communications over 

protected and unprotected media of communication [3].  

Public key cryptography is widely used to secure transactions 

over the Internet. Whilst some are now prone to known 

attacks, others have proven to be strong and resistive to some 

of these attacks [4]. 

This paper proposed a hybrid cryptographic encryption 

technique for securing Surveillance digital images data in 

Mobile Urban Situation Awareness System using RSA public-

key encryption cryptosystem and RGB pixel displacement. 

The cryptographic encryption technique made use of both 

RSA public key-exchange algorithm and pixel displacement 

cryptographic encryption techniques in securing the digital 

images. The paper has the following structure: section 2 

related works, section 3 Methodology, section 4 results and 

analysis, and section 5 concluded the paper.  

2. RELATED WORKS 
The exchange of multimedia data over adhoc networks, 

mobile telecommunication networks, self organizing 

networks, urban surveillance networks, the internet and other 

forms of shared networks have seen several forms of attacks 

and abuse of information such as unauthorized access, illegal 

usage, disruption, alteration [5]. This wide spread use of 

digital media over such communication media have increased 

as applications and systems evolved over the years [6]. 

Security concerns of such data transmission and storage has 

been a major concern of both the transmitters and receivers. 

Securing critical cyber and physical infrastructures as well as 

their underlying computing and communication architectures 

and systems is very crucial [7].  

Many operations, be they military, police, rescue, or other 

field operations, require localization services and online 

situation awareness to make them effective [8]. Mobile Urban 

Situation Awareness Systems (MUSAS) transmit intelligence 

information in various formats. Digital image forms part of 

the most crucial forms of transmission. And some of these 

digital image data transmitted are sensitive data which needed 

to be secured from adversaries. Below are visual images from 

MUSAS. 
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Fig 1: General use case example for the MUSAS and entities involved. 

 

Fig 2: The mobile robot unit used for exploring, mapping 

and nodelocalization in the MUSAS 

 

Fig 3: The robot in the test environment and An example 

map from the test scenario. 

 

Fig 4: A depiction of DARPA Development of squad level 

robotics and sensing technology for urban warfare and 

complex environments [21]. 

The security of visuals obtained from these devices is very 

crucial for the successful executions of missions involving the 

engagement of them in an operation and the security over the 

LAN alone will not be enough provide an advantage for an 

operational team hence data security is needed to provide 

that.. A compromise situation of the transmitted video image 

can lead to the understanding of the position, payloads, speed, 

visuals, coordinates, etc of these engaged robots and these 

provides a positive advantage for the adversary engaged in the 

mission. A typical example is the capture of the “beast of 

Kandahar” the US drone by the Iranian force after some of the 

visuals during the afghan war can easily been captured by 

their adversaries. [22]  

There have been some works done in image cryptography in 

securing of digital images. Musheer Ahmad and Tanvir 

Ahmad in their work proposed an efficient encryption method 

to secure the multimedia colour imagery. Complex dynamic 

responses of multiple high-order chaotic system s were utilized 

to carry out image pixels shuffling and diffusion processes 

under the control of secret key. The pixels diffusion was done 

by randomly picking the actual encryption keys out of nine 

hybridised keys that were extracted from complex sequences 

of Chen, Rossler and Chua chaotic systems. The shuffling and 

diffusion processes made plain-image information dependent 
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to resist the potential chosen-plaintext, chosen-ciphertext and 

known-plaintext attacks [9]. He, Jun, Jun Zheng, Zhi-bin Li 

and Hai-feng Qian, in proposed a stream color image 

cryptography based on spatiotemporal chaos system. One-way 

coupled map lattices (OCML) were used to generate 

pseudorandom sequences and then used to encrypt image 

pixels one by one. By iterating randomly chosen chaotic maps 

from a set of chaotic maps for certain times, the generated 

pseudorandom sequences obtained high initial-value 

sensitivity and good randomness. The initial conditions of 

chaotic maps and parameters of the algorithm were generated 

by a 128-bit external key. Their results showed that their 

scheme was efficient and useful for the security of 

communication system [10]. Ming Sun Fu and Au, O.C. in 

their paper, discussed the use of both halftone watermarking 

and visual cryptography involvement in image hiding. They 

then proposed a joint visual-cryptography and watermarking 

(JVW) algorithm that has the merits of both visual 

cryptography and watermarking [11]. ShunDa Lin, in his 

paper proposed a new method of image transmission and 

cryptography on the basis of Mobius transformation. Based on 

the Mobius transformation, the method of modulation and 

demodulation in Chen-Mobius communication system, which 

was quite different from the traditional one, was applied in the 

image transmission and cryptography. In achieving such a 

processing, the Chen-Mobius inverse transformed functions 

act as the “modulation” waveforms and the receiving end is 

coherently “demodulated” by the often-used digital 

waveforms. From his results, it was established that his new 

applications had excellent performances that the digital image 

signals can be restored from intense noise and encrypted ones 

[12]. Singh, T.R., Singh, K.M., and Roy, S., proposed a robust 

video watermarking scheme based on visual cryptography. 

They used different parts of a single watermark as different 

scenes of a video for generation of the owner's share from the 

original video based on the frame mean in same scene and the 

binary watermark, and generation of the identification share 

based on the frame mean of probably attacked video [13]. In 

securing biometric data in a form of images collected from 

biometric devices and surveillance devices, Kester, Quist-

Aphetsi, et al, proposed a hybrid encryption technique for 

securing biometric image data based on Feistel Network and 

visual cryptography [14]. Cryptography an a core part of 

securing data adopts technique to keep secret communications 

safe in order to avoid unauthorized access by making use of 

encryption methods such as DES, RSA etc... Chaotic 

approaches in encryption involves shifting the positions and 

changing the pixel intensity values of image by combining 

simultaneously to ensure a high level of security and this 

technique was proposed by Dongming Chen. In the work, 

they engaged Arnold cat map to permute the positions of the 

image pixels in the spatial domain. They further employed 

another chaotic logistic map to substitute the relationship 

between the ciphered image and the original image. An 

external 128 bit secret key was again employed and was 

further modified after encrypting each pixel of the original 

image to make the encryption more robust against attacks. At 

the end, sensitivity analysis of key space and statistical 

analysis of several experimental results were feasible [15]. 

The engagement of hybrid approaches in cryptography has 

proven to be a more convenient approach in securing data 

communications. [16] Proposed a system that provided the 

best approach for Least Significant Bit (LSB) based 

steganography using Genetic Algorithm (GA) along with 

Visual Cryptography (VC). The Original message was 

converted into cipher text by using RSA and then hidden into 

the LSB of original image. This has enhanced secure 

algorithm which used both Genetic Algorithm and Visual 

Cryptography to ensure improved security and reliability. 

Bansod, S.P., Mane, V.M. and Ragha, L.R., in their paper 

proposed hybrid cryptographic techniques based on DES and 

RSA algorithms to achieve data encryption and compression 

technique to store large amount of data. A combination of 

both provided a more secured control. The suggested 

algorithm was modified BPCS (Bit Plane Complexity 

Segmentation) steganography technique that can replace all 

the “noise-like” regions in all the bit-planes of the cover 

image with secret data without deteriorating the image quality 

[17]. 

3. METHODOLOGY 
Asymmetric or Public key encryption is an encryption method 

where a message encrypted with a recipient's public key 

cannot be decrypted by anyone except the  possessor of the 

matching private key, presumably, the owner of that key and 

the person associated with the  public key used. This is used 

for confidentiality. [18]. Typical examples of asymmetric 

encryption algorithms are Rivest Shamir Adleman (RSA), 

Diffie-Hellman key exchange protocol and Digital Signature 

Standard (DSS), which incorporates the Digital Signature 

Algorithm (DSA). Modern day cryptography entails complex 

and advance mathematical algorithm are applied to encryption 

of text and cryptographic techniques for image encryption are 

usually based on the RGB pixel displacement where pixel of 

images are shuffled to obtained a cipher image [19].In This 

paper, we proposed a hybrid cryptographic encryption method 

that engaged both a public key exchange protocol and a pixel 

displacement encryption technique for securing digital images 

from digital image systems. 

A symmetric secret encryption key was generated from the 

plain image and combined with a randomly chosen message. 

They were both used to encrypt the plain image. The plain 

image to be encrypted was then encrypted based on pixel 

displacement algorithm. The symmetric key was then 

encrypted using the RSA public key cryptography and then 

sent to the receiver as a ciphered message to be used to 

decrypt the ciphered image. At the end of the encryption and 

the decryption process, there was no pixel loss and the quality 

of the plain image remained unchanged after the decryption 

process. The proposed technique was implemented on nxm 

size of images and it proved to be very effective at the end. 

The implementation was done using MATLAB. 

 Figure below showed the summary of the image 

cryptographic approach engaged in the ciphering and the 

deciphering process of the digital image. Where PI is the plain 

image and CI is the ciphered image.  

. 
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Fig 5: If necessary, the images can be extended both columns 

From the diagram above,  

Where PI is the plain image and CI is the ciphered image. 

A = the first party being engaged in a key exchange process 

with B. 

B= the second party being engaged in a key exchange process 

with A. 

Apvk = the randomly chosen private key by party A. 

Bpvk = the randomly chosen private key by party B. 

RSAPkalg(Apvk)= the function RSAPkalg() that operates on 

Apvk to produce  Apkb. 

RSAPkalg(Bpvk)= the function RSAPkalg() that operates on 

Bpvk to produce  Bpkb. 

Apkb=the public key of party A. 

Bpkb=the public key of party B. 

Salg(Apvk, Bpkb, SSK) = the function Salg() that operates on 

Apvk, Bpkb and SSK to produce the ciphered message, CM. 

Salg(Bpvk, Apkb, CM) = the function Salg() that operates on 

Bpvk, Apkb and CM to produce the symmetric secret key 

SSK. 

SSK = the symmetric secret key for both party A and B. 

ImC = the algorithm for encryption of the plain image. 

ImD = the algorithm for the image decryption 

SSalg(PI,β) = the algorithm used produce SSK. 

.  

3.1 The mathematical explanation of the 

algorithm 
Please  

The explanation of the processes engaged in the encryption 

and the decryption process is discussed bellow. 

3.2 The RSA Algorithm 
A Key Generation Algorithm, Digital signing and Signature 

verification [20]. 

Choose two very large random prime integers: p and q 

Compute n and φ(n):  

                                              (1)     
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Choose an integer e, 1 < e < φ(n) such that:  

 

                                                                (2)     

 

where gcd means greatest common denominator 

Compute d, 1 < d < φ(n) such that: 

 

                                                              (3)     

 

the public key is (n, e) and the private key is (n, d) 

the values of p, q and φ(n) are private 

e is the public or encryption exponent 

d is the private or decryption exponent 

The ciphertext C is found by the equation 

 

                                                                 (4)     

 

where M is the original message. 

The message M can be found form the cyphertext C by the 

equation 

 

                                                                 (5)     

 

 In order to sign a message the sender does the following: 

    Produces a hash value of the message 

    Uses his/her private key (n, d) to compute the signature 

 

                                                                 (6)     

 

 Sends the signature S to the recipient 

The recipient does the following in order to verify the 

message: 

    Uses the senders public key (n, e) to compute the hash 

value 

                                                               (7)     

 

            Extracts the hash value from the message 

    If both hash values are identical then the signature is valid 

 

3.3 The image encryption process 
a) Import data from image and create an image 

graphics object by interpreting each element in a 

matrix. 

b) Get the size of r as [c, p] 

c) Get the Entropy of the plain Image 

d) Get the mean of the plain Image 

e) Compute the shared secret from the image 

f) Engage SK for g) to q) using secret key value 

g) Extract the red component as ‘r’ 

h) Extract the green component as ‘g’ 

i) Extract the blue component as ‘b’ 

j) Let r =Transpose of r  

k) Let g =Transpose of g  

l) Let b =Transpose of b  

m) Reshape r into (r, c, p) 

n) Reshape g into (g, c, and p) 

o) Reshape b into (b, c, and p) 

p) Concatenate the arrays r, g, b into the same 

dimension of ‘r’ or ‘g’ or ‘b’ of the original image. 

Finally the data will be converted into an image format to 

get the encrypted image.  

 

 

4. RESULTS AND ANALYSIS 
The β was computed form the image based on features that 

will remained unchanged for both the ciphered image and 

plain image.  

Let the set of bits positions in X be x: x∈ X and X→ x: x=xi = 

[x0, x1, x2, x3… xn] and x ∈ I where I is a positive integer. 

     
 
                                                                          (8) 

 

Where     is the decimal value of xi 

                                                      (9) 

 

     
 

 
                                                               (10) 

 

                                                                          (11) 

 

Where p∈ I, δ= Entropy of image  

ε = Gray value of an input image (0-255).  

Ψ (η) = Probability of the occurrence of symbol η 

gm is the arithmetic mean for all the pixels in the image 

 

 
 

Fig. 6. A surveillance image shot from a highly equipped 

micro uav drone. 

 
 

Fig. 7.  A graph of the first 10000 pixel value of the plain 

image in figure 6 

 

 
 

Fig. 8. The graph of the normalized cross-correlation of 

the matrices of the plain image in figure 6 
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Fig. 9. The resulted ciphered image of the plain image in 

figure 6 

 

 
 

Fig. 10. A graph of the normalized cross-correlation of the 

matrices of the ciphered image in figure 9 

. 

 
 

Fig. 11. A graph of the first 10000 pixel value of the 

ciphered image in figure 9 

 

The plain image in figure 6 above is the mxn image used for 

the analysis with its first 10000 pixel values plotted above. 

The entropy of the RGB pixel values was found to be 5.7909, 

5.7878, and 5.7878. The overall image has entropy to be 

5.788833333. The arithmetic mean of the RGB pixel values of 

the plain and the ciphered image was found to be 163.330, 

163.3744, and 163.3744. The overall image has entropy to be 

163.3596333. 

5. CONCLUSIONS 
The hybrid nature of the procedure engaged in this work 

involving key-exchange algorithm makes it easy for 

encryption process to be done involving two or more parties 

or nodes which provided authentication, confidentiality and 

integrity to the cryptographic method. The non pixel loss 

aspect after the encryption process makes it suitable for the 

encryption and securing of images that needs to preserve 

information. 

Our Future works will involve post quantum cryptographic 

approaches and hybrid forms of the implemented technique by 

engaging pixel values and keys. 
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