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ABSTRACT

This paper presents a new implementation of a hybrid
ciphering system of images in Fourier domain based on two
chaotic maps. The first map is the Bakermap,which is used to
scramble the image pixels in three modes of operation (CBC,
CFB and OFB). The second map is the logistic map,whose
secret key depends on the plain text. In the key generation
step of the logistic map, the chaotic stream is generated with
plain text and hence the relation between the key and the plain
text is established. We use Fractional Fourier Transform
(FrFT) before the encryption to achieve a large degree of
randomization. We examine the proposed algorithm and
compare the results with the RC6 algorithm. The performance
and security analysis prove that this hybrid ciphering system
is efficient, reliable, and can effectively resist different
attacks.
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1. INTRODUCTION

Nowadays, transmission of digital images over networks has
become a very important issue,such that the protection of
images against illegal access is a must. Image encryption is
used as a security manner over open channels. It has been
found that the traditional encryption algorithms such as the
Data Encryption Standards (DES) [1] and the Advanced
Encryption Standard (AES) [2] are not effective for
images,because of the bulky nature of images, high
correlation between pixels and high redundancy, which
complicate the operation and make it time consuming. Chaos-
based image encryption algorithms have shown better
performance than traditional encryption algorithms
[3].Chaotic systems have several important properties, which
agree withthe main encryption requirements such as diffusion
and mixing [4]. These properties are the sensitivity
dependence on initial conditions and the pseudo-randomness.

Recently, some chaos-based encryption algorithms with key
stream depending only on the key were broken. Three
schemes were presented in [5-7]. These schemes have the
same encryption principle that is confusion and diffusion
perform, alternatively. However, the authors in [8] analyzed
this kind of scheme and found some problems such as weak
sensitivity to the change of plain images or key stream. In
these schemes, the same key streams were used to encrypt
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different plain images. The hacker can obtain the key from
known plain text and chosen plain text attacks. To enhance
the security and avoid the short periodicity of the chaotic key
stream, the key stream should be related to the plain image.

The proposed hybrid ciphering system uses a combination
between scrambling of positions and changing of the pixel
values. Firstly, the Baker map is used to scramble the
positions of the image pixels in three different modes of
operation (CBC, CFB, and OFB) [9-11]. Secondly, the
logistic map uses the plain image to generate the current
chaotic number, and then takes the generated chaotic number
as the next input of the chaotic iterations. This process is
repeated and the last output value is used as the initial key.
This key is used to encrypt the image. By doing so, the
correlation between initialkey and the plain text is created
[12].The FrFT is used before the encryption to achieve a large
degree of randomization.

2. FRACTIONAL FOURIER
TRANSFORM

The FrFT is the generalization of Fourier Transform (FT)
[10]. The FrFT performs a rotation of the signal with a certain
angle. We use the FrFT to change the statistical characteristics
of the image after scrambling. The substitution and diffusion
are performed in the FrFT domain, and this achieves a large
degree of randomization when returning back to the spatial
domain. The FrFT corresponds to a rotation of the FT with an
arbitrary angle a = an / 2 with a € R. The FrFT is defined by
means of transform kernel as [13]:

\/@-exp(j ’1*2”2 cota—j ) if a+nrw
K, (t,u)= Su—t) if a=2nx
S +t) if a=Qn+hr W
The FrFT of a function x(#), with an angle a, is defined as,
B
X (u)= j x(O) K, (t,u)dt )

For a general function f (x) , we have
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3. CHAOTICBAKER
MAPSCRAMBLING.

The Baker map is a 2-D chaotic map, which converts a unit
square into itself with scrambling. Its operation is cut in half,
and the two halves are stacked on one another. The Baker
map, B, can be described with the following formulas [14]:

B(x, y)=(2x,y/2) where 0 <x <1/ 2 @)
B(x,y)=02x—1,y/2+1/2)where 1/2 <x <1 (5)

3.1 Generalized Baker Map

The Baker map can be generalized as follows:

1. An NxN square matrix is divided into k vertical rectangles
of height N and with width n;,.

2. These vertical rectangles should be stretched horizontally.

3. Then, rectangles are stacked to have the left one in the
bottom and the right one at the top.

3.2 Discretized Baker Map

It assigns a pixel value to another position in a bijective
manner. The discretized Baker map is denoted by
B(n,n,, ... ... ,ny), where nj,ny, ...... ,ny are integers, and Ni = n;
+ ... + n;. The pixel at position (r,s), with N; < r<Ni + n; and
0 < s<N is mapped to [15]:

l(r - N,.)+ s mod (NJ,
n, n

i

ni[s— s mod [ND+ N,
N n,

This formula is based on the following:

B(nl,...,nk)(rss) =

(6)

1. An NxN square matrix is divided into k vertical rectangles
of height N and with width n;,.

2. Each vertical rectangle is divided into n; boxes, and each
box contains N points.

3. Each of these boxes is mapped to a row of pixels.

4. THE MODIFIED CHAOTIC
LOGISTIC MAP

4-1 Chaotic Logistic Map

The logistic map is one of the simplest maps, where simple
non-linear equations are used to produce such chaotic
behaviors. Mathematically, a logistic map has the form:

xn:rxn—l(l - xn—l) (7)

Where x, is a number between zero and one, n =1,2, ... is the
iteration index, ris a positive number and x, is the initial
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value. The value of r controls the output of the logistic map. It
is found that when »C/0, 3] and x,= 0.02, as shown in Fig.
1(a), the x, comes to the same value after several iterations
without any chaotic behavior, When r=/3, 3.57] , as shown
in Fig. 1(b), the system appears periodicity. While #£/3.57,
4], the Logistic map exhibits chaotic behavior and depends

crucially on the initial condition and this is an important
characteristic of chaos [16].

= 2.8000 r = 3.2000 = 3.9000

(a)lteration (b)Iteration (c)Iteration
property when property when property when
r=28 r=32 r=3.9

Fig. 1 Analysis of Logistic map
4.2 Modified Chaotic Logistic Map

The modified chaotic Logistic map is developed to increase
the range of r to be from 0 to 13.8. The modified chaotic
function is :

xnzrxn—l(l - xn—l)(l - xn—l)(l-z
= 2xp-1) (1.2 — 2x44)
)
The modified chaotic logistic map is applied under the
following conditions:
e x,€[01]
e 1re€f0,13.8]

Fig. 2 shows the iteration property of chaotic functions at
different values of » to determine which value is suitable for
encryption. It is found that the modified logistic map exhibits
chaotic behavior when r=/6.1, 13.8], as shown in Fig. 2 (c),
and hence increases the chaotic range of the parameter 7.

r=3.2000 r =6.0000 r = 13.8000
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(a)lteration (b)Iteration (c)Iteration
property when property when property when
r=3.2. r==6. r=13.8.

Fig. 2 Analysis of modified logistic map.
5. KEY RELATEDTO PLAIN TEXT

In this part, the encryption process is discussed, and the
decryption is a reverse process. For a gray-scale image of size
MxN, we use a 1-D lexicographically-ordered vector im = {
im; , imy , ..., im; }, where L= MxN. Given the initial value
X9 =0.02, the system parameter 7=10, and the iteration index
n=1,2,... The encryption can be described as follows:
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5.1 The Encryption Process

Step 1:For n =1, iterate the modified logistic map by using
equation (8) once to get x;,

Step 2 :Modify x; according to the following formula [17]

X4 =
rriod (%1 + (imy +
1)/255,1) 9

Step 3:For n =n+1, return to step 1 until n=L to get x;
Let the new initial value of the logistic map be (x,+x;)/2

Step 4: Iterate the modified logistic map using Eq. (8) for L
times with the new initial value. So, we obtain the sequence

X = X111, X142, 00 X21} (10)
Step 5:To get sequence K={k,k,,....k; } :
k, = mod(floor(x,,, X 10%),256) (11)

wheren=1,2,.. L

Now, we obtain a set of secret keys Sx={ xy, 7, x;, ¢}, where ¢

is a constant and ¢/=[1, 255], x, contains { x,, 7, im}. As a
result, S includes three independent variables { x, r, ¢} and
is related to the plain image.

Step 6:Let n=1.

Step 7:Compute the first cipher pixel by using the value of
im, the constant ¢ and the first key &;.

¢, = k;®mod(im, + ¢,256) (12)
Step 8:Let n=n+1.

Step 9:Compute the n™ pixel of the cipher image using the
following formula, in which the cipher output feedback is
introduced

cn = k,®mod(im, + im,,_4,256) (13)

Step 10:Repeat steps 8 and 9 until n reaches L, and hence the
cipher image C={c,,c;,...,c,} is obtained.

6. THE PROPOSED HYBRID
CIPHERINGSYSTEM

The proposed hybrid ciphering system is divided into two
parts. The first part is applying the FrFT to the original image.
The second part combines the confusion with diffusion. The
confusion algorithm is performed using 2-D chaotic Baker
map scrambling in three different modes of operation; Cipher
Block Chain (CBC), Cipher Feedback (CFB), and Output
Feedback (OFB) in which the Initialization Vector (IV)
works as the main key. The diffusion algorithm is performed
by applying the key related to plain text algorithm in Fig. 3.

The proposed hybrid ciphering system steps are described as
follows:

1. The FrFT is applied to the original image.

2. The transformed image is encrypted using the
chaotic Baker map in one of the three different
modes of operation for confusion.

3. The shuffled transformed image is applied to the
second stage of chaotic encryption for diffusion (the
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key related to plain text algorithm). Hence, we
obtain the encrypted image.

We have implemented the chaotic Baker map with five
different values of block size W, where the Initialization
Vector (IV) is a section of the encrypted Cameraman image as
follows:

1. W,is 128%128 pixels.
2. W,is 64x64 pixels.
3. Wsis 32x32 pixels.
4.  Wyis 16x16 pixels.

e

‘ Apply Fractional Fourier transform |
i

‘ Confusion Algorithm(Baker map) ‘

| cBc | | ors | [ crB |

Diffusion Algorithm(Logistic map)

‘ Key Related to Plain Text |

=

5. Wsis 8x8 pixels.

Fig. 3 Block diagram of the hybrid ciphering system.
7. PERFORMANCE ANALYSIS

7.1 Statistical Analysis

To examine the quality of the hybrid ciphering system and the
stability via statistical attacks, the histogram is calculated for
all images and also all the performance metrics.

7.1.1 Histogram

The histogram clarifies how the pixel values of the image are
distributed. The original image (Lena.bmp) with the size
512x512 pixels is shown in Fig.4(a) and the histogram of the
original image is shown in Fig. 4(b). Fig. 5 illustrates the
histogram of the encrypted images with the hybrid system. As
we can see, the histograms of the encrypted image with the
proposed algorithm in different modes of operation with
different block sizes are fairly uniform and are significantly
different from that of the original image due to the diffusion
caused by the effect of modes of operation in addition to
working in the FrFT domain.

(b) The histogram of the

(a) The original image. original image.

Fig. 4 The histogram of the original image.
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Fig. 5 Histograms of the encrypted image with chaotic
Baker map in different modes of operation with different
block sizes (W1, ..., Ws).

7.1.2 Correlation Coefficient Analysis.

The correlation coefficient equals one ifthe encrypted image
is the same as the original image and the encryption process
fails in hiding the details of the original image. If the
correlation coefficient equals zero, then the original and
encrypted imagesare completely different. From Table 1, we
see very promising results.

Table 1 Correlation coefficient between the original image
and encrypted images using the proposed algorithm in
three modes of operation, CBC, CFB, OFB with different
block sizes.
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Table 2 Maximum deviation results.

Mode of Block size
operatio
n W, W, W; W, W;s
18611 | 18666 | 18652 | 18569 | 18645
CBC 0 0 2 4 0
18672 | 18731 | 18615 | 18632 | 18630
CFB 9 2 3 5 2
18664 | 18727 | 18706 | 18666 | 18668
OFB 0 0 0 0 0

7.1.4 Trregular Deviation Analysis

Irregular deviation is based on how much the
deviation caused by encryptionis irregular. The lower the
irregular deviation value, the better the encryption algorithm.
In this test, the CFB mode with #,achieves the best result and
the CBCmode with Wisachieves the worst resultas shown in
Table 3. The Irregular deviation of the RC6 algorithm is
184910.

Table 3 Irregular deviation results.

Mode of Block size

operation W, W, W; W, Ws

CBC 184742 | 184724 | 184948 | 184684 185322

CFB 184596 | 184878 | 184644 | 185024 184654

OFB 184698 | 184654 | 184938 | 184910 185138

7.1.5 NPCR and UACI Analysis.

To evaluate the variations between the original image and the
encrypted images, there are two additional tests; NPCR
(Number of Pixels Change Rate) and UACI (Unified Average
Changing Intensity). In this test, the OFB mode with
Wyachieves the best UACI and the CFB mode with
Wachieves the best NPCR as shown in Tables 4 and 5. The
UACI and NPCR of the RC6 algorithm are equal to 28.2307
and 99.6174, receptivity.

Table 4 The UACI results.

Mode of Block size

operation W, A W, W, Ws

Mode of Block size

operation W, W, A W, W
CBC 0 0 0 0 0.0022
CFB 0 0.002 0.0013 0 0
OFB 0 0 0.0039 | 0.0018 0.0013

CBC 28.2176 | 28.2692 | 28.2614 | 28.2166 | 28.1823

7.1.3 Maximum Deviation Analysis

Thequality of the encryption algorithm lies in maximizing the
deviation between the original and the encrypted image. In
this test, the OFB mode with 1, achieves better resultsthan
CBC mode with W,, which achieves the worst results as
shown Table 2. The maximum deviation of the RC6 algorithm
is 186907.

CFB

28.2525

28.2311

28.1933

28.221

28.2707

OFB

28.2528

28.2892

28.1876

28.2089

28.2231
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Table 5 The NPCR results.
Mode of Block size
operation W, W, W, W, Ws

CBC 99.6044 | 99.6094 | 99.6143 | 99.6201 | 99.6128

CFB 99.6159 | 99.6189 | 99.6113 | 99.6262 | 99.5987

OFB 99.6155 | 99.6105 | 99.6094 | 99.622 | 99.5972

7.2 Key Sensitivity Test

Large key sensitivity is required in secure image encryption,
which means that the cipher image cannot be decrypted
correctly if there is only a slight difference between
encryption and decryption keys. For our hybrid system, we
test the sensitivity of the key by making small changes in one
parameter of the key such as x, and compare the resulting
encrypted images. In this test, it is not easy to compare the
encrypted images by simply observing themin Fig. 6. Thus,
for comparison, we can calculate the correlation coefficients
between the original image and the three encrypted images.
The lower the correlation coefficient, the higher the key
sensitivity as shown Table 6.

Encrypted image  Encrypted image
A' with xy = A" with x, =
0.02+10* 0.02+107"

Encrypted image
A with x,= 0.02

Fig. 6 Results of the proposed algorithm with different
keys.

Table 6 Correlation coefficient values between the three
encrypted images A, B, and C.

Image 1 Image 2 C.C
Encrypted image A Original image 0.000095166
Encrypted image A' | Original image 0.00098368
Encrypted image A" | Original image 0

Another method for sensitivity test can be performed by
making small changes in the constant r by a factor 70”"’. In
the case of no change of the constant r, it is clear that the
decrypted image appears as original image as shown in Fig.
7(a) and (b). If we changed the constant r by a factor /07’ the
decrypted image is completely different from the original
image as shown in Fig. 7 (c).

a) The original b) decrypted c).decrypted
image image at =10 image at |
r=10+10

Fig. 7 Results of the proposed algorithm with changes in .
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8. CONCLUSION

In this paper, we introduced an efficient hybrid ciphering
system of images based on two chaotic maps. The confusion
is achieved withthe first chaotic Baker map in one of three
modes of operation; CBC, CFB, or OFB. We examined the
effect of the block size of the Baker map in each mode. The
diffusion is performed by a proposed key related to plaintext
algorithm using a modified chaotic logistic map, which has a
wide range of a chaotic parameter » to be more robust to
attacks. The key of the diffusion algorithm depends on the
initial key and the plain image.Thus, the proposed algorithm
can resist the known plain text and chosen plain text attacks.
All of these procedures for encryption are used in the FrFT
domain. Security and sensitivity analysis have been carried
out in detail and they demonstrate that this hybrid ciphering
system is secure and fast, so it is suitable for real time
applications. Our future work is to examine the proposed
algorithm over wireless noisy and fading channels and its
robustness against the errors due to noise and multipath
propagation.
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