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ABSTRACT 
Steganography is an art of concealing the fact with the 

purpose of communication, by hiding one information in other 

information. In steganography, many different carrier file 

formats are used now days, but the digital images are most 

popular for hiding information because of their frequency on 

Internet. There is a large variety of techniques of 

steganography are available for hiding secret information into 

images. Each of them has its strong & weak points. Choice of 

which steganography technique is used it depends on the 

different requirements of the application. For example, some 

applications may have need of a bigger secret message to be 

concealed and some need absolute invisibility of the secret 

message. This paper gives an overview of different techniques 

used for image steganography. Among these following 

techniques DCT & DWT techniques are widely used because 

of their efficiency. 

General Terms 
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1. INTRODUCTION 
The word steganography [2] is original from the Greek 

language words „stegos grafia’ the meaning is „covered or 

concealed writing‟. In image steganography the information is 

secreted entirely in images. 

Steganography is the ability and skill of hidden way of 

communication. This is fulfilled during hiding secret 

information in any other information, as a result concealing 

the presence of the communicated information data.  

The Image steganography technique is broadly used 

procedure to protected information used for hidden 

communication. Such as featured tagging, military agencies 

copyright protection, and for various more applications 

correlated to secure communications.  

This paper intends to recommend a state of the art general 

idea of the different algorithms utilized designed for image 

steganography which will helps to demonstrate the security 

prospective of steganography for business and personal use.  

In next section types of image steganography will be 

explained 

 

 

 

2. VARIOUS TYPES OF IMAGE 

STEGANOGRAPHY 

2.1 (LSB) Least Significant Bit Insertion 

Image 
Least significant bit insertion (LSB) is a simple common 

method to hide data into a cover image. As discussed in [2] 

that, in an image the 8th bit of a particular byte or all of the 

bytes is replaced with a bit of secret image or message. In a 

color image there are Red, Green and Blue color components. 

Each component represents a byte. So, 3 LSBs can be used to 

store in a pixel.  

Ever since there are 256 probable intensities of every primary 

color, make happen small variations in the intensity of the 

colors as a result of altering the LSB of a pixel. These changes 

cannot be identified by the human being eye. Hence the 

message is effectively concealed. Through a suitable image, 

one can still conceal the  secret message in the least bit also in 

adjacent bit of LSB besides still not see the difference. 

This method succeeding bytes that are from first to last bytes 

of the image information are taken to alter the information 

data. This steganography approach is very easy for attacker. 

So for adding the security, sender and intended receiver has to 

share a secret key. That secret key shares the information 

which states only some definite pixels to be altered.  

According to [18], they have developed the tool for hide the 

image in cover image and again retrieving the original image. 

In this, they were designed two methods for hiding the image 

into cover image. In first method i.e. in Simple mode method 

the firstly the pixel is selected in cover image. Then the image 

is hided in LSB bits of that randomly selected pixel of cover 

image. For retrieving the original image, the location of 

chosen pixel, dimensions of original image and no. of bits 

used to store image these parameters were used. And all these 

information were stored in secret key which is in decrypted 

form. 

 

Fig.1.1 a) Cover image b) Secret image c) Stego image d) 

Lower bits of Stegified Image 

In second method i.e. in Shuffle mode method take cover 

image of size A X B is taken and the image to be hide of size 

a X b size taken. Then select A no. of rows out of A and select 
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b no. of columns out of B columns in cover image are 

selected. Then hide image in that selected rows and columns 

of cover image. For retrieving original image we want that no. 

of rows and columns in cover image. 

 

Fig. 1.2  a) Cover image   b) Secret image c) Stego image  

d) Lower bits of Stegified Image 

In [16] they have given idea about a concealed algorithm for 

hiding encoded messages in smooth areas and edges of 

images within the random and nonadjacent pixel locations. In 

that first task is to encrypt the message to be embedded then 

by using edge detection filter detect edges of the cover image. 

Then the encrypted message is embedded in LSB of the 

random edge area as well as at the LSBs of RGB of randomly 

selected pixel of the cover image. It guarantees that the 

attackers or hackers will not have any doubt with the intention 

of message bits are concealed in the image.  Or any Standard 

steganographic detection methods cannot guess the length of 

the hidden message properly. 

2.2 RGB Intensity based Image 

Steganography 
In this type [6] presents algorithm which gives the idea of 

storing flexible number of secret information bits in every 

color channel (R, G or B) of pixel depending upon the definite 

color values of that pixel that is lower color component stores 

upper number of bits. This algorithm proposes very high 

capacity for cover image distinguished to other remaining 

algorithms. The approach in this algorithm is that, for 

„insubstantial‟ colors, expressively additional bits can be 

altered every byte channel of an RGB color image. The basic 

concept of this algorithm is that, as compared to higher value, 

the lower color-value of a channel has a smaller amount of 

influence change on the overall color of the pixel. As a result, 

additional bits can be altered in a low value channel than high 

value channel. 

Figure given below will help us to understand of loading 

secret information bits in a color channel described in [6]. 

Step one is randomly color channel G is selected as indicator. 

In next step for storing the secret information bits the color 

channel R is selected. Then depending on the present color 

channel value as well as scheme of partition, Number of 

secret information bits to store is determined. After that loads 

the secret information bits. And last then changes the other 

channel (B) LSB, which is used while extracting the secret 

information data.  

 

Fig. 2.1 Example 

In [14] technique, the cover image is divided into 8 no. of 

blocks. Then secret message information is also divided into 8 

no. of blocks. Next, one block of the message to be hidden is 

embedded into the one block of color image by a sub user 

defined key.  For each block indicator is selected out of 3 

color components i.e. R, G or B. and other two used for 

storing 4 bits of LSB data or secret message each. And 

important point is that after embedding 4 bits LSB of secret 

message the value of each color component should be less 

than or equal to 7. The same procedure is repeated for all 8 

blocks. For the purpose of more security the RSA algorithm is 

used at sender and receiver for encryption and decryption 

respectively. So, [14] proposes very unique method of storing 

bits into RGB based steganography. 

[10] proposes which is a key feature based algorithm. In 

which it uses color components to decide which channel will 

be used for hiding the information and at what extent.  

Randomly it selects indicator by the criteria which channel 

has capacity of 4 bit storage among R, G, B. Algorithm 

classify the channels on the basis of capacity of  zero or two 

or four bit insertion,  

After that the indicator is selected. At the LSBs of the other 

two channels are used to hide the message bits. The presence 

of LSB of the indicator gives an idea about the data is hidden 

into the other two channels. So, the major aspects of the [10] 

developed method are its good quality of stego image, the 

exact extraction of the hidden image and robustness. 

2.3 Spread Spectrum Image 

Steganography 
Spread spectrum communication defines the procedure of 

distribution the bandwidth of a narrowband frequency over a 

wideband of frequencies. We can achieve this by spreading 

the narrowband waveform over a wideband waveform, for 

example white noise. Once spreading done, the energy or 

strength of the narrowband (or weak) signal in every 

frequency band is small and as a result hard to detect or 

perceive. This method uses Gaussian noise to store the 

message and combines it with original image. So, at low 

noise, image changes are not detectable to human and if high 

noise then it appears as flecks or speckles. 

The [17] system presents a spread spectrum steganography 

algorithm in which first step, construct encrypted message by 

the use of ECC. In step 2, create the encrypted message the 

equal size as the image. In step 3, interleave the encrypted 

secret message. In step 4, a pseudorandom noise sequence is 

produced. In step 5, AES algorithm is used to encrypt the 

message, for generating the noise modulates the sequence. In 

last step, noise is added to the original image.  

For extracting the hidden message a filter is used which 

removes noise from stegoimage. And we will get the 

approximated original image. For extraction process the 

whole procedure given above is reversed. 
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Fig. 3.1 Embedding process 

 

Fig.3.2 Extraction process 

2.4 DCT based Image Steganography 
This method [13] gives higher capacity as compared with 

earlier methods. If we consider stego image superiority, image 

quality is greater than the other methods. 

 

Fig. 4.1 The block diagram of the embedding procedure 

Input is a cover-image, a secret key and message and Output 

is: A stego-image.  

The embedding procedure starts with taking a cover-image of 

size N*N pixels and then divide that cover image into the 

non-overlapping blocks. Then DCT is applied to each non-

overlapping block so the DCT coefficient matrix is obtained. 

Then modified quantization table p is taken to quantize the 

coefficient matrix. Then the message is encrypted by applying 

an encryption procedure with the secret key. Then the secret 

bits are loaded into selected DCT coefficient. Then Huffman 

coding is applied. So, we finally get JPEG stego image.  

 

Fig 4.2 The block diagram of the extracting procedure 

Input: M×N Stego-image.  

Output: The Retrieved Secret image.  

The extracting procedure starts with first dividing the stego 

image to non overlapping blocks of 8×8 size. Then Discrete 

Cosine Transform is applied on each block of stego image. As 

of 1st 8 × 8 DCT block size of the encrypted bit stream is 

retrieved by collecting LSBs of all of DCT coefficients in the 

1st 8 × 8 block. Then The LSBs of all of the DCT coefficients 

within 8×8 block are collected (excluding the first) and added 

to a 1-D array. Awaiting the dimension of the 1-D array 

becomes equivalent to size which is extracted in step 2nd step 

and step 3 is repeated. Huffman table is constructed by doing 

the extraction of LSBs of all of DCT coefficients inside 8×8 

blocks (excluding the first block) and block which is 

mentioned in step 3. The 1-D array obtained in step 3 is 

decrypted using Huffman table which is obtained in step 5. 

In this method, the capacity of message which is being 

embedded is increased, but the image degrades as it changes 

all DCT coefficients of every block.  

According to [21], first step is DCT is applied to cover image. 

Then DCT coefficients detect the randomized location of 

pixel. Then in next step, then secret message is hided into the 

selected LSB of pixel. This method gives better results than 

blind steganalysis methods. 

In [15] paper a combined approach of cryptography and 

steganography used. In which LSB and DCT based 

steganography is used to hide the data. This method is for 

steganography for spatial and frequency domains with 

Asymmetric key cryptography. The idea is to make use of a 

considerable bit of the DCT coefficients of a cover image to 
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conceal encoded secret message bits. Then, embedded bits of 

the information coefficients are spread in the stego image with 

applying the inverse of the DCT method.  

2.5 DWT Image Steganography 
The DWT (Discrete Wavelet Transform) divides the image in 

frequency components. High frequency components are 

nothing but detailed coefficients which hold the additional 

information about image. Low frequency components are 

nothing but approximate coefficients that hold almost the 

original image. These detailed coefficients can be used for 

embedding secret image. Here we take an image as cover 

object and other small image as the secret message. In the 

process of embedding, first we do is that conversion of cover 

image in the wavelet domain. Then the manipulation of high 

frequency component is done for keeping the secret image 

data. This secret image data is further retrieved in the 

extraction procedure to serve the steganography. Embedding 

Procedure In this step, is carried out. The pseudo-random 

number is additional component used rather than usual 

steganographic objects. Pseudo-random sequences 

demonstrate the statistical randomness while being generated 

by completely deterministic causal process generator. This 

generator is nothing but a program that on input a seed, 

generating numbers random sequence. 

According to[19], the input is a m × n carrier image and secret 

image or message. Output is m × n stego-image. The process 

starts with reading the cover image and then calculating its 

size. Then secret image is read and then secret image is 

prepared as a message vector. Then cover image is 

decomposed using the Haar wavelet. A pseudo random 

number is then generated and the detailed i.e. horizontal & 

vertical coefficients are modified by adding pseudo random 

number when message bit is 0. Finally the inverse DWT is 

applied and the stego image is thus prepared to display. 

Extraction Procedure: Additionally correlation theory is being 

used. The correlation between two equal size matrices is 

found by: the Input taken m × n  size of cover image and m × 

n size of stego-image. Output is a secret image or message. 

The correlation is referred as the degree to which the two or 

more quantities are linearly associated. Extraction process 

starts with reading cover image and stego image. Then both 

are decomposed using Haar WT. Then a message vector is 

generated of all ones then the correlation between the original 

along with modified coefficients is found and if the mean 

correlation value is less than the correlation value, message 

vector bit is turned to zero. Then the message vector is 

prepared for displaying secret image.  

In this paper [12], The DWT is applied on color images and to 

improve the security, Arnold transformation is used. First the 

cover and secrete images are read and cover image is split into 

its components. Then the DWT is applied on all the three 

components. Then secrete images are changed using Arnold 

transform and every color component of the changed secrete 

images is separated. Then secrete images components are 

embedded into HL, HH, and LH sub band. The inverse DWT 

is applied and the stego image is thus obtained. The reverse of 

embedding is recovery process. Reading of cover and stego 

image, then splitting  cover image and stego image into 

components, then applying the inverse of Arnold transform 

furthermore obtain the secrete images.  

This paper [20] has proposed algorithm for embedding and 

extraction of secret image embedded behind cover gray scale 

image. Embedding process starts with inputting the cover 

image. Then the 2-level DWT is applied on the cover image 

and the band is selected to be modified as „m‟ i.e. LL2. Then 

the secret image is read. Then the size of the secret is found 

say „n‟. Then, for each n*n coefficient of m band, „p LSB 

bits‟ are replaced by the „p MSB bits‟ of secret image. Inverse 

DWT is applied twice and stego image is obtained. Thus key 

information is formed as K = n + m + p. Extracting procedure 

starts with reading the stego image. Then a2-level DWT 

transform is applied on the stego image. The loading the key 

information K and assigning corresponding values in m, n and 

p are done. Then extract the „p LSB‟ of the band coefficient to 

„p MSB‟ of new matrix vector starting from top left corner of 

m band.  Repetition of this step for n times in both dimensions 

is done and names this new matrix vector as secret image. The 

secret image is displayed. 

DWT and DCT are also used in Shot Boundary Detection 

using Radon Projection Method to remove the illumination 

effect and in CBIR technique [23], [24], [25]. 

3. CONCLUSION 
Even though only few of the main image steganography 

techniques were discussed in this paper, researcher can 

observe that there exists a large choice of approaches or 

methods to hiding secret information in images. All these 

techniques try to satisfy three most important factors of 

steganographic design i.e. capacity, undetectability, and 

robustness. Spatial domain LSB techniques have a high 

payload capacity, but they frequently fail to prevent the 

statistical attacks. So they are detected easily. Especially when 

the hidden message is small, the promising techniques like 

DWT, DCT and adaptive steganography are not prone to 

attacks. They change the coefficients in transform domain, 

resulting in the minimum image distortion.  Experiments on 

DCT coefficients  introduced promising results and diverted  

researchers‟ attention towards  JPEG images. Message 

embedding in the DWT domain reveals the constructive 

results and it outperforms the DCT embedding. For all these 

benefits, DCT and DWT are superior choices. 
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