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ABSTRACT 

A digital watermark is a used for identification of embedded 

data in a noise tolerant signal such as image data. It is used to 

identify ownership of the data. "Watermarking" is the process 

of hiding digital information in a carrier signal. Embedding a 

digital signal is called as watermarking. Robust Watermark is 

well suited for copyright protection because they stay intact 

with image under various manipulations. Security issues 

regarding images are important because images are used in 

electronic media. In this paper we discuss the issues like 

robustness, security, compression, capacity and fault-tolerance 

of these watermarking methods. 
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1. INTRODUCTION 
 In recent years, as digital media are gaining large popularity, 

due to which security issues has been arisen. Various 

Authentication methods for ownership protection and copy 

control are therefore needed. Digital watermarking is a 

technique which allows to add copyright marks and 

verification messages to digital media.  A variety of digital 

watermarking and data hiding techniques have been proposed 

for such purposes. Authentication of image is one of the 

applications of digital watermarking. The aim of 

watermarking is not to protect the contents from being copied 

or stolen, but to provide watermark so that ownership of the 

image can be proved. The Digital Watermark is embedded in 

the digital image using various techniques. In the case of the 

image being tampered, it can be easily found as the pixel 

values of the embedded data would change and do not match 

with the original pixel values. Over the last few years, many 

paper are presenting various techniques for digital image 

watermarking. In this paper, we present an overview and 

summary of recent developments in Digital image 

watermarking and present discussions on important issues 

such as robustness and data hiding capacity [1]. 

2. WATERMARKING TECHNIQUES 
These techniques can be used for watermarking of images [1]. 

2.1 Spatial Domain Techniques 
The Pixel modification has been done in spatial domain 

technique.  Low-order bit of each pixel are flipped. This 

method is useful for lossy compression one spatial domain 

technique is 

2.1.1 Least Significant Bit Coding (LSB) 
In this technique the information is hidden in the Least 

Significant Bit Coding (LSB). The watermarking done using 

this technique is very much vulnerable to the noise. 

2.2 Frequency Domain techniques  
In Frequency domain the secret data are hidden in the lower 

or middle frequency portions of the protected image, because 

the higher frequency portion is more likely to be suppressed 

by compression. 

2.2.1 Discrete cosine transform (DCT) based 

technique 
The DCT is a linear transform. It maps n-dimensional vector 

to a set of n coefficients. It is very robust to JPEG 

compression. DCT methods lack resistance to strong 

geometric distortions.DCT methods lack resistance to strong 

geometric distortions. 

2.2.2 Discrete Fourier Transformation (DFT) 

based technique 
This technique is robust against various geometric attacks. 

DFT uses complex numbers. 

2.2.3 Discrete wavelet transform (DWT) based 

technique 
DWT-based methods provided spatial localization which are 

similar to the human visual system.  It is robust in nature 

comparing to the other transformation for image processing. 

3. ATTACKES 
Tamper resistant is the one of the most important feature of 

watermarking. Here we had describe some of the attacks  

3.1 Active Attack 
In this type of attack watermark destruction has occurred. 

However, it is not a serious problem for authentication or 

covert communication [2]. 

3.2 Passive Attack 
In this type, only presence or absence of watermark has been 

identified. In fact, we mostly use visible watermarking. But 

for covert communication, the main concern is to hide the 

existence watermark [3]. 

3.3 Collusion attack 
In this type of attack watermark has been generated using 

different part of watermark. However, the number of copies  

that  we  can  expect  the  hacker  to  obtain  varies  greatly. A 

collusion attack would require that several employees 

conspire to steal the Material [4].  
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3.4 Forgery attack 
Attacker can use its own watermark which is a big security 

issue in watermark modification [5]. 

4. LITURATURE SURVEY 
Maxemchuk et al. [6] has changed the space between the lines 

and provided the watermark to the document image. Changing 

the line spacing gives the provision to add the authentication 

to the image but the addition of more bit may decreases the 

quality factor of the image. 

Alattar et al. [7] has proposed technique of horizontal 

relocation for hiding data the binary symbol “1” and “0”is 

used to mark the shifting positions right or left. 

Utpil et al. [8] proposed novel technique for compression of 

document image as well as pixel flipping approach is used to 

watermark such compressed document. 

H. Guo et al. [9] has proposed a fragile watermarking scheme 

to identify irregular modification of database relations. In this 

techniques, watermarks are embedded in groups and verified 

independently. 

Wang H. et al. [10] proposed a watermarking scheme for 

authentication of JPEG images. In this method Coefficients of 

the DCT are used for mapping purpose. Watermark generated 

is embedded into the compressed image. After regeneration of 

the image from compression, Watermark can be can be 

generated from compressed and uncompressed image 

effectively which is useful for temper detection. 

Chen et al.[11] proposed the scheme consists perform the 

authentication of data as well as tamper detection.  In this 

method Fuzzy C-means Clustering is used. The benefit of the 

clustering method is that it allows the data to belong to two or 

more clusters. 

 Bhattacharya et. al., [12] proposed a new approach which 

makes use of both fragile and robust watermarking 

techniques. The fragile watermark is used to measure the 

quality loss happened to images. Robust image features are 

used to construct the reference watermark from the received 

image, for checking the amount of quality loss of the fragile 

watermark. 

Yan et. al.,[13] proposed a blind watermarking algorithm to 

protect vector geo-spatial data from illegal use. The algorithm 

has no effect of random noise, data format change. 

Kannammal et.al. [14] Proposed dual watermarking 

framework in which the Patients ID and Electrocardiograph 

(ECG) act as dual watermarks. By this method the medical 

information of the patient is protected and mismatching of 

diagnostic can be avoided.  

ChitlaArathi et al. [15] presented a semi-fragile watermarking 

technique using block based SVD (singular value 

decomposition). The method can extract the watermark 

without the original image requirement. This technique can 

also be useful for tamper detection.   
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