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ABSTRACT

Face and Fingerprint identifications are one of the basic forms
of person’s identification and they are well known for
universality. They remain efficient and acceptable biometric
trait in the society and hybrid fusion of these traits will
increase a performance of one’s system and also accuracy
therefore ,this paper gives an idea about fusion of primary and
secondary biometric information providing two levels of
security which can be used in the field of criminal
identification and prison security based application the most
simple and yet strong fusion rules are used to combine these
above data such that correct identification of person is
authenticated. This paper also gives information on how
system reliability can be increased.
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1. INTRODUCTION

Identity recognition has become an important factor in the
field of military and security applications from past few
decades; demand is increasing for safe and reliable automatic
user identification system. Biometric Identification [1] is the
area related to person recognition by means of Physiological
and behavioral features (fingerprints, iris, voice, face, etc.).

The following are the previous literary works in this field:

Subbarayudu et al [2] Presented experimental results of multi
biometric system (Iris and palm print). The system fusion
utilizes a matching score feature in which each system
provides a matching score indicating the similarity of the
feature vector with the template vector.

Multi biometric method using a combination of Fast Fourier
Transform (FFT) and Gabor filters to enhance fingerprint
imaging was proposed by Aguilar et al. [3] a novel stage for
recognition using local features and statistical parameters
were used.

Conti et al. [4] proposed a multimodal biometric system using
two different Fingerprint acquisitions. The matching module
integrates fuzzy logic methods for matching-score fusion.

From the survey made, it is evident that combining different
biometric modalities enables to achieve better performances
than techniques based on single modalities. Therefore in the
proposed work we follow Hybrid fusion which not only saves
systems time while recognition step but also aims at
displaying genuine imposter. And these surveys just
provideinformation about fusing two different modalities but
the proposed methodology uses fusion at different level.

The organization of the paper is, section 1 describes the
introduction with the highlighted view of an objective of the
work which is carried out in this paper. Section 2 explains the
methodology of this paper, also discussed the block diagram
and describes the performance evaluation of the system.
Section 3 deals with the experimental results and discussion.
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Section 4 deals with the conclusions and possible directions
for future work.

2. PROPOSED METHODOLOGY

The proposed work consists of two biometric traits (Face and
Fingerprint) and it aims at fusing these two biometric
templates in building a hybrid recognition model (Figure 1).
And it works in the form of if-else construct i.e. if the
fingerprint module (Primary biometric system with threshold
0.98) fails to identify the correct identity then the values of
this trait are stored into a database [5] and then the module
scans for secondary biometric module which again comprises
of score level fusion of two different face recognition system
(Multi-algorithm system) as shown in Figure 1, at last
matching rate of primary and secondary biometric systems
are fused together using decision rule. [6]

Now let us look into these systems one by one:
Primary Biometric System: This system consists of a
fingerprint recognition system. Here minutiae based feature
extraction and CN number based matching algorithm is
carried out to identify genuine imposter. To obtain accurate
false rejection rate the primary system is maintained with the
threshold of 0.98 (This increase in threshold is generally
chosen for security based application to obtain accurate
results).

Primary Biometric System

Fingerprint Recognition
Sep & »| Display ID
Threshold>=0.93
No | Store Previous Eesults

i

Read Face

Secondary Biometric System

Facs Facs

Rzcomition Facomition
(HOG) (FCa)
Thrashold=={. Thrashold=={. ¥

73 ]

¥

Decizsion
Matching Score L | Fusion
z
Modulely &z)

Display ID

Fig 1: Block Diagram/Flow Chart
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Secondary Biometric System: This is multi-algorithm system
which fuses two different face recognition systems each
having different extraction techniques wherein one uses HOG
(Histogram Oriented Gradient) based feature extraction and
other uses PCA (Principle Component Analysis)[7].Both of
these systems use nearest neighbor technique to match the

projected scores and identifies the genuine imposter.

These two systems are again fused at different levels as shown
in Figure 1 and those fusion methodologies are briefly
discussed below:

2.1 Score Level Fusion

The score level fusion approach is well known technique
which can be used to fuse two different traits as shown in
Figure 2.In this method each biometric matcher provides a
similarity score indicating the proximity of the input feature
vector with the template feature vector. These scores can be
combined to claim an identity [8].

This step brings both matching scores between 0 and 1[9].
The normalization of both the scores is done by

MS(s) — min(s)
max(s) — minifs)
_ MS()-minitp)

N(F1) =

()

Where minimum and maximum scores for both face
recognition system (F1 and F2) are substituted in the Eq. (1).
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Fig 2: Score Level Fusion Block

And normalized values are determined to calculate the total
matching score (MS) as in the Eq. (2) [10].

MS= a*N (F1)+b*N (F2) @)

Where ‘a’ and ‘b’ are two weight values. The value of weight
is assigned linearly if the value of matching score is less than
the threshold; otherwise exponential weightage is given to the
score. The value of MS is used as the matching score [13].1f
the matching score obtained is more than the given threshold
value the identity is accepted otherwise imposter is rejected.

2.2 Decision Level Fusion

In a Multibiometric system, fusion is done using abstract or
decision methodology .The decision output by the individual
matchers are available [14].Many commercial off-the shelf
(COTS) biometric systems provide access to final results or
recognition decision. When such a COTS systems are used to
build a Hybrid multi biometric system, only decision level
fusion is feasible [15]. Therefore the proposed work uses
simple AND rule to combine both the primary and secondary
system. When the AND rule is used the FAR (False Accept

Rate) is extremely low while the FRR (False Rejection Rate)
is high. This AND rule receives information from primary and
secondary biometric system and then AND’s the logic score
to give the ID of imposter [15].

3. EXPERIMENTAL RESULTS

The results are tested on face and fingerprint samples
collected. The database consists of 20 samples of faces with
different gestures and fingerprint database with a total of 10
persons. The face database is obtained using camera and
fingerprint images are acquired from optical fingerprint
scanner. When the primary system fails, two different face
recognition systems are fused and results are obtained and are
fused against fingerprint data using decision fusion algorithm.

The below results were obtained when the threshold for
fingerprint (primary system) was more than 0.98 as shown in
Figure 3 and Figure 4. All these simulations were carried out
in Matlab environment version 2014b also used parallel and
computer vision tool boxes to obtain the results with greater
accuracy and higher matching rate.
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Fig 3: Feature Extraction Using Minutiae Method

Database was created to verify both the systems in simulation
environment and to verify individual recognition system we
used FVC2002 and AT&T databases for fingerprint and face
recognition systems respectively.

Figure 3 shows the minutiae extraction from fingerprint image
after performing series of steps like enhancement, filtering
(Gabor filters) and thinning.
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Fig 4: Similarity Measure for First Input Condition
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Figure 4 shows the similarity score obtained such that the
identity is declared by scanning primary system alone, below
figure indicates that the trained vector and testing vector
clusters are matched with 100 percent score such that the
identity is declared in this module as depicted in Table 1.

Table 1: Results Obtained for various input condition

Sl.no Input Threshold Obt Results
threshold
1. Noiseless 0.98 1 100
2. Noised 0.98 0.77 77.06

Now when the module is tested with fingerprint image for the
same person with added noise the system did not meet the
required threshold the similarity measure obtained was nearly
80 percent as depicted Figure 5 and Figure 6 indicating that
testing vectors are not projected in the same direction as
trained vector also the same is shown in Table 1.
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Fig 5: Feature Extraction for Second Case

After this step the secondary system will be scanned and the
results obtained for both HOG based and PCA based Face
Recognition as shown in Figure 7. Results for Principal
component analysis showed better results when compared to
Histogram Orientation Gradient(HOG) but fusion of both
algorithm gave a good results as depicted from Table 1.
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Fig 6: Similarity Measure for Second Case.
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Fig 7: Face Recognition from Database

From the results obtained with the proposed system, it is
evident that:

1. By testing genuine imposter the system saves lot of
time by scanning only for primary recognition
system.

2. Even when the system fails the previous results of
an identification system are stored and then
algorithm scans for secondary system.

3. The fusion of primary and secondary system can be
more accurate if the modern fusion methodologies
used.

4, CONCLUSION

The proposed work consists of the different traits of biometric
identification systems and efforts towards the development of
a common framework for hybrid biometric identification
system. Summarizing we can say that the biometric systems
are effective for human identification and authorization over
various levels of implementation , for small to a large
population, such systems are difficult to forge and can be
made to secure by combining more than one biometric traits ,
that is multimodal biometric systems. Such systems will
become ubiquitous and inevitable in the coming future.
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